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ABSTRACT

In many intrusion detection applications, n-gram approach has been widely applied. However,
n-gram approach has shown a few problems including double counting of features. To address
those problems, we applied n-gram augmented Naive Bayes directly to classify intrusive
sequences and compared performance with those of Naive Bayes and Support Vector Machines
(S5VM) with n-gram features by the experiments on host-based intrusion detection benchmark
data sets. Experimental results on the University of New Mexico (UNM) benchmark data sets
show that the n-gram augmented method, which solves the problem of independence violation
that happens when n-gram features are directly applied to Naive Bayes (i.e. Naive Bayes with
n-gram features), yields intrusion detectors with higher accuracy than those from Naive Bayes
with n-gram features and shows comparable accuracy to those from SVM with n-gram features.
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