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ABSTRACT

As network security is coming up with significant problem after the major Internet sites were
hacked nowadays, IDS(Intrusion Detection System) is considered as a next generation security
solution for more trusted network and system security. We propose the new IDS model which
can detect intrusion in the expanded distribute environment in host level, drawback of existing
IDS, and implement prototype. We used pattern extraction agent so that we extract automatically
audit file needed in intrusion detection even in other platforms.
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class Patt_extractor_agen {
rev_scenario();
//NUEL2RE 3& AW $2
request_profile();
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request_process();
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}
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/RN e AEE A8 AR
}
class InterF_agen {
request_pattern();
//ABZ2E dojHENdA A A7 oA
rev_pattern(); /AR E Al
sendpattern(); /53249 ZAAE $£4
oluf oA AxHol olENY S A
o] EA(format)oll EA7 At B =2
£ oy EA% Adsl A r2E 2
sl #E3 H4s Adsigdg. Ad 23
AolAEZ ol58 A FASE 2N
(Log Generator)ol A E&3tg ¥oz A
.

32 21 ZFA} Hlolg H &3}

Ol AAA AFE L AY A A2 A}
o8 7|H& Aa" EHQ EAHS AUz
Aol o]Fe BRF L& APl AFeA
o omEt B dFolME 23 doly 2Aly)

Mo

1%} El-z] )\]i\_rjl h=R=!]

T

AA Zzte] AlygzEledA $3He BAE =
O A5 2a9E(log filter)E o] &34 ZA}
AEE BEIEY ddd 2o gA AR 72
g A% sded, 44 FEE (2959
2o

| |
:> ’ 22 9e LA

2006 BEH

395 28 E o83 24 AR EF
34 4 72

SGANAY 2 BXUA HQd 211
74EE 3% g, 211 dEE B8 2%
ZAANAA o2 st 20 Y=g &
O 2oz MM o BF FYHoz WMg
A ojw 2oz ANE AY X A2
Al Ee2 e A RARE BEEE U=
AARsE 988 gt B =504 A
AL g EESE A8 2z & 0S¢ SUN
71% 7 AIX 71%9 0SdM AAFHE 2a3d

¥ AWAAE 19§ A2de o
24 3Ye BYHR oo Y
£ qge dn (2YI0Y T2 2
a9 BUEd F4]

_660_



e 52 olo)AEF ol g3 4 A5l gA AJ=d

o

A AgE AEn oojHEdA 32
Mage) GAzke] 80%dl HFHWE A

PRS-V VA w A T 1 gt o)
ot fo
T

i,
OEFJ_‘

rot
=

i)

19 Js37t

A A Ao 447
ol Artelest dvhe Waols
AE2 o83 o] 42EL UNIX
ste @Hold 3d, dded A%
d Bde 98 AAkE FAS ol
W wA FASY A9 @A) 48
A HAT AAHA A& FobAa

%3

ri =
Y

ox ro,
it

b

)

iz e
el

J

o x
& o2 i
2
S
N
WS

i

>

o A

o lf X % X
o
m]gtﬁ_‘,

ot (O o 1 % o 2 e 2
it
o .

2
I
N
)
oz
N, r
e I
paca
R
o
X
)

Detectio rate per threshold value

detectior

scent scen2 scen3 scerd

Scenario

S
[*~50-=-80 90|

THT AR E Y #g wg

e

oo oy M oW R Xy

8

AL
3
2
fe

z

N
oh
>
[
o
2
lo
_@
a2
A
31_5
s
B
B
Jou
>,
k

% rfd alo
B
R
)
o
affl
2
2
E
o
o=
>
>
2
b
il
3o 38 pu e o (2

32 X

o2 Axgle F&d A e 5
A s

F a1 E s

[11 S.Kumar and ESpafford, "A pattern
matching model for misuse intrusion
detection.” Seventeenth National Computer
Security  Conference, Baltimore, MD,
October 1994, 11-21.

[2] S.Stolfo, A.Prodromidis, S. Tselepis, W.
Lee, "Java Agents for Meta learning over
Distributed  Databases”, in  AAAI97
workshop on AI Methods in Fraud and
Risk Management 1996.

[3] Neil Crowe and Sandra Schiavo, ”"An
Intelligent Tutor for Intrusion Detection
on Computer System”, code Cs/mp,
Department of Computer Science, Naval
postgraduate school monterey, 1997

[4] Sandeep Kumar, gene Spafford. "A Pattern
Matching Model for Misuse Intrusion
Detection”, Proceedings of the 17th
National Computer Security Conference,
October 1994.

- 661 —



