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Abstract

In this paper, we presented our implementation of a counter mode AES based on Virtexd FPGA.
Our design exploits three advanced features: composite field arithmetic SubByte, efficient
MixColumn transformation, and On-the-Fly Key-Scheduling for fully pipelined architecture. By
pipelining the composite field implementation of the S-box, the area cost is reduced to average 17
percent. By designing the On-the-Fly key scheduling, we implemented an efficient key-expander
module which is specialized for a pipelined architecture.
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¥ 1. AES ¥1g=9] FPGA 7d9 ¥la

Design Device Fr(ﬁlﬁe;l)c Y Th(]i&%%}gut slices | BRAMs | Mbps/slice

Shuenn-Shyang {3] XCV1000e-8 125.38 1604 1857 0 0.867
Jae-Gon Lee [4] XCV3200e-8 - 40 5120 8009 104 0.639
Sagib, N.A. [5] XCV812e-8 20.192 2584 2744 0 0.942
Jarvinen (7] XCV1000e-8 129.2 16500 11719 0 1.408
Xinmiao Zhang (=3) [9] XCV812e-8 93.5 11965 9406 0 1.272
Our design (1=3) XCV1000e-8 121.24 15518 10957 0 1.416
Our design (1=3) XC4vLX100-12 208.49 26686 9478 0 2.816
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