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Abstract

With the increasing popularity of P2P file sharing and advancement of mobile technologies, mobile P2P has
revealed its attraction. Anonymity has become an increasing requirement in mobile networks. To reduce receiving
garbage files, file validation and filtering are other requirements in the mobile P2P environment. If there are effec-
tive file filtering and validation mechanism, nodes' battery duration will be saved. In this paper, we do an analysis
of security and anonymity in P2P file sharing and exchange system in mobile ad hoc environment, and propose a
new efficient anonymous protocol, which can provide anonymity by broadcasting with a probabilistic algorith
m and hiding real hop count information, the file validation by the file's special hash value and file filtering

mechanism through the collaboration of middle nodes.

1. Introduction

Mobile ad hoc network(MANET) is very popular research
area due to the rapid advancement of mobile technologies,
while the P2P file sharing system is also much more used on
the Internet. Due to the lack of fixed infrastructure both in
MANET and P2P networks, P2P file sharing seems natural
and attractive to be deployed for MANET. With the scarcity
of bandwidth, short lifetime of the nodes due to power con-
straint and dynamic topology caused by the mobility of
nodes in mobile ad hoc environment. The ad hoc and hetero-
geneous nature of mobile P2P systems, however, can present
significant challenges to application designers - particularly
when it comes to security and privacy. In common P2P sys-
tem, users have enough energy. If a wrong file was received,
users could just download it again. Energy waste is not such
a big problem for users. But energy waste means the decrease
of the users' lifetime in the mobile P2P system. Therefore,
reducing garbage files becomes very important for users in
mobile P2P networks.

In this paper, we propose a new P2P file sharing and ex-
change protocol in mobile ad hoc networks. This protocol
provides mutual anonymity, the file validation and file fil-
tering mechanism. It can provide anonymity by broadcasting
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with a probabilistic algorithm and hiding real hop count
information. With the help of file's special hash value, the
file validation issue is resolved. Although we can confirm
whether the responder has the desired file, the responder also
can send the garbage file at transporting stage. To solve this
problem, the nodes between initiator and responder can use
some file filtering mechanism to check the data to reduce
garbage transporting. The rest of this paper is organized as
follows: Section 2 presents the major security threats peculiar
of the P2P system in mobile ad hoc networks and the privacy
problem — anonymity. Section 3 presents the proposed proto-
col design. Finally we conclude the work in Section 4.

2. Related Work

No preassigned and centralized trust authority, high dy-
namic network topology and vulnerability of wireless link
are the main actors in the mobile P2P networks, which make
a lot of security violations increase. For the file sharing and
exchange system in MANET, the most import thing is to
avoid false download which wastes precious battery power.
However in any P2P system you cannot eliminate receiving
garbage data completely. Attackers just keep consuming bat-
tery energy until the device will power off in the end. So how
to reduce garbage file transporting is very important. Another
issue is data integrity, as there is limited confidence in the
authenticity and quality of the exchanged files. It is impossi-
ble to determine whether a download file contains the desired
portion until it has been completely received and viewed.
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Without proper encryption, anyone can eavesdrop and sniff
any data transmitted on the air. To address these problem,
here we introduce a P2P file sharing and exchange protocol
in mobile ad hoc networks which is called “Divalia”[1]. In
this protocol, files are partitioned into segments. So the user
can request to download individual segments from various
peers, and then reassemble all the segments finally. To ad-
dress the data integrity issue, the concept of fingerprint is
imported. Using the fingerprint information, users can affirm
whether the file provided by the other node is correct or not.

Nowadays anonymity has become an increasing require-
ment in wireless networks. Also every node in mobile P2P
must communicate with its neighbors. As no node can know
the other nodes two or more hops, partial anonymity can be
achieve at least between those non-neighboring nodes in the
mobile ad hoc P2P environment. Hence, in mobile P2P sys-
tem both sender and receiver anonymity cannot be achieved
in each node very local environment. However, if mutual
anonymity (both sender and receiver) can be provided in this
environment among these non-neighboring nodes, it is good
for protecting the privacy of users. There are several proto-
cols which can provide mutual anonymity for P2P file shar-
ing system, such as P5 (Peer-to-Peer Personal Privacy Proto-
col)[2] and AFPS(anonymous Peer-to-Peer File Sharing)[3].
The basic idea of P5 is that all the nodes in the hierarchy
channel send fixed length encrypted noise messages at a
fixed rate as if all nodes are grouped in a logic ring. As it is
based on the assumption that the initiator knows the public
key of query responder, it is difficult to be used in mobile
P2P networks. APFS uses Onion [4] as the base to build
their protocol. In APFS, volunteering peers should be taken
in, which can affect the performance of P2P system. This
change make the coordinator should examine each volunteer-
ing peer before assigning the task, which will increase the
communication overhead. Here we introduce a file sharing
and exchange protocol in mobile ad hoc networks, called
Secret-sharing-based Mutual Anonymity (SMA) [5]. In
SMA, both Shamir’s (k, n) secret sharing scheme (SSS)[6]
and the information dispersal algorithm(IDA)[7] is used to-
gether with  onion routing to achieve the mutual anonymity.
Using secret sharing to transport the file data can achieve the
sender (responder) anonymity, but the overhead will be too
high. Furthermore, mutual anonymity is not good for receiver
in mobile P2P to find out the node who always sends the
wrong file because receiver cannot identify any sender. An-
other novel protocol MAPCP [8] goes a different way to
achieve anonymity by broadcasting with a probabilistic algo-
rithm to control packet flooding in the data transmission
phase.

3. Protocol Design

Similar to most P2P applications, communication in o
ur proposal consists of two phases: the query phase and
the data transmission phase.

A. Notation

In this paper, the following notations are used to describe p
rotocols.

- F: the desired file

- Kx+, Kx.: a public and private key of a principal X.
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- (M).K: Encryption of a message by using a key K.

- SNx: the sequence number of query initiated by X which
is 128-bit random nonce

HCx: hop count which is a random positive integer
generated by X

SKn: the session key with node n which is generated
by sender m

PIDx: the pseudo ID of sender or responder

F;: one segment of the real file

H;: the hash value of F;

Hjjiq: the hash of the fragment of F starting at

j-th byte and ending at the k-th byte

N: the real name of the file

L: the length of the file

H: the hash value of the entire file

{H;}: the hash value set for each segment of the file

B. Query Phase

When the initiator Alice wants to query a file, she first
should take more information about the file, which can iden-
tity that file such as the hash value of the file, the length of
the file and so on. Initiator A generates HCa>1. The query
message should be created as following:

A—* f, C, Ka+, HCa, N], N2

where f is the description of the desired file, N; and N,
are random integers with the same bit length chosen by
A (Figure.1).

Initiator A

Sour. SN
SNa
SNa
SNa
SNa

Dest.SN
Null
Null
Null
Null

min (HCa)
Hca
Hca
Hca
HCa+

1

Figure.1 Query Phase

The initiator A broadcasts the message and keeps entry {null,
null, HCa, MAX, null} in its own destination table, where
MAX is a very large positive integer. When intermediate
node i receives the message, it increases HCa by 1 and for-
wards it to its neighbors. And then i checks whether the
query could be satisfied. If it cannot be satisfied, i saves en-
tries { SNa, null, min(HCa), Max } into its own destination
table by the format {Source SN, Destination SN, min(HCa),
min(HCb)}. Otherwise, if yes (here i is responder B), it gen-
erates SNb, PIDb, SKba. Here, SKba can only be used for fur-
ther communication with the initiator A. Then it broadcasts
to his neighbors the query reply as following:

A—* SN,, SN, , HC,, (PID,, min(HC,), SKy,, F’s info).K,.

where F’s info consists of {{Hi}, L, Hjjx}. Here, j and k
can be calculated through the function G(r), 6, min(HCa), L)
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= jk. {Hi} is the hash value for checking each segment of the
file. {Hi} is not simply the hash vale of file segment, while it
is calculated as follows:

Hi :h(Fi @ SNa @ H[ink])

After sending reply message, responder keep entries{SN,,
SNy, PID,, min(HC,), HC,, SKy,} in its destination table.
When intermediate node i receives the message, it increases
HCb by 1 and forwards it to its neighbor. If j is not A, it up-
dates the entry { SNa, null, min(HCa), Max } in its path table
to{ SNa, SNb, min(HCa), min(HCbv)}, where min(HCb) is the
minimum HCb value among all received query replies. Oth-
erwise, if j = A, it decrypts the encrypted part with Ka-to get
PIDb, min(HCa), SKba, F’s info, and calculates Hop Count
= min(HCa)- HCa as responder sends min(HCa) which it re-
ceived. Then A updates the entry {null, null, HCa, MAX,
null} in its destination table to {PIDb, SNb, HCa, min(HCb),
SKba, HopCount, F’s info}.

Hi=h (Fi®SNa® Hjx)

Responder B

Initiator A

PIDb, SNb, HCa, min(HCb) , HopCount, SKi, Hjk, {Hi}

Dest.ID min (HCa)| min (HCb)
© SNa SNb Hca HCo+1
SNa SNb Hca HCo

E SNa SNb Hca HCb

F SNa SNb. HCa+1 HCb

node Sour. ID

Figure.2 Query Reply

C. Data Transmission Phase

Once node S collects enough query replies, data transmission
between A and each file holder R can be done anonymously
as follows. Because of knowing the value of Hop Count for
every responder R, A can choose several responders to re-
quest the data from all responders. Here, we choose B as the
responder. Therefore, A looks up B’s pseudonym PIDb from
its destination table to get PIDb, SNb, HCa, min(HCb), SKba,
HopCount, F’s info, and broadcasts a data message to its
neighbors, which contains PIDb, SNb, a positive number o =
HCatmin(HCb), and a SKva-encrypted part consisting of SNa,
request (e.g. a request for file). This can be written as

S — * : PIDy, SNy, o,{ H;},( SN,, request). SKy,

When an intermediate node i, (i is not B), receives a
non-duplicate data message, it looks up SNb in its path
table to get min(HCa) and min(HCa), and calculates its

rebroadcast probability p; as:

p = a/(min(HC,) +min(HC,))

H)\’ min(HCa) +min(HCa)- a if n <1
pi = {Otherwise (a)
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where 0 <A < 1 is a real number selected by the protocol.
Then, node j forwards this message according to its rebroad-
cast probability.

When responder node B receives the data query message
identified by PIDw, it decrypts the encrypted part with session
key SKbva to get SNa and the data. Likewise, if node B intents
to send the file desired to A (e.g. the requested file), it looks
up SNa from its destination table to get SNa, SNb, min(HCa),
HCb, SKbva, and then broadcasts a data message containing
SNa, SNb, a positive number a’= HCo+min(HCa) and the
requested file segment data to its neighbors.

B— #: SN,, SNy, o’,{ H;}, Fi®Hjjy

When receiving the data message, each intermediate node
calculates its rebroadcast probability using (a) and forwards
the data message according to p;.

The selection of A represents the tradeoff between ano-
nymity and performance. If A = 1, the system has the highest
anonymity but lower forwarding efficiency, since dummy
packets contribute to collision. If A is close to zero, the sys-
tem generates the fewest dummy packets and has higher for-
warding efficiency.

D. File Filtering

Although the truth that responder B possesses the file is
confirmed, B still can send other packets data to A. If there
is not an efficient filtering mechanism, A cannot know that B
is sending wrong file to her until it gets the packets. It means
wasting A's battery duration. In our design, every segment's
hash value is broadcasted, intermediate nodes between A and
B has the file hash set. Consequently, the nodes between A
and B can check whether B honestly send the right file data
by calculating the hash values of the data and comparing
them with the hash values which is received at the File Query
stage. For example, C receives one segment data and calcu-
late H’i =h(Fi @ sn ® Hfjk))and then compares H'i with Hi.
Hijklis only known by A except the nodes who possess the
real file. So no one can acquire the data Fi except A.

4. Conclusion

In this paper, we analyze security and anonymity of the
P2P file sharing and exchange system in mobile ad hoc net-
works. Then we propose a new protocol, which can not only
provide anonymity for receiver and initiator by broadcasting
probabilistically and hiding real hop count information
but also reduce users' receiving garbage files by file’s hash
values. To prevent responder's sending wrong segment data
at transporting stage, file filtering mechanism is implemented
by the nodes between initiator and responder. By calculating
hop count value, the initiator can choose better ones from
several responders. Our future work is to find a more effi-
cient approach to provide anonymity for all the nodes and
more efficient file filtering and trust management mechanism
by the collaboration of members in system.
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