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 ABSTRACT : Copyright infringement and data piracy are pervasive problems of digital era and Electronic Navigational Charts(ENC) are not
free from these issues. Aside from the economic impact, the unofficial distribution of nautical information has significant safety concerns.
Therefore, official distributors of nautical information have sought appropriate methods to protect their data and to provide the mariner with
a certificate of authenticity through the adoption of security schema. However, a plethora of different security schema provided by independent
distributors markedly complicates the software development of Electronic Chart Display and Information Systems (ECDIS) manufacturers and
makes it more difficult to achieve the goal of seamless world-wide electronic navigational database easily accessible to the mariner. A
fundamental concern of IHO is that adoption of a single, centrally administered security scheme for all ENCs could improve the ease of use
of ENCs and enhance safety of navigation. IHO have driven protection scheme as S$-63, S-63x. NORI(National Oceanographic Research

Institute) necessarily need protection scheme and supporting system for nautical information. This paper presents protection scheme for NORI
and proposes support system for ENC protection.
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Fig. 1 IHO S-63 Protection Scheme
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Fig. 2 Main User Interface of Supporting System
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Fig. 3 Generation of Self Signed Key(SSK)

—182—



TRaswN SAEDM M.
Ll 1 aams

 ictemation... Michel ... MONACO 137 S8, pacibbrnc /...

T U T

infernation, , Michel H,.. MONALD | 377 3168 ipac@itb.me f
inserativn, . Michel H,..| MONACO | A 9918, ipac@dlme /...

reese@emix c,,

iﬂ : {‘ﬁ&ﬁ ’)aimnsazw.m. e esssessermepir

Fig 6 List of ECDIS OEM
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Fig. 7 Generation of Cell Permit

Fig. 8 List of Cell Permit
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