Z UEYI MUIAE 93 AF AxE A 2 3E
AR8 - o7g”
SR
Design & Implementation of Authentication System for Home Network Service
Jeong-hwan Seol - Ki-young Lee”
University of Incheon

E-mail : aknari@naver.com, kylee@incheon.ac kr

2

B E=RAE & UEYI MulAE 93 A= A2HS A AA AAM =t FHERA
t}. SPINSS] SNEP Z2EF & fojg 7|24 AZF& ATl SNEPS 7|Hte & RCS ¢33t &
1E&e FL3o <1F7 2 dHolge ¢ - B33E F£Y3HPT. £F T4 AA UES AN A
7] @2 71EQ AT Abd Bu) wHae Lo ¢FT)e k&S WAFAY. HolH FAS '
3l wojA AEHolAF doly AL @Hde AN =B2 AY BAS FASHeH, 74 A
A =2 £29 HolHE ¢astd Q1E7)9 4 wola AdHojhAeg ALdA ot H4HS F
3 e 59 AN =29 wo)A A o)A Alole] BEA W ¢t £XE 7FAAL FUHE AA
9o FA0Z 93 2A4FS HE £ 3USS AT 4 AU

ABSTRACT

In this paper, we designed the authentication system for home network service and applied it
to actual sensor nodes. SNEP protocol of SPINS provides confidentiality of data and
authentication. We achieved authentication key, encryption and decryption applied RCS
encryption algorithm of SNEP. In addition, we used pair-wise key pre-distribution for prevention
of authentication sniffing in wireless sensor network. The experiment environment consists of a
base station receiving data and sensor nodes sending data. Each sensor nodes sends both the
data and encrypted authentication key to the base station. The experiences had shown that the
malfunction doesn’t happen in communication among other groups. And we confirmed in tests
that the system is secure when a sensor having malicious propose is added.
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