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A AYE 7 Ac GadgdFes 7] Fold 9 =
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EPCglobal Networkell X Z+z+e] 7]¢izrel A$dE
HolHE F3] a3 dlolgulo]2d Select, Insert,
Update, Delete 7+<] 2ol dojuiA =, gt 3
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{Obtain Server Certificate)
(02) Validation of Server Certication
(03) Generate AES Encrypt Key
{Random value / 16, 24, 32 Digit)
(04) T} = Encrypt [Kéy] {Ah
{05) T2 = Sign [Clients] (M)
{06) T3 = Envelop [Serverps] (Key)

(98) T4 (O7T4=TL1}§T2{ T3

(09) Get Certification of Client
(Obtain Client Certificate)

{10) Validation of Client Certication

(1D Key = Develop [Servermi] (T3)

(12) M = Deerypt [Key] (T1)

(13) T1 = Verify {Clientpw] (T2)

a8 4. USF 4IAIX] T v
Clientll A Serverd Al ®AIX & A$3st7] 93

1399 9AE AN 2 gAY T2HrE o3
Zt.

@O Serverd QIFAME SOAP "AIAZE F=

@ Serverd] UFA Hl HAF (CA9 &%)

@ AES ¢33} KeyE Ydgoz 44 (T1)

@ AET YARE AES 43538 7|2 ¢33 (T2

® WA XS Cliente 711712 A= (T3)

® 24 QoA 53 Servere Q=i <teo] E 3}
d 3715 o] &3l dole ¢33

@ @4 @0 449 FEL 944

2A @9 #& SOAP HAIAZ ServerZ A4

@ Client®] 5AME SOAP HAIXZ FE

@ Client®] 154 =l AF (CAA &%)

@ Server?] 7A7IE FIH T3Y HAXR
(AES ¢33 7] §5)

@ AES %33 ¢318EL 7L WA Tl %
A DollA F5FF G353 FE ALEdtd EF
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4. "ot AjARE AH

= =vdAe Bl 7uke] CA, Eglo|dE ¥
MME T3 AT P 83E 93 Web
Service O E HolHE AF L HAGiA do.
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4.1 CAS| 21 &5AM H4MH 2 CA Web Service
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g 5. CA ClE{H|o|A

AZHE YHHE mSE 3T P

// CAS 7HA7|+ FA7] A

nRet = RsaMakeKeys(CAPublicKeyFileName, CAPrivateKe
yFileName, 1024, RsaPublicExponentEx p_EQ_65537, 1024,
CACertPassword, Rsa.PheOpti ons.Default, true);

//CA AFA A

nRet = X508.MakeCertSelf(CACertFileName, CAPrivateKey
FileName, 1, CAExpireYear, "C=KR:0=EPCGlobal Network;
OU=RetailTech:CN=" + CAName + "”, ", X509.KeyUsage
Options. DigitalSignature | X508.KeyUsageQOptions. KeyCertSi
gn, CACertPassword, X309.0ptioms. FormatPem);

te e e 4479 AFHANA FANE B
HWaEd ASME BA4ste AEAA F= EPCCAY
Web Service ZE=o|t},

// CA9l N7 A7) A4

nRet = Rsa.MakeKeys(CAPublicKeyFileName, CAPrivateKe

vFileName, 1024, Rsa.PublicExponentEx p_EQ_65537, 1024,
CACertPassword, Rsa.PbeOpti ons.Default, true);

//CA AFA BA

nRet = X503.MakeCertSelf(CACertFileName, CAPrivateKey
FileName, 1, CAExpireYear, "C=KR;O=EPCGlobal Network;
OU=RetailTech;CN=" + CAName + ", ", X309.KeyUsage
Options.DigitalSignature | X508.KeyUsageOptions. KeyCertSi
gn, CACertPassword, X509.0Options.FormatPem);

4.2 Cliente] ¢l HolA % Web Service

S 2L Clientd A 7491719k FA7IE BA
s FMINE UAFAAHEPCCA)S WA H| 2
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ol CAdA Lud AFTHE SEo|AEANA A
=& = MTOM(Message Transmission
Optimizati on Mechanism) WA X2 A48 A4 I
& ¥ EPCCACA Client2 A43t:= SOAP
W AA) e AREo|ct

- <sgap:Body>
- - <CertMakeFromPubKeyResponse xmins="http:/ /tempuri.org/">
~ <getFileResponse
xmins="http:/ /locahost/WebService fEPCCA">
<fileNamea>Client.Cer</fileName>

<fileData>MIICEJCCAXSCAWYWDQYIKoZIhvcNAQEEBQ!/
</getFileResponse>
</ CertMakeFromPubKeyResponse>
</spap:Bodv>

a2 7. 2IEA 23 SOAP HA|X|

o8 ¥ Client WIARE Serverd Al %3}

I 1 ZAFH(ZES A Client7t thA] B3 dsie Q)
Bl 5 o] 2 0]},

Bign M Clisnt Msg) [ | E (AES Key
ey ﬂcs:';.:a:;.m“ ][ "*mm.m, I[.Mm .,]

Dewlo mssaga
i (Chiont Private Key) §:{

Verfty Message il : -
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4.3 Server Web Service

g 2L Clientol A ServerZ2%EH HA|AE
AE3 F5 SOAP H A Rlelt}
<AES_Encrypt_Msg> 2] %ﬂﬂét 2 =59 32
Message ¢23t AFHAAAA Y Tld AZ3sc
A R|olH, & YWAR| 7} AES ¢33 dig|Fo=
ad33 F dAAoltt. <Sign_ Msg> dIHUEE
T2 sj@st= wA|Rojn], Y& HARAE AT
#or JFWAAE HI3 S ¢, A¥EI}
=R &3] #¢ gtelth. <Envelop_Key> 4
YHEE T39 73l HAIAZ, Serverd F717)
g 7HA 433 A7 geE FA4HY A
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- <s0ap:Body>
- <EncryptMsgResponse xmins="http:/ ftempuri.org/">
<SystemName>Client</SystemName>

<AES_Encrypt_Msg>C4228209C2DD16E397A98C78A 10560
<Sign_Msg>3082034D06092A864836F70D010702A082037
<Envelop_Key>424B18D9B1444E224C2B710CC69112FESC

</EncryptMsgResponse>
</spap:Bodv>

O3 9. ServerZ} H&BI2 SOAP HAIX]

st EA &=¥E=

X
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Servero| A Client2 SOAP WAl X & AF38l7] 9
A T1, T2, T3 WIAAE B33 3o HHJ F,
Al 2¢ T1, T2, T3 #AAE A Client
2 RYFA 89

- <S0AP:BOTY>
- <EncryptMsgResponseResponse
xmins="http:/ ftempuri.org/">
- <getEncryptResponse
xmins="http:/ /localhost/WebService /Server'>
<AES_Encrypt_Data>V7039LyXc39zqqji8ZNNA4Y2pbv5Gog9IGwW2
<EPCDS_Sign_Data>MIIDWQgYJKoZIhvcNAQCCoIIDSZCCAOGCCAQ]

<Envelop_Data>Cay3IQrAGVghDgf1i8s2QSqvip3copAMePjro+u.
</getEncryptResponsa>
<fEncryptMsgResponseResponse>
</soap:Body>
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