2007 3=
AEE

ol. 34, No. 1
- 1(A)

oF W o
0 |o F S
,a_.mo ]ur._ta_._l._
Q%}::I__o AL
+o§__o ob 905-|N 5w b
i @Q_u_uhemml S
___uo___o__omﬁ_ﬂo_ wla_MMo__Ho@mEE +
qmao____.rﬁ.____.lr,H M - B gow;_abé 6l R
- = gojc_g__omm_r__o__mzlj w@mwﬁ_ﬁom_r__lx_m maﬂle._mlwl
i _ulof n 10 .rlo_.AO ] e 3l ol ok
H_|H_ © < - 1 @._.___ . S 0| ol a7 S 5w o |J 200 A IF ME
M a o_wmA_UMMommg% EEOE E_EATImT o____Mlsmm____l___ i
i E__m__uolﬂ@__d%mmmﬁl aozoﬂg___o_gmmfﬂo: mgiﬁmmo ot
= " PR — D P N S .
kil 1 moM%&%_a_ol_xng,__ro mﬁamiﬁ%Mﬁt MMT_mu_u;mu._.__
Al E %m;zlgam_amm M:g_aoﬁA- o> W _xTo_aMTmﬂa.moM
5 2 m___o__g%omzog__o__g . A;_%E_NEHM ol_wae-z__a#
N 2 B s ¥ yy o L I R B au H %y,
U = 2 ¢ p 2 &o 0 H_Iez_ﬂ_u.ﬁgf_:a_ = o o zo_%geE_AEE
= = MWy = X umaol < 0 = z K7 - - = U
[T- @ o < __muDM rom OHlla go0 R’ L il
H =3 £ 37 a:_ommbTémgaoa%+mﬁvwoz;%wza:_Ir;_ﬁo*Ei
e a0 (o] M._lea_uolrﬁ._m_uuxmae._ﬁn_._r,o_ = . ﬂLlLlaoO~Ob||r._O|_ED
| G c 3 s =2 % W RO r J ° R BES oL o D Y=
10 o 0 2 S =2 mﬂg]mwxséjo_.!___:._immmm_o_agm_.EDE(...N@%EAH
ol U n &4 5 = :_._ml..r:_._xTMgoM_Mu__ajs S w2 mgodﬂa W
K- NSO §g w & LT m_HATmmowo m:Io@mADmA:IEE+Ta:I
o BDM £ ._L_m X0 M0 u__c X = ™ J Al & ol e all H| io <oy oar 10 -3 0| = <0 H_|_.
_ Qo_}n_a <o o 9 o oAr X D H?_omm_go_.o____a___m 00 s o_u_uA_.mﬂJ.m_m._:R
= W = m & s W s 0 o O erESATdA+|a4+E+
W o o 9% s U o m_jl.&_______ _|_L_.|A|r Ill__%OQJ_.AA
o K= s 22 o m Ol |:.|+oM mumoo_zom S R =M
Nl T 3 5 Q_.m 20 Ul o____O aom:._ i an ol ,_J_ﬁ__._uAu,Wm RC T 1[3] ﬁ__._um
(@] o _|r Hll.ll_ = e —
Rl = S gk o0l S _aSmAAT%WAu%QEMNMmEE%
S =) 3 a 80T_LHIMO._MIM __OAE.__._HIE._0|WI._M._¢_._._._
n 5 > 8§ ___Hoo_r____oz 5% 00 o X 5 ar Tsrow© :
3 83 b s O uAl_JmurA_.uAuW JmmHE T
20 e 3 » © = S |mwu OB LH;HHE
© = DIHN.V.MOH WX o“_1 c - s}
o © euWUAIETwumoUWJ__U__EloJ ..m.AD_J_m_JI ]
n 2 o) _ — S © = D
o o 3 o_m_s%_u__x_%:_ ™ m_l__:loa_u_mjm:_
() H_un_ =Y [ — U E_EOJ OFI_H: __O_._.T_I.I _._.T_Bo
T o duo_ﬁaoﬂlaﬁ+8, o |o____Hgo 5 ol =
= = s 5wy mm+DI¢I[ zo%-n_ln_l | <
<0 = H(o____uo__jwo__oj 20 AT eMMomm_po - o
O B o K o oy ar i) ) &% & w0 o0 0 O
o) S W :IgE;H_r__mo__ozoa_ /r\Mxﬁl__Hooo.____a _
© ____Emra_muﬂogo+®39 T EW:IWDAT%EO_}: o1 o
: maﬂmoe;gmwegm s 53870503 i
ok _ o__H._zEmm Fo o oW ul auﬂ%&al_aomo ~
E_m.@:_EHH+ wo_awga ™ 5+8,H90- B 54
uagﬁﬂﬁtum%_m_m&méﬂ or HwHAoo ﬂaﬁ._A. o °
Ai_xg@a%bzmﬁzzl S é.mm,p___r_g__w s
= SERY had s mouom;___u__ego S ol
._I: 0l Y| A =0 — nio 1 o ok . Al o = 3 . o [[el=
aa;zd+_=7,mo:¢mﬂ Wz = Al
M H nu e © /& = g Al I R 1l oo
T E oK & ) O R w0 A n H - 20 — o . e ioJ
w0 A AN i 0 5. /D 5
- < w0 ™ |_un|,_|,_._.l_L k ol__oED_...._L oll
z M . X mRen < } 0 o m o o g o
. M_u_lr,.mO S 3,:_._|ro ol o M _ﬁommaurwo [g 00 Tl mr Ho
1 dm_mgmmzumww_i - ao_ga_amwgammlga
! o = oo - =z 3
zgf_gou_l__w_g%@ ! aﬁo.agpmzmga@
W<~ or i p < W0 ol & omaoA
_IJ_.AE_xT MDC Hn_:ﬁ..:.f _
aEEaDUMWWQOE___E
Aia:____éw
ol

296



2007 A=A FEFTESeU

=
=

A Vol. 34, No. 1(A)

0z
2 &

—_—

ol

0z ne
e

m

ung

UL

gt= 8ot 22 o E

e

o e = A

0L WL nMn 20 Hr

O

|

H
e

o

HomyoJz 12 o o M Hy

o Jx

we o o Ju

re

LA

(i)

c
HO
!

ng

X Mr X rg

o

St& XL unguarded2

SEH M=

[y
o T

0o
o

[}

[

=
%

o
B 4 2

guarded=

S,
g

Ja

>

o 10

4

uarded=
t, unguarded=

I guarded&t
Molel HH =

(I iy

I
0

=2
BA S

|

()

&l

[

| Ct

l

tn

r

=

»

o
x
i
]
o

IJ 4o 10

8=

R ]

oM U

x

HO

m

18]
[wl

o 38
Mo 0% HU KD o @@ fH 00 0x 0

o
nio
0
(o

—

=

oF  pol e
=

o W
e e
m o

‘

Mo 0
o

o

(=}
e nNE oz
o Y ox
rn
[
e -

Ja
0

S
0z
i

0 U

Ol
ol

o =

0
=

> O

e

m

(

ol
4
o o >

S

I

g "
E 1A
5

o H1 0

<
[w

1 = o

o
0z
-
=)
re
0z
i
Jv
o
L

0R0

IS
fjo
=
e
9'j
@

[wl
rr

S
I
2
Ja
0x
HU
|0
=2

0%

U
0K O |H

>

(T
u

L
&

[e]]

1Y

M
[T R i

0A

0 oy
ol

o
[
k]
oz a
voJ
M o om
LU
IV
4 Mo Lo | T
ol

n

L:_| —
K%

02

T o
10
02

ol

—_—

rr
M 0z 0 X o In = 0K

3]
A

=
10
0%
T -
ne
=]

kU
e ™ w g
ox
%
(@)
E -Tr
0z

=)
0

=

2

ol
M

HU

)T

=

s

0 4>

1N

10
00 o 2

i

ro

=

mo MO re

0
fel]
2
o 4>
0
10
i
wy 10
e o
1>
s
LU

10

Mo

e

1

Mo
rn

u

—-—HU

m

©

02 4 Jd W oy 4>
10

re
m
i
rr
fel]

o

19
2
o

2
Ho
=2
=
-
Uz
o
Mo

297

paa

& |
(flow—sensitive) 2!
WH=ZE YHSEC.

20 H=et

=2
—

0

-/
=
-

¢
S o ne

Andrei Sabelfeld, Andrew C. Myers,
"Language—Based Information—Flow Security". |EEE
Journal on selected areas in communications, Vol.
21, No.1, January 2003.

Kyung—-Goo Doh, Seung Cheol Shin, "Detection of
Information Leak by Data Flow Analysis", ACM
SIGPLAN Notices, Volume 37, Issue 8 pages
66-71, 2002.
Jeffrey S. Foster,
Aiken, "A Theory
SIGPLAN  Notices,
language design and implementation PLD/
Volume 34, Issue 5, pages 192-203, 1999.
Jeffrey S. Foster, Tachio Terauchi, Alex Aiken,
"Flow-sensitive Type Qualifiers", ACM SIGPLAN
Notices, Conference on Programming language
design and implementation PLD/ 02, Volume 37,
/ssue 5, pages 1-12, 2002.

Jeffrey S. Foster, Robert Johnson, John Kodumal,
Alex Aiken, "Flow—insenstive Type Qualifiers", ACM
Transactions on Programming Languages and
Systems (TOPLAS), Volume 28, Issue 6, pages
1035-1087, 2006.

Umesh Shankar, Kunal Talwar, Jeffrey S. Foster,
and David Wagner, 'Detecting Format-String
Vulnerabilities with Type Qualifiers', 70th USENIX
Security Symposium, pages 201-218, 2001.

Jeffrey S. Foster, T7Type Qualifiers: Lightweight
Specifications to Improve Software Quality, Ph.D.
thesis. University of California, Berkeley, 2002.
John Viega, Gary McGraw, Building Secure
Software, pages 209-265, 2001.

[9] Robert C. Seacord, Secure Coding in C and C++

(8I=0/#), Addison—Wesley, pages 277-305, 2006.
[10] Umesh Shankar, Kunal Talwar, Jeffrey S. Foster,

and David Wagner, "Detecting String Vulnerabilities
with  Type Qualifiers", 70th USENIX Security
Symposium, pages 201-218, 2001.
[11] ¥, F&F 2ot Y=y &%, 2 0ICI0, pages
227-234, 2004.
Frits Henglein, Jakob Rehof, "The Complexity of
Subtype Entailment for Simple Types",
Proceedings, Twelfth Annual [EEE Symposium on
Logic in Computer Science, pages 352-361, 1997.

Manuel F&hndrich, Alexander
of Type Qualifiers", ACM
Conference on Programming
99,

(8]

[12]





