SXelsts FHs=Y

FH

X283

o
W
0>*

sl ==& M14A M25 (2007. 11)

DAS Edo)A HolEHolx Ao g

dEZ3} HAUS AA

FRA0%, OB e, o] Sk, g
AT AAA A5
HRTARFAA TN ARREATG
e-mail : jassbop@etri.re.kr

Design of Fast Encryption/Decryption Mechanism for Query in

DAS(Database As a Service) Model

You-Jin Song*, Dong-Hyeok Lee**, Seung-Min Lee**, Taek-Yong Nam**
*Dept. of Electronic Commerce, Dongguk University
**Information Security Research Division, ETRI

2 o

dolElulo] 28 o} st DAS & #AolA doleulol 8 Eskats] 9is) ¢hEst o
1eEe A8 W, $EsE ) 1EH FAT HE @, d9aE TR S ) Wre s
shel dlolelulol ol thE A Ao E&Y EAZ WA webd, obadE dloleuo]

2 Ao A g8 dwst mrYFe] eTEd ¥ =M 3Es =3AA @2

el WM Al Tbed R % dAYES Adsdnh Aldd WAYSES
w delHE 1 39 XOR ditat BZlg 1 3]9f ¢tes} dbnke getne 7] AjkE

o AR FEA et

25354
=

Hacigtimiis

1. ME of S ArErlem[2]3], tlolE] W= 7wk
. = eos o] F& T Z(Inference Attack)oﬂ gk bAAdS A
D%S U\Z—ﬂoﬂ}d EHO]E1 '—:FX?‘_]_' 01’14"4 Aﬂﬂioﬂ _(:5_:]'_ _{'v\__ 9}]\1—;0]_._'1311/]_ Hash 7]‘:1]‘_9/] ?_]_Ta];}c\:] 7]%% Hd%
AgshA L e el obg-a Iﬂ o] dolgHo] e Th s glom sure golee] diste] che
= - = =z 1= = —_ ) [e]
22 Ah8Eth ek, DAS Sdole N BEE o 2o Hash ABE A4 02 o EURES /1A
ek dlole e 7|dAd& ﬁﬂ ‘”Eﬁ}ﬂ Aol sfol tmz WY 7|He EAZ AT 5 gk
_ _ R = = =2
oA Al ey UEs Qe ORAY cog oo Damiani & olel @ BAZ A7)
D AelEEelad) e A, FEHT HoES e M9l AMo] 75 e Auxiliary B+-Tree 7S Al
A= = = = 4= o w (=0t o < - =
EAL B SEADE AAAE TR T DL agen. o wwe, dastd doleel ga W
oEEA Seld e qshE TPASE OTHT oge) Jhsse) erdael e we ol W9
WS S538H7] 918k Hacigimis = HAE 71WHS el e
: g e C  AAel gl A gFa dolE AT k= F
AlRbsA 2 m[6], Agrawal Foll o8] =4 FA7F 7k L 33t whEo] SQL AME AEdof st Ao
gk orssh 7ol AltEo] rsstE e} LdiE < 301 -L% Mol 2 A7t 9t} I
Bde] 7hestal, MEmef Ak glo] 4 % WS A M*“%}H&OHO{]—}\L 228X Aol ulerasl
ol JRsEl SIS e A9 e Ty Sagas g fas Y Au
A D ol el e 87 WAZE gy ool e Gt webd, & eReld b
Dor], BADNA =AU AEFES A b 7]m: TS gz x1’}£AﬂL£‘§}L¢C
X:]OUE_ ZH-’JEﬁan}—XqOﬂ}\‘] 'L] O]’X] 0} O ﬂO]Eﬁoﬂ AN O =] o= 'VT €] —|§— - 2=
~ e s E UF FIA AEL dust dagse Alekst
B e A S SR WA T b aee wee Fu) ABs 9ws 2ueEel g
e e g SO22 en mmg ggstel i ollns 448 ol%,
—:% 52 EHLO}"% J‘Xd"o E?% T-W\\_ 53, Ho]Ele] XOR & FH ol WAooz B3 3A] dolg
'11__/\% L}HIHT: /\1%31]}—01] EH?J’ %}’Eﬂ‘*‘: QU]7]— =3 1 ﬁg XOR }‘JJ' H-]f’hﬂ— 1 35'-4 OLS’_Q‘ Oﬂ/\]-l:l}-
giA Aok @9, Damiani &= FE°] 758 Hash 7|¥9F O
’ FQ3te®, 7]¥2] Hacigimiis o] 2ol H|s] %
AT E ARBANY 9 ARFAATHNTA ITAGGTH A7 &R Aoz Fsol.
[2007-3-021-01, NAHHE DB & 9lgt 33 Bt 7<= /i



FH

U3 ==& M14A M25 (2007. 11)

H283| st=2dE2Xelss FHs=sg
Fg Aoty w3l Aotk wwel FHom LA
=o°] A °L°Ui Agrawal o #=A4A WA R}
oA A o] 73lE Qi)
2. @ |3

(1) H3! 7|gk oG A drA(6]

3 ey & HAs}7]
= AE Ajtsilh ol &
o] o] Aolof 74k}
A o Hi dlol ol
o 7F 1 & k(Counter Etuple)’d-2] ?J'Eﬁr
% oldort. m=rgle] D, Q1 R Ulell Yeje] 3
A= W, HZ ZIRE 1A 7]
ﬂ] UrLA 9)\‘4’ ol= 7}z

=T

Hacigiimiis et al.[6] e
sk, HAS
AEIRE 99
7} 2718 Ry(A;,

ST
g3k

=1 RA

5 A

Ap,

1o

L

<
A
o]

.

r2 ot Mo

Salary I F |

oF,
Sl

o,

o

N
N

N,
b

P

2oz rlo g

=

flo ob o
S

ki

A
=

=
.
e

[>
Ho

IS
>
N

)

—_—

£

a
Iy =

2

2 3
IB N
(i o

S © 10 o

x

=]

el ool
o QA
o

w4 rlo

9

9‘L
i

Y

il

]

—

A

o rlo
ﬂ‘.

—_

fox o 2 T R a0 N O

to J
o o 2

-
0 BN
lo o

Ho

J[N-

of st FEH oyt =
]/\1 = ciphertext only attack ©I ﬂl 3 /\1

St vl AU Fo] estimation exposure o tha}o] <F
110]1 A

131‘/}, 0131"3} WAL A A 9
of, =47F 2R =EHw, &A= gk p 7
A YRS AATL Edle] =29 5 rl £
FAADE e ARHoz, w95 agz o

ks Aelw, 1 AAWoRE st U7

5 5

_&r{.m

>

q

2l rE My 2 oo

O
O

>~1

:

QL
O

Eqgow

2T

SRS

-11::

E=EHA = 7 Aok wEgA 2 =EddAE, &
G5 RS Bl A Ruge A7) e
Hacigiimiis © WZ2® 7| FHs 44 WAUSE
ZSincia=

(3) AES Fl2E BE[11]

AES 7HeH muol g4 e (4 ) o) @
E} HA 7hH 5 54 key = ¢E3}tetal, o] gk
S AES 2 J3gisit) HFHo=, HE M o dist
o Ex(etr)e} XOR A4HS 3= o2, d3F &
BT 5 k.

ctr; ctr, ctry
l | |
|EK| |EK| |EK|
M, M)—e M3‘?3
Jv v
CI Cz C3 Cn-l Cn
(¥ 2) AES 7}E E=
3.HS HAHYE
1) ¢sst 2ty

1) B A

RS (2" 37 2ol deje] AP 1AL 2
= WRew F&otar, olo] tiE JheE F ocr = A
ia=

| ctry | ctr, | ctr, | |
[ [ [ [ [
Numeric: 0 10 20 30
Character: a b c d
(14 3) HAHE
2) Counter 2E7|8t &35} chA
FEE CE Ar AL e g
C=E(ctry)®M
7 5 2 Mo AeH o o YEHE @
7} o] EZ]HEC}e] XOR AAHS Fsle] gEs}si).
d53t FAHL (29 49k 2k

1251



M283 st=2FH2xXclss FHSLHEUs =28 M14A M25 (2007. 11)
7 MZe Ep(ctr,) 3 AL 912‘3%, RN
dolefel e B35 WL 1 59 XOR Aol
Bucket 1 QTE T
4. A BT B4
Bucket 2 OPES[1] =X otz st w2 54 wet ¢
ueket SR wAE WA A3 A ol 5

Bucket n

Rl

(=¥ 4) Counter = 7|¥

3) B3l ID MMchH

ZF Bl ti3k ID & vt o] AR

ly= HMAC, (E, (ctr,))

AdE WZ ID o tiste] dlo]Elwo] o) (Z1F 5)
o} o] gt}
Bucket ID Ciphertext

HMAC, (E (ctry)) E (ctrh)®M
HMAC, (E, (ctr,)) E (ctr))®M
HMAC(E, (ctr,)) E(ctr)®M
(29 5) AGE dole o]~ HolE

7y Hio g2 dEstsE o AgE, olo] gk

W7 ofolt)7} Zbzy AAxo ok g, dsstE
FFEHol| 3k AHE HMAC 22 HgHo] glom
2 FAAZE gA WA ofolte tigh 7tH HHE
Yo ARZHFE AEE ¢ gith

o]%, W7l ofelt] [pol g3t B+Tree UG5
Agstoza HAAM A STEE I S HA
ololt] 2 A A3le] AYAE Fxd AlefolM 7t
/~ o] ]_

@ =33 oy
BE M e gL

Hol o8} T 5 e,

M =C®E(ctry)

Aol wet &4 ARE IR =EshA Hol A
o Tt T2 AMAHZe A= °L§§}7} i
on]slt}. gk, Mapping Function o W&}, ¢
Ao FHE WA =, o] HAGA A
g5 AL F Ak dE 591, 0333.. 1]- &
Fejo] dswol EAY A, dEFko] S
HAHA &S 7HsAdol Atk
Bucketization[6] ©] W42 Wk kel W ID
ghol gk "o w7k ZaskH, WA ID ﬁol
rE=E AF, dEsstA M We doly 4 ot
9] AES ¢E5st dite]l etk 1o Zﬂo}
gk AL WY 1 39 AES AAkNE g E ), 7}
dloleld 13], = MZIW dol8 4 n 3 XOR T
o] 8509 Hac1gumus~‘4 wlel vl a&# ot}

B+-Tree based Index[2][3] ] WAl e st el W9
HAE flal v SQL o] e+dr =, el W
o] o]y 7} 100 71o]H, AA| SQL & AF+=EF
24100 3] o] vhgo] Aot Fasirt ol
WAl dlolE o] e FEet eHEH=E ThA R

[l Ry
o =3 dlolEH e dF, A AA vEE A,
B+-Tree & A|7Ad3sFo]of sl o8 gt Ao A

A wleolEe] B33t dast oled wAR <l
sto] Mol e wE AeE & 5 glh

Hash Based Index[2][3] ©] W& Wik 74 3=
34S WA F °‘°L} Hel A 01 ] -$- o]
x| Aol st Hrist HEE 7HA L4A

S
Ha, o
ABE e oF sf= HAZ o] Ak

Our Scheme A9+ WAYSFLS 4

Fomz, #A mFd BE FE IAS P
R

Oﬂfﬂ dEs st s AN T)E
W7l ololt]e] gt 53 %617}
™, Ho]E 2] Insert ¥ Update /\] = 01 HEJ]
H7do] HQ3tA O"D} s, shile] Hojg o)
g deledol el Ha WARA] Apssuz,

Damiani o] "2ell Bla] w9 &-& 4ot}

U
52 kg ox XN ol
o [0 ot oot X

e

<% 1> YES 8 Hacigimis o W23 48

1252



H2gs| st=2FEXelsts FHE=Y

FH

U3 ==& M14A M25 (2007. 11)

<R 1> FE 33 B A4

U3 5HA| B 5 34
49 A4t 498 <Ak

Hacigiimiis [6] AES :n 3| AES :n 3]
Aorer 1A AES: 1 3| AES : 1 3]
XOR :n 3] XOR : n 3

n: WZ A EYRE oY

N

5 &

oS- A E dlolEwo] Aol A2 ot A
o] o]-;ﬂ/HJJr‘— EJ "73:]7]— Q9
Inference Attack, Query Execution 739 3 7—3.,
Plaintext Attack & ©F%A/d ¥l do|Eu]o] 9] 5o
et 34 ARE 9, }O/\"]Q ol
ol o]~ Bt A3t st WlAYFo] 8%
=l A= Hacigﬁmﬁs o AL IR A
9l o} 53 &% EAEZE g dst] &
9 Aol 7hs e ’\Hi a3t wWAYUES Al
1:‘r. AFek WS 7] AokE Agrawal 9 A
HEY o5 4 13]"11 Hacigiimiis % Damiani
@E‘:} e g840% HolHE i% T A
Aoz 7t
A A, He HANE

MR

12
o

-

o

X

tlo 10 o (2 fl kI T
e '
mio

a5 3t simulated
experiment = 5 "3}, exposure
measure o] TJgh FFAQ F7E P ol

[1] Agrawal, R. et al., Order preserving encryption for
numeric data. In Weikum, G,, K"onig, A., and DeBloch, S.,
Eds., Proc. of the ACM SIGMOD 2004, Paris, France,
2004.

[2] E. Damiani, S. D. C. di Vimercati, S. Jajodia, S.
Paraboschi, and P. Samarati. Balancing confidentiality
and efficiency in untrusted relational dbmss. In Proc. of
the 10th ACM Conf. on Computer and Communications
Security (CCS), October 2003.

[3] Damiani, E. et al., Implementation of a storage
mechanism for untrusted DBMSs. In Proc. of the Second
International IEEE Security in Storage Workshop,
Washington DC, USA. IEEE Computer Society, 2003.

[4] J. Domingo i Ferror. A new privacy homomorphism and
applications. Information Processing Letters, 60(5):277—
282, 1996.

[5] D. X. Song, D. Wagner, and A. Perrig. Practical
techniques for searches on encrypted data. In IEEE Symp.
on Security and Privacy, Oakland, California, 2000.

[6] H. Hacigiimiis, B. R. Iyer, C. Li, and S. Mehrotra.
Executing SQL over encrypted data in the database-
service-provider model. In Proc. of the ACM SIGMOD
Conf. on Management of Data, Madison, Wisconsin, June
2002.

[7] H Hacigumus, B Iyer, S Mehrotra, Providing database as
a service, Proc. 18th International Data Engineering,

2002.
[8] Iyer, B. et al., A framework for efficient storage security
in RDBMS. In Bertino, E. et al., Eds., Proc. of the
International Conference on Extending Database
Technology (EDBT 2004), volume 2992 of Lecture
Notes in Computer Science, Crete, Greece. Springer,
2004.
Sun S. Chung, Gultekin Ozsoyoglu, Anti-Tamper
Databases: Processing Aggregate Queries over Encrypted
Databases, EECS Department, Case Western Reserve
University, Cleveland Ohio, U.S.A., ICDEW'06, 2006.
[10] Aggarwal, G. et al.. Two can keep a secret: a distributed
architecture for secure database services. In Proc. of the
Second Biennial Conference on Innovative Data Systems
Research (CIDR 2005), Asilomar, CA, 2005.

[11] H Lipmaa, P Rogaway, D Wagner, CTR-Mode
Encryption, First NIST Workshop on Modes of Operation,
2000.

(9]

1253



