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ABSTRACT

In ubiquitous environment, mobile devices, which users carry, tend to be resource-constraint,
thus rtesulting in the need for an authentication protocol, which provides light-weight
computations as well as strong security. Recently S/Key based protocols, which satisfy such a
requirement by achieving light-weight computations, strong authentication and session key
exchange, have been proposed. In particular, You and Jung's protocol is more efficient and
secure than others. In this paper, we compare and analyze You-Jung with other protocols. Also,
we design an authentication scenario and status of mobile devices while implementing the
protocol.

FIHE
S/Key, 93¢ vl s AbEA AF, fFulAE S Bt

.M 2 o o] 72 A8 zdd Hrle E=F FAE
£ QoH2]B]. dE S0, ¥ WEHI AL

SuFHE 2T AFRAZ A7 Fao] FeR TV, A%, A", WAL ¥4 HAAEE 93
2 g3 AFEHY VEJIE o43A g= o2 Ao F v BITE ATHAT AE
Box AFFA AFH Mul=g AT & A AN 34, 24, MulA AR 3A 53 e
Qe B4L o L] FRIFE A&l thekdt Rk AP e fEdith olME fulHEL
A8, 714, 4% Ee ols I SANY @AM BAAMuAE AFIE R BFFH
Hel| A <Ay, adxn ZE&Ae] ZA FdH E3) AMEA} Q1F L ¢ FaF Aula F9

o, 7 A3} <29 a9 Dol BB Aotk 3 stojry. B =Re FHANA BAAN ALE
oA oy FuidAEs 33

o
LS S L
o
=

Ak fulAE s vl Y FHAT 278 7 <z F3

Ay o2

o

<
=
=

- 8238 -



§Zs BYREAE S 2007 2AFHEW

A ARRZTE FohEhe olF A
g 27 WEe] Zgs BAA
g Addte Mg dFe] 4
A<tE S/Key 7luke] JAF7IMEL A¥Y ¢
3 A A 2EE AHER A5, A4 2B
< AFTTFo2H o9} T2 FHIFEH2 A A
o] @7AN}E WEPTH27]. 53] YouJung 1M
2[2] Yeh-Shen-Hwang[6], Lee-Chen[7], PKAS[3]
NP5 vlagys o A& BgelA 7+
E =FJHE YouJung 71HE 02
ZIMES vlu EAsn A4 FuFgs @700
Mo A8-E 93l ol FFA Addiwsts dA%
Z2EEZS FEIT-

B =% 4L ugd 2o ODRNAE
S/Key 7I§l¥} 219] /fAAES 7Iestar, Mg
e YouJung Y& EHIT NAdAE
You-JungZ| oAl )5 FeiwistE A2
TZEES 7Y% ¥ UE ZEREZERY] A
HRE 3tn VA E AES 2E

. 2tz oA2

B FoM= S/Key 71W# 29 ADVHEE
of i3l 7)1&3tet.

s/Key 719 W4 37 £t £YgAes
2e AFH A2"gE 13537 93 29HAY
[4]. S/Key 7192 AZFHAG A Ag=ate] F2d]
=7t MEYZAA AEHA gon ALgAL] H]
BRI M E EFET 2 ouF Ax=Hd=
AZE davt e FEE 7 Aok A
s 2= ARAFFHIY MWMHARZTEH,
Preplay 32d] #Hotsltls ZAHS a5

HId Al 2vE Jl=rvte] AAME
S/Key 71¥9) Yeh-Shen-Hwang <1532[6]2
SEEDE ¥# vy E AMgEozy AW 9%
523} Preplay 2 Z3x =gl AMHFE
o dulstgz 219 HAF L dedsidd. =%
A7 g T3 UAF T UG BHAMpElx
£ 715384 stdth. Yeh-Shen-Hwang 7] o] )|
okg FAjo] SEEDS} AHEAF HUF) AE 9
8§ AUE Jl=e) AEAQ o] BA HYL
U fuldes @ACdME dideg AEARE
o] o|FAAE Fulslr] wWiiel A A=
2y =R, HetMul~E A F3=
Yeh-Shen-Hwang 71'H& fulfes #7432 9
3 A AFvIHer A FHATH2)E] 2y
Yeh-Shen-Hwang 7]#2 Stolen-Verifier ¥ 3,
Denning-Sacco &2 #HFHE 71A v SEEDS

gAT Fuizb ouE BAMOl JATBIMEL
Yeh-Shen-Hwang 719 & Hery Ei

Stolen-Verifier 2% 7§43l7] $18] Lee-Chen
79[7lel A=At Lee-Chen 71¥-& A&
B3 7 Yeh-Shen-Hwang 713} H%d FF

9 A4S AFPE B AHls AR

FAAL shtel BEHEYT FEEW 3 o)A
AHEERE AA7)7 25 BAEHE 2AAS 3@
= YouJung 7IH-& o] F 7HA EAFE A
e A 2]

3H, PKAS 71%][3]2 Lee-Chen ¥ You-Jung
ZIMz 2A FAN7 IS VIEE AR
Yeh-Shen-Hwang 7 & 7RA8tdoh. 2wy o)
7IMe BT dgte R A AeATe oA
A2RF F7te EAE Zeth

. You-Jung 7|%4

B FdAe B2OEH 584 25 1E
W 74 $5% YouJung MAE BHdmA I
o} YouJung 71§ 55, 213, 9% 394
2 F4HY 27]d SEolJdERERY olFF
A AFE7t MR EelE SEED(=id&
SK) #g woittn 7HA%T. YoulJung 7199
52 %2 2090 3L 44 29 13 29 2t

1

2 N, H(SEED @ N) @ SK, H(SK)

3 Po® SK, H(polSK)

-N:BIRE 270 34

-D: o) gt

-TS EtYAET

-SK=D||TS (|2 F 22 2 st )
-K AFBXES YT (SAOIKEN HE )
- pp  HV(K ® SEED)

22! 1. You-JungilA|ol S8 CHA

id

1

CN, H(SEED & CN) @ SKt H{SK!) ® p;,

3 pt D H(SKY) .

-CN = N-t

-Dt: R 2 ole] gt
- TSt Bt ART

- SKt = DH|TSt

- p: HPN(K © SEED)

a8l 2. You-Jung2tale| 27901 THA|
You-Jung 7|¥e EEUAE £As A £t

o|REE 3)oll A po®dD & A Hpe| D)E AW
A A Bdoezn Aurt zte po7h Auls

- 824 -



FHIAE 2 AN Az

sHe %

rir

o|FRZA

i

5\)4

olN

TZEE 33

oL

A% Q

AR ZHACERE AAFE A AET AVIA
BIOJARE post N Mudl AFsn Zetold
Eolx prt A% "ot

239 GAlFd AFTAV HE Mue &
go|AERRE w2 pdH(SKHS H(SKHZ N2
< 4§ udHE3 pE deh AV A2
pel A gk Mol A paol 2UE 2
oJAES UF& HFE} 2 oFd Anle ot
Ak AR sQ) pot 229 34 g CNE A}
2 dolEw o] 20 AT Al 23 <
Z MAE SKte Auigr FEo]AE Alolol obA
g WAl TS A8 AAANZE AHEE F JUth
EZL ol T AATIELS 239 BAY 3 o
T p@H(SKY)O &3 p7t &2 A2te B AH

A @
V. You-Jung 7[d{e| & LU 24
41 o] 5Z 29 Fejuist

B =FoMeE 29 33 2o} YouJung 719
ol Mg o] FAx e AdudstE MA YT

229 ¢4
—1 279
Client = {id, K, SEED, pi}
Server = {Id, CN, SKt, SEED, t, p}
Client = {id, K, SEED, p}

Server = {id, N, SK0, SEED, 0, pe}
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Random rnd = new Randam():

int rand = Canvert,Tolnt32(rad.Next(10000)).
string SK = HashFunc(Convert.ToString(rand));

/+ H(SEED"N)"SKk M4} »/
string SN = Xor(SEED,N);
string HSN = HashFunc(SN):
string HSND = Xor{HSN,5K}:

/+ H(SK) A4t »/
string HSK = HashFunc(SK):
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/« p0ek A4t/
string p0 = Xor(X,SEED);

/+X"SEEDE NR 2 THE o) 5 A 2h/
for {int i=1; i<=NSave. i++){ p0 = HashFunc(p0)}. }

/« pO"SK A &t »/
string pXorD = Xor(pQ,5K).

/+ H(pOISK) »/
string pConl = String.Concat(p0,5K).
string HpConD = HashFunc(pConD):
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