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TRNG (True Random Number Generator)g H=E 3= W& PRNG (Pseudo Random
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ABSTRACT

Since the different characteristics from the PRNG (Pseudo Random Number Generator) or
various deterministic devices such as arithmetic processing units, new concepts and test methods
should be suggested in order to test TRNG (Ture Random Number Generator). Deterministic
devices can be covered by ATPG (Automatic Test Pattern Generation), which uses patterns
generated by cyclic shift registers due to its hardware oriented characteristics, pure random
numbers are not possibly tested by automatic test pattern generation due to its analog-oriented
characteristics. In this paper, we studied and analyzed a hardware/software combined test
method named Diehard test, in which we apply continuous pattern variation to check the
statistics. We also point out the considerations when making random number tests.
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Figure 1. TRNG block diagram
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Table 1. An example of comparison of bias handling between XOR corrector and Von Neumann
Corrector

Raw

101100101001000110100101110010001010010111

XOR

100111011111001011110

Von Neumann

] 110 01100

1 1100
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Table 2. Things to consider when checking
randomness of numbers

® Bias

® Drift

¢ Short term auto—correlation

e Other short term dependencies
¢ Discrete freguencies

¢ 1/f noise

¢ Other non-whiteness

* Bad spots

® Back door
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