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ABSTRACT

RSA crypto-processors equipped with more than 1024 bits of key space handle the entire key
stream in units of blocks. The RSA processor which will be the target design in this paper
defines the length of the basic word as 128 bits, and uses an 256-bits register as the accumulator.
For efficient execution of 128-bit multiplication, 32b*32b multiplier was designed and adopted and
the results are stored in 8 separate 128-bit registers according to the status flag. In this paper, an
efficient method to execute 128-bit MAC (multiplication and accumulation) operation is proposed.
The suggested method pre-analyze the all possible cases so that the MAC unit can remove
unnecessary calculations to speed up the execution. The proposed architecture protype of the
MAC unit was automatically synthesized, and successfully operated at 20MHz, which will be the
operation frequency in the target RSA processor.
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Table 1. Supported operations in the MAC

unit
siart_cmd operation
000001 (REG0)=(REG1) + carry
00_0100 (REGO)= (126'b0,carry2.carryl) + carry
00_0101 (carryl REGO)=(RINO) + (REGI)
00_1000 (REGLREGO)=(RINO) + (REG1)
00_1001 (carry, REG2)=(RINO) + (REG1)
0_1010 (REGLREGO)=(REG1,REGO) + (RINO)
00_1100 (carryl REGL,REGO)= (carryl, REG1,REGO) + (RINO)
oo | (R ey
00_1110 gggg%ﬁ%r'ybggm)i lclzgg)y,REGZ) +
01_0000 (REG3)=(REGO)*(REG4)
01_0001 (REG1,REGO)=(RINO)*(RIN1)
01_0010 (REG1,REGO)=(REG5)*(REG5)
01_0011 (REG1,REGO=((REGD) + (REGB)*(REG5))
01_1001 (REG],REGO)=((REGO) + (REG3)*(RIN1))
01_1010 (REG)LREGD)=((REG)) + (RIND)*(RIN1))
01_1011 (REG]1,REGO)=((REGO) + (RINO)*(RIN1))
01.1100 (carry1 REG1LREGO)=({REG1) + (RIND*(REG5)*2)
10_0000 (REGO,carry)=(carry RINO)
10_0001 {carry REGD)=(RINO) + (RIN1) + carry
100010 (carry REGO)=(RINO) + ("(RIN1)) + carry
10_1000 (REGD) = (RINO)
101001 (REG1) = (RIN1)
10_1010 (REG2) = (RINO)
10_1100 (REG4) = (RINO)
101101 (REG5) = (RINO)
11_0000 all carry zero setting
11_0001 afl carry one setting
11_0010 carry = (RIND)0)
11_0011 carry = (RINO)O] “ carry
11_1000 (REGO) set output
111001 (REG1) set output
11.1010 (REG2) set output
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Figure 5. Gate simulation wave result in block
Montgomery multiplication execution
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