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—Abstract—

Security is crucial for the successful deployment of large distributed
systems. Many of these systems provide services to people across
different administrative domains. The traditional identity—based access
control mechanisms are unscalable and difficult to manage. Unlike the
closed systems, open systems provide services to people from different
security domains.

Healthcare systems need to be highly available in order for the patients
to get a timely treatment. The healthcare information should be available
to authorized users both inside the administrative domain and outside
the domain, such as pharmacies and insurance companies.

In this paper, we first analyzed the necessities and advantages of
importing attribute—based trust—-management models into open
distributed systems. Then we reviewed traditional access—control
models and presented the basic elements of the new trust—-management
model.
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Trust management system
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A& H HH A (role-based access control: RBAC)
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RT(Role—based Trust—mgmt Ian.“
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