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Abstract. We propose new reversible
watermarking method for images. Be-
ing reversibility, original image and wa-
termarked message should be recovered
exactly. We propose different technique
for hiding data to pairs. We use new
type of histogram (pair histogram), which
shows frequencies of each pair in im-
age. We use histogram shift method
for data embedding to pairs. We also
propose improved version of method
which allow hiding data with good per-
formance for high capacities. This al-
gorithm has better result compare to
Tian’s difference expansion method based
on the Haar wavelet decomposition. For
proposed algorithm capacity is higher
under same PSNR.

Keywords: Data Hiding, histogram shift, two
order embedding scheme.

1 Introduction

Recently the reversible watermarking algorithms
have intensive development. Reversible watermark-
ing techniques embed data to digital host sig-
nal in a reversible fashion. Main requirement for
these methods is reversibility. Original host sig-
nal should be exactly recovered. Another impor-
tant requirement is low distortion of output sig-
nal under high capacity. There is contradiction
between capacity and distortion. If capacity is
high, distortion is significant. Requirements im-
pose hard limitations for development new meth-
ods. How to observe requirements and develop
new method? The most efficient way is use use-
ful features of input signals. For example, high
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correlation between neighbor pixels is significant
feature of images for data embedding. There are
many different reversible methods use this fea-
ture for data embedding. Another question, how
to use this feature more efficient. Most of all use
high correlation for efficient lossless compression.

Difference expansion transform, invented by
Tian [15], is an outstanding reversible data hid-
ing scheme in terms of high embedding capacity
and low distortion in image quality. His method
divides the image into pairs of pixels, then em-
beds one bit of information into the difference
of the pixels of each pair from those pairs that
are not expected to cause an overflow or under-
flow. A pair generally consists of two neighboring
pixels. The location map indicates the modified
and not modified pairs. Thus, uncompressed lo-
cation size is half of image size. Location map is
compressed and included in the payload. Loca-
tion map looks like original image and has high
correlation between neighbor bits. So efficient of
lossless compression is high. Compression of lo-
cation map empty rooms for useful data. This
method in not able to embed data without loca-
tion map compression.

The seminal paper by Tian [15] has been a
steppingstone to enhanced performance. Alattar
[1][2][3] has extended the difference expansion trans-
form from a pair of pixels to a triplet, a set of
three pixels, to hide two bits in every triplet of
pixels. Alattar has derived an enhanced differ-
ence expansion transform that is based on a quad,
a set of four pixels, to hide three bits in ev-
ery quad. There are spatial triplets, cross-color
triplets, spatial quads according to the combi-
nation of pixels. Alattar has shown that spatial
quads can hide the largest payload at the high-
est signal-to-noise ratio. Location map covers all
triplets or quads and indicates expandable and
non expandable triplets or quads. Thus, location

- 127 -



map size is 1/3 of image size for triplets and 1/4
for quads. Compressed location maps have a sig-
nificantly smaller size compare to Tian’s location
map.

There are some method of reversible water-
marking algorithms [7] [14] which don’t need lo-
cation map. Thodi used prediction errors for em-
bedding data. He used shifting method for ex-
cluding intersection between embedding predic-
tors and not embedding predictors. We will dis-
cuss shifting method more detail later.

‘We propose method which embed data to new
type of histogram of image. We note it pairs his-
togram. Pairs histogram has a more appropriate
shape for embedding data compare to other his-
tograms (histogram of differences h from Tian’s
and Alattar’s methods).

Qur paper is organized as follow: Section 2
discussed some interest features of pairs. Histogram
shift method are described in section 3. Proposed
algorithm is presented at section 4. Section 5 de-
scribed a improved proposed method. Section 6
concluded the paper.

2 Pairs histogram

Pair P(a,b) is union of two neighbor pixels a,b of
image. Image has high correlation between neigh-
bor pixels, so pairs P(a,a), where a € [0;255]
is pixels, has higher frequency compare to pairs
P(a,z), where z € [0;255]. Embedding data to
high frequencies allow increasing capacity and
decreasing distortion. So information about fre-
quencies of each pair is important. Usual his-
togram of differences between neighbor pixels h =
a—>b shows frequencies of differences h and do not
shows pairs which have these differences h. We
propose different type of histogram (pairs his-
togram or Ph) which shows frequencies of each
pair.

Each pair P(a,b) has two pixels a and b,
(a,b) € [0;255]. Pixels a and b can be used such
current coordinates at special image Ph{256 *
256).

Algorithm for computation pairs histogram
for image (p * q):

1. Following predefined scanned order, collect
pairs, for example, Py (a1,1,b1,2), P2(a1,3,b1,4),
ceees Pn{@i gy biga1)ses P (apg—1,0p,9)-

2. Add information about current pair P(a,b)
to pair histogram: Ph(a,b) = Ph(a,b) +1

Each pixel’s value Ph(a,b) of pairs histogram Ph
is number (or frequency) of P(a,b) in original
image. Ph(a,b) € N, where N is union of pos-
itive integer numbers (see figure 1). Black pixel
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Fig. 1. Pair histogram Ph for Lena image

P(a,b) at background of pair histogram mean no
pair P(a, b) in image. White pixel mean one pair.
All other gray colors mean different number of
pairs(see scale near pair histogram at figure 1).
Matrix under pair histogram is increased block
of histogram with a € [180;190],b € [180;190].
First column and first row of matrix are pixels
a, b of pairs P(a, b). For example, for pair P(a, b),
where o = 180,b = 180, Ph(180,180) = 223.
Thus, there are 233 pairs P(180, 180).
Assume that distance value D for pair is:

o- |7

Thus, each frequency or each pair from pair
histogram Ph has distance D . Last column and
last row are distance values D for pairs histogram

a—b
2
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(see matrix of figure 1). Among main diagonal
(froma=1,b=1to a=256b= 256) frequen-
cies of pairs are the highest (see Distance = 0
for matrix of figure 1). Frequencies of pairs from
other distances are less than for distance D = 0.
3D graph (see figure 1) shows more detail shape
of pair histogram. Thus, we can estimate correla-
tion between pairs using pair histogram and use
pairs with high correlation for embedding data.
Performances of using pair histogram for em-
bedding data we will discuss later in section 4.

3 Histogram shift method

As was mentioned before, shifting method allow
hiding data without any location map. Shifting
method are usually used for embedding data to
predefined histograms from different signals like
DCT coefficients [22] ,IWT coefficients [18] and
predictors [14]. Let’s note this method histogram
shift method.

For embedding data using histogram shift
method, elements of input signal S should be
shifted at 1 position among increasing a ’distance’
axis (see figure 2,3), if embedded bit is /1’, and
without shifting, if embedded bit is '0’. For exam-
ple, embed data to histogram with simple sharp
(see figure 2.a), threshold value T = 0. 0/ be-
came ‘0’ if embedded bit is ‘0’ and became 1’
if embedded bit is 1’. Part of values, which be-
came ‘l’, intersects with original values ‘1’. For
solving this problem we shift all values at /1’ po-
sition to right side, instead of values that equal
"0’ (see figure 3.c). After shifting histogram have
empty position ‘1’ (see figure 3.c). Thus, useful
data embed easily to input signal without inter-
section (see figure 3.d).

Histogram of Intersected
signal problem
Embed *1*

Amount of elements

Magnitude Magnitude
a b

Fig. 2. Histogram shift method - intersected problem

Embed data without
intersection

Shift

Shift at 1 position

Magnitude Magnitude
c d

Threshold

Fig. 3. Histogram shift method - embedding data

Predefined thresholds T}, and T,, where T,
is positive threshold and P, is negative, divide
histogram’s elements S; into two part: expand-
able £ € [T,;T,] and non expandable nE €
(Tp; maz(S;)] and nE € (T,,; min(S;)].

Encoder algorithm of histogram shift method:

1. Divided elements of input signal into two part:
E and nE using predefined thresholds T}, and
T,.

2. Using predefined scan order, check all ele-
ments of input signal S using follow condi-
tions:

(a) If current input element S; belong to ex-
pandable set E, S; is expended to S] =
2. 5; + bit. Where bit € [0;1] is current
bit from embedded message.

(b) If current input element S; € nE, S, is
expanded to §; = S;+T, if S; is negative
and S} = S; + T, + 1 if S; is positive.

Decoder algorithm of histogram shift method:

1. Using predefined inverse scan order, check all
elements of input signal S’ using follow con-
ditions:

(a) If current input element S! € (2-T3,;2 -
T, +1], 5} is restricted to S; = [$1]. Em-
bedded bit is bit = mod(S;, 2).

(b) Otherwise Sj is restricted to S; = S/ —T,,
if S; is negative and S; = S — Tp, — 1 if
5] is positive.

This method has relatively better performance
in case of low capacities, when thresholds 7}, and
T, are low and distortion for nE and E sets are
insignificant. In case of high capacities thresh-
olds T, and T;, are huge and distortion is also
huge, because all elements from nE sets have
shift equal T}, + 1 or T, and all elements from
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E set have shift from 0 (for S; = 0) to T, (for
S; =Tp) or T,, (for S; =Ty,).

We adapted histogram shift method for em-
bedding data to elements of pairs histogram.

4 Proposed method

Proposed method based on embedding data to
pairs from pair histogram, which have high cor-
relation. All pair from pairs histogram have dis-
tance value D (see section 2). Distance means dif-
ference between pair and main diagonal in pairs
histogram. Most of image pairs have distances
‘0" and ' — 1’ (see matrix in figure 1). For exam-
ple, union of pairs with distances ‘0’ and ' — 1’
is 31% for grayscale Lena image (512 * 512). For
embedding data to pairs we used histogram shift
method adapted to using distances D from pairs
histogram.
Encoder algorithm for proposed algorithm:

[

. Compute pair histogram for image.

. Divide pair histogram into distances D.

3. Using predefined threshold T divide pairs into
E and nFE sets as follows: if D < T, current
pair is expandable; otherwise non expand-
able.

4. Embedding data:

(a) If D > 0 and if current pair P(a,b) € E,
pair P(a,b) became P'(a — D,b+ D) if
current embedded bit is 0 and P(a— D —
1,b+ D + 1) if current bit is 1.

If D > 0 but current pair P(a,b) € nE,

pair P(a,b) became P'(a—D—1,b+D+

1).

If D < 0 and if current pair P(a,b) € E,

pair P{a,b) became P’'(a+D+1,b—D—1)

if current embedded bit is 0 and P(a +

D, b+ D) if current bit is 1.

If D < 0 but current pair P(a,b) € nFE,

pair P(a,b) became P'(a + D,b— D).

N}

(b)

(c)

(d)

Capacity P for embedding data to pairs with
distances ‘0’ and '1’ is 41248 bits (0.15bpp). Dis-
tortion for half of pairs with ‘0’ and ’1’ are 0, for
other pairs are 2. PSNR = 48.8dB. Thus, pro-
posed method has excellent results for low capac-
ities.

Explain more detail embedding procedure for
thresholds T, = 0 and T, = —1, where T}, is
positive threshold and T;, is negative. Figure 4 is
original pairs histogram before embedding data.
First row and first column are pixels a and b of

tested image. Last row and last column are dis-
tances D. Different colors are marked different
distances D.

Step 1: Shifting (see figure 5.1). All pairs in-
stead pairs with D = 0 and D = —1 was shifted
among increasing of distance value. Pairs with
D =1 was moved to D = 2, pairs with D = —2
was moved to D = —3 and etc. Colors of each
pair are marked original distances of pairs. For
example, pair P(2,4) was moved to P'(1,5) but
color is same for P and P’.

Step 2: Embedding data(see figure 5.2): After
shifting distances D = 1 and D = —2 are empty.
Thus, we can expand pairs with distance D =0
to D = 0, if embedded bit is 0 or to D =1, if
embedded bit is 1. Pairs with distance D = —1
are expanded to D = —1, if embedded bit is 0 or
to D = —2 if embedded bit is 1.

Distance

o
SN2 N0 b0

6

Distance D:

Fig. 4. Original pairs histogram

‘We proposed novel reversible watermarking
algorithm for pairs based on using performances
of pair histogram and adapted histogram shift
algorithm for embedding data.

5 Improved method

As was mentioned before, proposed algorithm is
non able to have high capacity under acceptable

- 130 -



-
~

a
123456 7 8 91011121314

108 o

2 @ 6

3

a 5

5

5 4

7 g
b 8 3 ,g

9 a

10 2

11

12 1

13 [ 0

-4 -3 2 -1 0
Distance
2) a

1234567 8 91011121314

Distance

W NN A WN

- -4 -3 -2 0
Distance

Fig. 5. Pairs histogram (1 - Pairs histogram after
shifting; 2 - Pair histogram after embedding data).

PSNR. Distortion for high thresholds are very
significant. For solving this problem we propose
to use two order embedding algorithm, which al-
low hiding data with high capacity under accept-
able PSNR.

Predefined scan order for previous method was
follow: P1 (al,l, b1,2), P2(01’3, b1,4)
yeeees Prl@i g, b3 i41)5e-y P (@pg—1,bp,q) (see figure
6.2). But other orders are also possible (see fig-
ure 6.b). The main idea of two orders embedding
algorithm is using order 1 and order 2 step by
step.

Encoder of two orders embedding algorithm:

1. Divide payload P into two parts P, = [%J
and P, =P - P,.

2. Divide pixels from original image I into pairs
using order 1.

3. Embed P; bits to pairs of order 1 using pro-
posed method. Find output image I’.

4. Divide already changed image I’ into pairs
using order 2.

Image

Order 2

00000°

Fig. 6. Two types of pairs

5. Embed P bits to pairs of order 2 using pro-
posed method. Find output image I

Decoder of two orders embedding algorithm:

1. Divide pixels from image I” into pairs using
order 2.

2. Extract P, bits from pairs of order 2 using
proposed decoding method. Recover image
I,

3. Divide recovered image I’ into pairs using or-
der 1.

4. Extract P, bits from pairs of order 1 using
proposed decoding method. Recover original
image I.

Main contribution of using two order embed-
ding algorithm is minimizing distortion. For some
pairs distortion after using embedding data to or-
der 2 are decreased (see figure 7). For example,
we want to embed 2 bits in 4 pixels (see figure
7). First step is same for previous and improved
method. We embed data to pair 1 Py(11,12), dis-
tance D = —1, embedded bit is 1, so output
pair is P(’ 10,13). At second step there are two
ways for embedding data. First is embed data to
pair 2, second is change order and embed data,
to pair from order 2. First way: P»(9,10), dis-
tance D = —1, embedded bit is 1, so output pair
P;5(8,11). Second way: first pair for order 2 is
Pc;(10,9), distance D = 0, embedded bit is 1,
so output pair is Pc} (11, 8). Distortion for previ-
ous method is 4(see figure 7), but for improved
method is only 2.

6 Conclusion”

We applied our methods for many images and
proved that proposed methods have essential ad-
vantage in low capacity area (around 0.05-0.15
bpp). Improved method is better for middle ca-
pacity area (0.15 - 0.5 dB) and can compete with
others reversible watermarking algorithms, which
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Fig. 8. Experimental result

use location map. Idea of improved method has
depth potential and can develop as new direction
at reversible watermarking. At results we com-
pared proposed algorithms with difference expan-
sion method proposed by Tian.

We proposed reversible watermarking algo-
rithm which has performance compare to others
reversible watermarking algorithms. Proposed al-
gorithm allows hiding 0.083 bpp of data with
PSNR 51.33 dB. Our algorithm has not difficult
mathematic equation, so computations are con-
siderably fast and implementation is easy.
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