20073 % AR A8 71 SR EE=EF Vol 34, No. 2(A)

4S50S E 238 3G DHIY USYHO U o2

BH&RC 38D
HSo2UEn 3E2Sa3ER
{hedwig,hkchoi}@ece.skku.ac.kr

Mobile Authentication Method in 3G networks for

Strengthening the Mutual Authentication

Chan-Kyu Han® Hyoung-Kee Choi
School of Information and Communication Engineering, Sungkyunkwan University

HZ o AHEAY o]FAE BAsH 24 € HolH AMulAE AYde o]FFAN MuAJ} gEEH
I Uk 9 o] FEA A¥lAE HAF Y% AF e YA AR, A AR $L AL 37
W2 Eete] 8% 84|tk Third Generation Partnership Project(3GPP)oiM+ 2wt A A
2o} Zshd HS AFS7) 98 3GPP Authentication and Key Agreement(AKA) & HE 34t
[1]. 3GPP AKAE FWENZY AZMW(Home Location Register:HLR)S} &% Zro Z4¥ HIIZS
o]-§8te, @z vde] o]FF WEUE IS Mu(Visited Location Register:VLR)Zto] 4502 2
A7 A4S FA¥Th 239 3GPP AKAE FHolx 89 A 7HA FFe HFsit AR, HAE
False base station[2]& o]&3le @29 UAF8FL BAREI AU FFo] v VLRE redirectd
T o A, THZAe FFEACNA &8 VLRAAM AR A7 E AHL3ste ALEzL EAHEE &
A8 & Utk viAgoz Agzte #=e A} VIR 7o P AZARE 7tEAo] AHERle B
ABRE = FF0 7Hedith § 371X FAIMT 2ol 3GPP AKAYAM ¥2Y B EAFL A
€A4st VLR 9] A31Fo] Hobsite ZAHANA 71080 3GPP AKAAME 43A%5< 287
A% dFd A7V AP Ko}(2](3] AT A5 AF WHAUSE AFeHA Rstx ot

£ =EANE 2o $HF 459F S AT, AALARE F2AF) 7] 98 Kerberos[4]8 @43
o @23 VIR 9 4305 S =234 $4.

MS VLR HLR MS o VLR, VLR, HLR
(1) User data request (1) User identity request
(2) User data response 2) User identity (3) Authentication data request
sl @ jcation data request (4) Authenticalidy data response
IMSI Bon(TICKET 1, SK1), IDvir1){Exn(TICKET2, SKy), IDwrp)
(4) Authentication data response {5) User authentication raql{‘sst
(5) User ication request Ewn(TICKET, SK, IDyq) () 'L‘I‘s-e-r:l.l-l;;;t-i;;f-i;; response
E{TICKET, SK, 10vR) [ ey
(7) User traffic
{6) User authentication response --_--_(iyﬁsﬁ-d-&/-s;-aﬁhenﬁcaﬁan request
TICKET, Esk(nonce), nonce TICKET,, Eskononce), nonce
(7) User traffic (9) ication resp authentication
Esk{nonce+1), data Eskz(nonce+1)
T
(2¥ 1) Kerberos—AKAS] A=) 28 (21§¥ 2) Hadover® 12§ Kerberos—AKA

(2" D& £ =744 Adste Kerberos—AKAS] WA £&¢ Vet ©@oe] VLRSS 123
© H4e o8 2o @2 AR (6)M nonce® MAEIT, VLR WAIA (7)AM nonce+1&
SK2 Fugitd Addt. 9 SKE 9585 UL nonce+1S EF 3, VLRo] SKE A%
T AF84UA HUY + Aok VLRe] B2 A=ste #ae g guh VLRE wWAA (6)4AM
TICKETS B335t SKE ¢ 4 Ao AR (6)o) T8R nonce®t™ Exlnonce)e L3533 e
Hlaste] dXNPUA do] SKE 2 FIRSE U 4 Jenz vne AZHT o HF Ay
B0l VLR:Z °]F3de W 7|89 3GPP AKAME VLR T VLRAMO)Y $¢-83& 39
VLRi®] B3 HA ¢ A2 dde AVE VLRoA A4ste WAL Aosiget. & =2dAe »

108



20073 % AR AES] 7S S LdEE=EF Vol 34, No. 2(A)

3HA ¥v HEE VLR 79 AFAHESY z@o] P& =2 IF 7IYez (2¥ 2)dAM BEo]
HAA (8)F AAA (9)E AAEYT HAA (1A #AA (7)) B3] d=eH & VLR g
TICKETE w8 A% & gttt Ao AL Y= OWE 93, ©)% Access Point(AP)N A A=A

=

€ A Buldle wWiAUEe] tF AFET QuH6]. DA Kerberos—AKAGA HE=9wE 3

TICKETE AtA EHiste AL reasonable 3}ttm 28 4 k.

3GPP_AKA Kerberos—AKA 26 '_._'SA ! T ' "_v_
MS Ak 5H+1X 2E -w s, - Y
VLR g4k - 2E 20 ‘_',fV'
HLR g4t 5H+1X)Xm 2E 2 P e
GT-VIRAIE 128 X 4bits 128x6bis _ § '3V !
VLR-—HLRW S | (128X 5)Xm bits 128X 3bits g 0.0 ]
(B 1) 94z vixn E—:l* AR E—E—E—E—E—S—N]
034 -
3GPP AKA | Kerberos—AKA 0.4 b
Full Auth, —2 2~ YLR 4 5 P A e )
VLR-HLR 2 2 Message Delivery Cost (a)
Handover | ©%-VLR 3 2
Auth. VLR1-VLR, 2 - (29 3) Kerberos—AKAS] ASZAAE

(F 2) AR @35 va

(E 1)& d4t3F HolM 3GPP AKAS} Kerberos—AKAS ¥l A ¢ @do|th. 3GPP AKAY A%
HLRe] XRES, CK, IK, MAC, AUTN vtk i8¢ Qe 81, SQVNE AKXt XOR3EIZ] W Ed
SH+1Xel @4r#e] asit. =§ o)ald &A¢ AV[1.mlA =tk B3y W&o AV AE me
T8 A W Kerberos AKASIME HLROIAME TICKETS 42 ¢333td AAST T 4,02
G2 atsted 2E9 FAAo] asit (X ) AR a@sswda] 3GPP AKASH Kerberos—AKA
€ ¥E #£4% Zsoitt, ¢2F VLRY wWAX ¥ Cost® 1 uniteZ 7} &3 VLRI HLRI ¥
VLR3} VLRZ}e wAlR] [E Cost® o unite@ 7HAST %3 QZAG2eE 3#HEY Ful
authentication& A, Handover authenticationg Bg} &gt} o]d tha] Kerberos—AKAY A3t
Sa, SeEt E718R ©)F (2¥ 3)o) YRR WX A 2@ Cost?d ot F713e) et 453
BAEE F71Eh o)A AU AFV1YPL =28 FFAX AFAFE SFAAG. J1& 3GPP
AKASA VLR el AFARE n@std e Agstzm, @do] VLRAA vz P24 95 8
Ate WAL ALBH. o]2H F=ow AF AN FAHAN ALHE WARY AL} SANA 3
NZ Z23A3, 53] VLR 2 HAA 2@ gdH & 45842 »yo

Fned

[1] Third Generation Partnership Project, Technical Specification Group SA,
Architecture, version 4.2.0, Release 4”, 3GPP, TS 33.102, 2001

[2] Muxiang Zhang, Yuguang Fang, “Security Analysis and Enhancements of 3GPP Authentication and Key
Agreement Protocol”, /EEE Transactions on Wireless Communications, Vol.4, No.2, March 2005

(3] Wen—Shenq Juang, Jing—Lin Wu, “Efficient 3GPP Authentication and Key Agreement with Robust User

Privacy Protection”, [EEE Wireless Communications and Networking Conference(WCNC), March 2007

Charlie Kaufman, Radia Perlman, Mike Spenciner, “Network Security; Private Communication in a Public

World”, Prentice Hall, 2nd edition, 2002

Chung—Ming Huang, Jian~Wei Li, “Authentication and Key Agreement Protocol for UMTS with Low

Bandwidth Consumption”, The 19th International Conference on Advanced Information Networking and

Applications (AINA), March 2005

Chanil Park, Junbeom Hur, Chanoe Kim, Young—joo Shin, and Hyunsoo Yoon, “Pre—authentication for Fast

handoff in Wireless mesh networks with mobile APs”, The 7th International Workshop on Information
Security Applications (WISA 2006), August 2006

3G Security, “Security

(4]
[5]

(6]

109



