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3.1 Public Key cryptography approach
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3.2 Hash Function approach
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3.3 Message Authentication codes(MAC) approach
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4.2 Casper (A Compiler for the Analysis of Security
Protocols)
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4.3 FDR (Failure Divergence Refinement)
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| Client ] Server |

0. Query

1. datac

2. {s, pkcd, pkcmHssk(s)}

3a. {c, pks}H{ssk(c)}

3b. {rcHsskic)}
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#Free variables

C, s Agent

pkcd, pkcm, pks : PublicKey

skcd, skem, sks : SecretKey

SPK : Agent —-> AgentPublicKey

SSK : Agent —> AgentSecretKey

datac : Nonce

rc - Nonce

InverseKeys
(SPK, SSK), (rc, rc)

(pkcd, skcd), (pkcm, skem),

#Protocol description

0. ->C:s

1. s ->c:datac

2. s ->c:{s, pked, pkcmHSSK(s)}
3a. ¢ ->s:{c, pksH{SSK(c)}

3b. ¢ ->s:{rcH{SSK(c)}

#Intruder Information

Intruder = Mallory

IntruderKnowledge = {Client, Sam, Mallory, Nm,
PKcd, PKem, PKm, Pks, SKm, SPK(Sam), Rm}
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