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Class

Operations

File (26)

Create, Delete, Open, Close, Read, Write, Execute, Truncate
Rename, Modify MAC time, Change owner, group

Get/Set status, Get/Set permission, Get/Set extended attribute
Symbolic/Hard link, File control{fcntl), File lock/unlock

Make node, Mmap, Munmap, Mprotect, Munprotect, Send file

Dir (24)

Create, Delete, Open, Close, Read, Rename, Modify MAC time
Change working directory, Change owner, group

Change root directory, Get/Set status, Get/Set permission
Create/Delete file, Create/Delete directory, Symbolic link/unlink
Make node, Mount, Unmount

File System (6)

Register, Unregister, Get filesystem statistics
Change root(/) filesystem(pivot_root), Mount, Unmount

Device (9)

Open, Close, Read, Write
Ioctl, Register, Unregister(*), Mount, Unmount

IPC (10)

Create, Delete IPC(msg, shm, sem, fifo..), Read, Write
Rename(FIFO), Get permission, Get status

Control shared memory, Control message queue
Control semaphore

SYSTEM

System (29)

Create/Init/Delete/Query module, Reboot(shutdown)

Process trace, Sysctl, Syslog, Uname , Quota control, Quota on
Adjust timex, Swap on/off

vm_enough_memory, register_security, unregister_security
Get/Set time, Get/Set time of day, Get/Set/Check capability
Get rusage, Get kernel symbols

Set resource limits(rlimit), Set hostname, Set domain name

PROCESS

Process (33)

Create, DeleteWait, Sleep(sleep, nanosleep), Fork, Execute
Process trace, Switch process accounting

Get/Set scheduler, Get/Set program scheduling priority
Get/Set LDT(local descriptor table)

Get/Set/Check capability, Get/Set interval timer
Get/Set/Create/Delete per-process timer

Change owner/group, Change working directory

Change process priority(nice), Change root directory
Change parent(reparent to init), Get scheduling parameter
Get round-robin interval

Set process execution domain(personality)

Set resource limits(rlimit)

Signal (11)

Signal return, Kill, alarm, Pause, Sigaction, Suspend, Pending
Get/Set signal mask, Get/Set alternate signal stack content

NETWORK

Socket (11)

Create(socket), Close(shutdown), Read, Write, Bind, Listen
Accept, Connect, GetPeername, Get/Set socket options

P (3)

Accept, Bind, Connect

Port (2)

Bind, Connect

Protocol (1)

Create(raw socket, TCP, UDP, ICMP, IGMP)

USER

User (4)

Add/Delete user, Switch user, Assign role

UNCLASSIFIED

Etc(*+) (10)

Fast userspace locking system call, Remap file pages
Set thread id address, Get/Set memory policy
Get/Set TLS area, Add/Request/Control key
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