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USN Security Considerations in Home Network
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Abstract - Because sensor networks use wireless communication, they are vulnerable to attacks which are more
difficult launch in the wired domain. Many wired networks benefit from their inherent physical security properties. It is
unlikely that an adversary will dig up the Internet backbone and splice into the line. However, wireless communications
are difficult to protect; they are by nature a broadcast medium. In a broadcast medium, adversaries can easily eavesdrop

on, intercept,

inject, and alter transmitted data. In addition, adversaries are not restricted to using sensor network

hardware. We have analyzed the IEEE 802.15.4, ZigBee specification which includes a number of security provisions and
options. In this paper, we highlight places where USN security considerations and home network attack scenarios.
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3.1.1 Same key in multiple ACL entries
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3.1.2 Loss of ACL state due to power failure
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3.1.3 Auxiliary header does not protected
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3.2.1 key capture problems
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3.2.2 Network shared key is incompatible with Replay
protection
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3.2.3 No Support for Group Keying

7 ACL %%l tutels F27t Solvt oz, 1§
@9le) 718 4R btk RE 1§ WMol dHA ¥

dg 71€ AYs ACL FEFEE WEojek Fn, cost
ineffective 3%, ACL #gl9] ol&go] gt & =2 71%

aF 719 T8l Evbsdi
3.3 Integrity &A]

3.3.1 Unauthenticated Security Mode
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3.3.2 No Integrity on Acknowledgement Packets
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