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3. Casper & FDR &3
3. 1 CSP(Communicating Sequential Process)
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3.2 Casper(A Compiler for the Analysis of Security
Protocols) [4]
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3.2 FDR(Failure Divergence Refinement)
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#Free variables

R, T : Agent

DB : Server

key : SessionKey

id  : Text

H : HashFunction

InverseKeys = (key, key)

#Protocol description

0 ->T R

1. T >R :(H(key)) % metalD
2. B ->0DB: metalD % {(H(key))
3. DB->R :key,Id

4. R ->T :key

5. T ->R :lId

#Intruder Information
Intruder = Mallory
IntruderKnowledge = {Tag, Reader, DataBase}

st
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9l interpret

0 > Tag . Reader

1. Tag -> [_Reader :H(Key)

2. I_Tag -> DataBase : H(Key)

1. |_Tag ~> Reader 1 H(Key)

3. DataBase -> |_Tag : Key, ID

2. Reader -> I_DataBase : H(Key)
Reader believes 1D is a secret shared with Tag
The intruder knows 1D
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