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ABSTRACT

In this paper we challenge the mobile node Authentication using Java Card authentication protocol in
Ad-hoc network environment. Ad-hoc network is a collection of wireless mobile nodes without the support
of a stationary infrastructure. and DSR routing protocol, which is one of famous mobile ad-hoc routing
protocols, has the following network path problem. this paper is the security structure that defined in a
mobile network and security and watches all kinds of password related technology related to the existing
authentication system. It looks up weakness point on security with a problem on the design that uses
Ad-hoc based structure and transmission hierarchical security back of a mobile network, and a server-client
holds for user authentication of an application level all and all, and it provides one counterproposal.

Java Card Authentication of mobile node can possibly be applied to the area of M-Commerce, Wireless
Security, and Ubiquitous Computing and so on.
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® XRES = HmacSHA1(PIN_I)
Secure SMS Type AUTN(i), XRES(i)
® General Type : SK(i), MacK(i), CAF())
® Secure SMS Type : AUTN(i)
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® RES(i) = HmacSHAI([SALT&®K], PIN_I)
© Secure SMS Type RES()
® if RES(i) = XRES(l)
Execution
@ if RES({i) = XRES(l), CAF++
{ if CAF <= 5, repeat
else account interception }
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