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ABSTRACT

In this paper, we design an authorization policy module which provides the safty and reliable authorization of the
user to provide the resolution for authorization in distributed environments. PKI have been utilized much by an
information security-based structure for Internet electronic commerce, it is developing X.509-based in various
application field such as a network security. Especially, it provides good resolution for the authentication of the user
in the situation not to meet each other, but it is not enough to provide the resolution of the authorization in
distributed computing environments. In this paper, We provide AAS model, which can be used distributed
resources by distributed users, and design AAS model which is an authorization policy module in the Linux-based
Apache Web server.
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Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm  Algorithmidentifie,
signature BIT STRING
}
TBSCertificate ::= SEQUENCE {
version {2] Version DEFAULT v3,
serialNumber CertificateSerialNumber,

signature Algorithmldentifier,
issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo,
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<Directory /foo>
SSLRequireSSL
SSLRequire  %{SSL_CLIENT $ DN_O} eq "LBNL"
and %{SSL_CLIENT_S_DN_OU}
in {"DSD", "ICSD", "NERSC'"}
</Directory>
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<AttributeInfo Type="AAS"™>
<AttrName>group</AttrName>
<AttrValue>distrib</AttrValue>
<Principal>
<UserDN>/C=US/O=Lawrence Berkeley National Laboratory
/OU=ICSD/CN=5trilekha
</UserDN>
<CADN>/C=US/O=Lawrence Berkeley National Laboratory
/OU=ICSD/CN=IDCG- CA </CADN>
</Principal>
</ AttributeInfo>
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