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Abstract

Most of the currently used spam-filters are based on a Bayesian classification technique,
where some serious problems occur such as a limited precision/recall rate and the false positive
error. This paper addresses a solution to the problems using a modified Bayesian classifier
based on chi-square statistics. The resulting spam-filter is more accurate and flexible than
traditional Bayesian spam-filters and can be a personalized one providing some parameters

when the filter is learned from training data.
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0.95, 0.05 2682 0. 45 3287 1938 3250
09,01 2680 0 47 4899 1714 1862
0.85,0.15 2676 0 51 6081 1418 976
058,02 2674 0 53 6751 1096 628
0.75,0.25 2670 2 55 7253 720 502
0.7,03 2666 4 57 7613 351 511
0.65, 0.35 2654 4 69 7761° 150 564
0.6,04 2642 8 77 7885 86 504
0.55, 0.45 2632 8 87 8021 35 419
05,05 2615 10 | 102 8163 8 304
0.45,0.55 2601 10 116 8281 6 . 188
04,06 2580 : 12 135 8322 4 149
.}0.35,065 . 2558 29 140 8358 3 114
03,07 2515 51 161 8365 2 108
0.25,0.75 2429 122 176 8367 1 107
02,08 2119 228 380 8382 1 2 -
0.15, 0.85 1333 305 1089 8396 0 79
01,09 512 358 1857 | 8401 0 74
0,1 0 0 2727 27 0 8448

[%-1] Robinson ¥31eZ HAE AT

43 13

T 7HA duelges 493% ARE Jehle ®-13 33-194 € 4 U%o] Robinson
o] ¢nUEL FP &2 002 ¥E £ e FHo] YA dolo NERE gFd Hg
g F g7 WEd FEx, dg, 24 JFE, 283 29 AL EFAAM MY QX
7h &S Bk matA B =FdA AL dnEe 22 doly I o ®-29
2ol Q79 AFsE FN £ o8& 24z 88%S} 6.7% PAEFN7} Ua1, F&A e 3)
Fole FUE} APEL 4 28% R 39%9 AsAEAE 4& F Utk
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Dic ionary is loaded

0.793 0.207 0.5 0.5

~ham = 2662 spam=0 undetermined=65
~-ham = 662 spam=5773 undeterm1ned 2040
.752890537404035 Error rate = 0.05909658989466167

Spam recall =

0.6811799410029499 Spam precision = 1.0

False positive = 0.0 False negative = 0.07811209439528023

hash-2.05b%

bash-2.05b% java finallester 0.7 0.3 0.4 0.6

Dictionary is loaded
0.7 0.3 0.4 0.6
=~ham End--

~ham = 2646 spam=0 undetermined=81
for Spam:--—~—ham - 320 spam=7162 undetermlnpd 993
ﬂccuracg = 0. 87r55793608284?4 Error rate = 0.0285663274415283

Spam recall =

- 0,8450737463126844 opam precision = 1.0

False pogltlve = 0.0 false negative = 0.03775811209439528

bash-2.05 b'l'

bash-2.05b$ java finalTester 0.7 0.3 0.37 0.63

Dictionary is loaded
0.7 0.3 0.37 0.63

= 0.8471976401179941 Spam precision = 1.0
= 0.0 False negative = 0.03457227138643068
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[%-2] 7R &astel vim

2 2 FF 3
A iR vd ol &AE L 23 vdd A A B AT wES 23T 9
o ERAHA A9 %H%‘—"— %z‘sﬂ € =EoAe JlolAlE BAFS o188 44 s ¢
215 <] Robinson?] &2 F& AN, o] ©] 8T 28 FEE 44 2 7E3} 4¥ ¢
3l iﬂr A& dSAA ?_— TR AU A2 LN 54 T 2L 9%
@ojEo] Poluh 2o Yehte NEFE £33t go] g2Eg vEE §

Ade e T3 THE T AL vimEle B F

2

o]
FHE *ﬂi—% e gAZ 74
o] Axg Folx &

m o
=g =]
29 A= 71FE2E 20

olv] 2FHA vdS o] &3 AHGAT} Y=
9o Uehd &8 g, 283 9o Wiz g =

3}
“

413



Proceedings of KFIS Spring Conference 2005 Volume 15, Number 1

3le] Bl2EE SAth 4zt Y el & B5F Aol AMSA A %S 2FIA A
o] AL Fohfix o] W MY L3 FE9 AT FFL FAF & AU

AR A4 AT & F ARl HFH9 H5& Yehl= H2vE 9 g2 Robinson
o] ¢nEH MAE g FeA AZ Folsly, 1 ool i F o AL ol&F
FMo| "edith £ 2 =52 Fd4 29 oY g9 o goz Qs JF videigt &
A7 WE, FF 24 vde gig F7F AT Yy ojor & Aot

6. Fx &3

[1] BlackSpider Technologies, A Buyers Guide to Spam Filtering, 2004.

[2] C. Lorrie and L. Brian. Spam, AT&T Labs, Technical Report 98.2.1, March 1998.

[3] Internet Week, May 4, 1998. CMP Media Inc, Manhasset, New York, 1998.

[4] New York Times, March 19, 1998.

[5] J. Ruvini and J. Gabriel. Do Users Tollerate Errors from their Assistant? Experiments
with an E-mail Classifier, [UI'02, 2002.

[6] K. Mock, An Experimental Framework for Email Categorization and Management,
SIGIR ‘01, 2001.

[7] D. Giorgetti and F. Sebastiani. Automating Survey Coding by Multiclass Text
Categorization Techniques, Journal of American Society for Information Science and
Technology, 54(14):1269-1277, 2003.

[8] G. Manco, E. Macciari, M. Ruffolo and A. Tagarelli. Towards an Adaptive Mail
Classifier, Technical report, ISI-CNR, 2003.

[9] F. Sebastiani. Machine Learning in Automated Text Categorization, ACM Computing
Survey, 34(1): 1-47, 2002.

[10] K. Williams and R. Calvo. A Framework for Text Categorization, Proc. of the 7th
Australasian Document Computing Symposium, 2002.

[11] Y. Tsuruoka and J. Tsujii. Training a Naive Bayes Classifier via the EM Algorithm
with a Class Distribution Constraint, 2000.

[12] J. Rennie. Tackling the Poor Assumptions of Naive Bayes Text Classifier, ICML
2003 Tutorial Notes, 2003.

[13] Paul Graham 2002. A Plan for Spam URL: http://www.paulgraham.com/spam.html

[14] Gary Robinson 2003 Spam Detection URL:
http:/ /radio.weblogs.com/0101454/ categories/spam/

[15] Gary Robinson articie in the Linux Journal march 2003 issue 107
http:/ /www linuxjournal.com/ article.php?sid=6467

414



