A Study on the Performance Improvement of the Security Transmission
Using the SSFNet

*Jung-Eun, Ryu **Dong-Ju, Ryu *Taek-Hee, Lee
*Dept. of Information & Communication Engineering, Honam Univ.

**Interdisciplinary Program of Information Security, Chonnam Univ.

E-mail : *truenani@nate..com **ryu@gwangju.ac.kr

2 %

IPSec(Internet Protocol Security)-2 IP(Internet Protocol)AlFol A sl tha]l 24 (Integrity), 71Y
“(Confidentiality), 1% (Authentication), 24| ¢J(Access Control) 5] H¢t Mu]2E A Fsle AR
#F T2 EZo|th AT IPSeco] AU BAMHoz A2y FHo|U 43 339 o5 #An e
b, ole IKES BZAA 73t azie] A4 de ¢z #eleh BulE g8 Agse
IKEvl{Internet Key Exchange Version 1)& A]2gle] B-3}1sl3 DoS(Denial of Service) & 2ol st
B 32E] Multiple IP #4285 Y3t &7 g &0 FHM ALg-o] Brlech ol& FE57)
3 /Mg Aol IKEv2 T2 EZZMN 7|& IKEY #Holx /3de ALstn dxn 93 ISAKMP
(Internet Security Association and Key Management Protocol) ©jA]#] £ AMg-8la A|w, 7]
Z 02 Phase 1A e oo} 3z 7|2 dAIA A7t 670o1A 4712 ZolEAD AFLAE 7]
o] 4712 WAoA 271A] waleo g Z9ith 3 DoS(Denial of Service) FZAd] & ATIEE A7
Holg. B =FdA= SSFNet(Scalable Simulation Framework Network Models)olgte WESI=Z 1
¢ AEHOIHE o8-8t IKEviz IKEv2e] HbdSe 7] mg 4@ vin EA4so 458 2
dstxn 2o b2 ZAFEF AQ et s A7

ABSTRACT

IPsec(Internet Protocol Security) is a framework for a set of protocols for security at the network or packet
processing layer of network communication. IPSec is providing authentication, integrity and confidentiality
security services. The specifications for Internet Key Exchange(IKEvl) were released to the world. Some
criticisms of IKEvl were that it was too complex and endeavored to define too much functionality in one
place. Multiple options for multiple scenarios were built into the specification. The problem is that some of
the included scenarios are rarely if ever encountered. For IPsec to work, the sending and receiving devices
must share a Public Key. This is accomplished through a protocol known as Internet Security Association and
Key Management Protocol/Oakley(ISAKMP/Oakley), which allows the receiver to obtain a public key and
authenticate the sender using digital certificates. This thesis is a study on the performance improvement of
the security transmission using the SSFNet(Scalable Simulation Framework Network Models)
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I. SSFNet9 7R

1. SSFNet

SSFNet(Scalable Simulation Framework Network
Models) & ZZA2 71 o4t AR 34 AEele]
A J(Process based Discrete Event-oriented
Simulation Kemel)o]c}t, A]Ezo]Ad #dgl SSF2]
a2t FEA gkt 2 FellA] vES A AE
o) & x)31= SSFNet2- z}9E], =, WEY
3 qgselx 7k= 5 div-2e] slefydl AHAxg
5% AEdolAd shedl Fagk vhekE AAEe]
JavaZ Fa=0] A Belle]4d B4l R3o] 2 A
& WA ¥ 4 ek AEE AT ek =2
SSFNet-& SSFE 7|Mbe® 10%W) olAke] xe==
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aed, ez AEste B4 % =zt
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2. DML(Domain Modeling Language)
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[23 1] ghte] WENAZE 9lm 22 bl o)

o) 32E5) idse} gt MENR FAE vehd
o}

Net [ ;
host [ id 1 interface [ id 1 ] 1
host [ id 2 interface [ id 1 1 1
link [ attach 1(1) attach 2(4) 1]

[23 1]ADML éoﬁrcé /Code

I. IPSecqd 7R

1. IPSec

IPSec®] H3gl7]5-2 AH(Authentication Header)
9} ESP(Encapsulating Security Payload) &} &t
Z 7Mke® 3l AH ZEEZL 1P HloJelzzle]
) FAA(Integrity), 21Z(Data Origin
Authentication), }%4 F7(Replay Attack) ¥}
S 2L Hou|AE AFEP] S8 AR
MD(Message Digest Algorithm)5, SHA(Secure
Hash Algorithm)-1 $2] @72]&-8 x}g3kc). ESP
22 2F2 1P dolelade] 3DES(Triple Data
Encryption Standard), AES(Advanced Encryption
Standard) Eo] <dwmeElES ALl YA
(Confidentiality), F-7Z A(Integrity), qlZ(Data
Origin Authentication), }3<% -£7j(Replay Attack)
x| 53 e Bl AulaE AlFE] ¢a AR
cH2][31[4).

2. IKEv1 Z2eZ

FAshe F 32E o)y 79 Had
aggtr IA T ogAE o, A
ISAKMP SA(Security Association)g}
719t ARE wgshs Aol 3 Al
71et AR g8 gzsd A F WA IKE
A7} 35} IKEv1-2 DoSel #Hoksln AUz
A BRstthe 3, 2AEA e EAEe disiA
T AUYE ¢E1, I AU2IeE ddslr) 9
N ZzeZo] daRITFAM AF AL %
L ez 71E =ZzeIvr BaExe @dlg
7 A3 JTH5][11].
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3. IKEv2 Z2EE 7|5 o7 58

Mobike WG(Mobile IKE Working Group)2- &k
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& ] S Sk Mobikew o
, IKEv2E #)slr] 93k

% B 7}';{] o'?" Z]

IETF 1194;1?,4]%5][10].

- & e} multiple IP F401 &)

- IPSec3t7joll4] Zuleli} Mobility2 21§ IPF
3‘173%/‘3

&

#xl  Mobikedld dF  FAPse= AL
NAT(Network Address Translation)& ARI}FF
314 3171 I’k Hilel] oislld &Alo] ==l gl
20 7] AZeA| g ¥EE ge AEddes
ol ok 74 HEHZ AA A Fedseiz] 71
A= VPN(Virtual Private Networks )o]5 3}
F ==9F Mz B4 BEY gl Altd
tH4j[9].

. IKEv2 =2EEZ 0|88 IPSec S%}Hale}
IKEv2 Z2e3e 7]5‘4’4 IKEvl z2eZ 7|
3& adz As F Fof AR
Zez 718 #A)A| 67Hs: 47}14 v A=) sughel] 2|
s Aol Qg Nl APde Fsielen,
A% R 47p] wAelM 271xI(FHT), ARE
 HEF) wloeg Z¢ic). =3 DoS(Denial of
Service) F4-& 7] Sla) AR sl SR
S Bjo] WY s2Ee] e LS
@33 5 oAl g 7] Be] ZREZIHS](11]
IKEv29] ID: £33 9uie] #oz 7A sin)
$HE A 29 o 2 HARE AAassint
AAE F8% 4 vk F=F& Initial Exchange 3}
A3} Subsequent Exchange 3703 o)Fex|n], 7]
2Ho7 4s)9] wAR] Aoz AL  Initial
Exchange #}%)-2- IKE_SA_INIT®} IKE-AUTHOZE
FA=l=dl, SA(Security Association) dAe] Euiw,
A% QlF¥} CHILD_SAE AL (23 2)1&
Inmal Exchange e R 5'401-1—_1_ S{lf%[S][ll]

' '
Initiator Responder
(HOF SAL kel N IKE_SA_INIT request
IKE_SA_INIT response  (H09, SarLKEr M-
[CERTRELD
X{Itn, CERT} u::n[
]k,a UTH SA [ “JKE AUTH request

IKE_AUTH respanse "“;& grior.

[:L"’f} 2] 1 Initial E Exchange -\—P”(Phase ])

[23 3] Subsequent Exchange A& 383
Ao IKEvle] Phase 26l #]33l= Subsequent

Exchanget= 2702] wjalx] Moz AFY,
CREATH_CHILD_SA+ SAE A4t o xpasl
t}. o]¢)ell Informational Exchange A& Z2 &
L 3 Fol| AT oF AR Y ollE w4 A

B eE Y “H *I—%%CHS][II]

Tnitiator ResponJer :
JHOR, S CREATE CHILD SA reques?
gL §

CREATE_CHILD_SA respanse HDR, SH{DA, Nr, 1
IRKEL TS, T“-}: :

[_‘lE’ 3] Subsequem Exchange »}-74(Phase 2)

IKE wAA]& UDP %E2] 500 ARga}u,
UDP #t] ul& Hell IKE ¥A|x)7} $1x]gid}.

[2¥ 4]= IKEv2 3&rje] =#lo]t} IKE_SA
Initiator's SPIE SAE AHslr] $js] =g aAg
3} Zrolud, Responder’s SPI: responders} SAS
Agslz] sl A=k ] gloloh Next Payload
e ool 2= FelE2= ]S Yehib,
Major Versions} Minor VersionS AMLE] Z2 g2
2] wj"elc}. Exchange Type2 olA]x] witelqle
FABY, Flagss AR 498 S50 A4
38 E A3}, Message ID H=EE Yoluial 3
NS Aelekn 23] oigt §F A=
ofA-S 98] A8k Lengthe #Hvie} o)3e) 5
o]z Ao gk ZHeloleH5][91[10]1(11).
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IKE_SA Initiator's SPI(8 Octets)

IKE_SA Responder’'s SPI(8)

Next Major Minor Exchange Flags(l)
Payload(1) | Version(4)] Version(4) | Type(}) 9
Message 1D
Length

[Z23 4] IKE @] 29
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2 =Ee) APRAL fnad sNen 749
o171 glen] 2R o]4]t AlEHeld YEHa
SSENETE o|43l2c}. =at 7]9) 24 slstol
NIST(National  Institute = of  Standards and
Technology) <3724 |24k NIIST(NIST IPSec
and IKE Simulation Tool)& o]-83}ed 7] =]}
el tiz] AlEdeld dlHch [E 112 Ay
A o},
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Entity Version or Sort
Linux Kernel 2.4.20-8
SSFNet 2.0
NIIST v0.2.0b, v0.3.1b
1PSec Protocol ESP(3DES)
Bandwidth T3(44.736M)

IKEvlz}t IKEv2E 2+ vlEg3 @7 A&
Aol sldom, il SG(Security Gateway) <%
0% oo ehpelE dolol Fa Ashd el
IPSec sjzlo] Eol2m ItlE Forwarding 33E
94 3= Native ZH9E1E 5= U EYIE A
dth F BAER ESP Z2uEd AL, F

SGZke] Bandwidth T334l 44.736Mbps% AHa-s)
et

(¥ S1= AY e A 759 7P vlES
o]},

[29 5l HEHd=Z 74=

2. SSFNet 8o

Aol e TA F A2 KEVIE ol4
I ASRE A KBS 0189 Uk A
e zIck Java 7|wke. 2 IPSeci} IKE
wHEX DMLZ ol Eejel AMgshe fﬁiﬂi
IKEvi®] 27] gt 4AL (2% 6] #ct

ikeinit [

timer_interval 2.0

majorVersion 1

minorVersion o]

debug true

trace true

logfile “ike.log™

pl_rekeying mode continuous

global_default [
rxt_maxcount 4
rxt_min 2.0
rxt_max 64.0
rtt_default 3.0
replay true
send_infoEx true

1
[19 6] IKEvle] =713 A Ry

[23] 7]-& IKEv29] 7] XA ke @ IKEvlz}
ti2A 719 Timeout A7+ AHojsjFm gleosd,
Router A {-Holx] IKE Window Size ZH& 12
Aejeix] Ayt

ikeinit [

slow_interwval 1.0
fast_interval 0.2
majorVersion 1
minorVersion o]

debug true
trace true
%Dg?ile ike.log

dos false
keepalive_timeout 75
inactivity_timeout 75

[2¥ 7] IKEv29] 2713t UA F8

AgedE AAsd (19 83 2 IKE9
71E 213k =] Trace A& B 4 9k
o] #Halg- Zhzte] Ajzke]l o] iRz IPSec HQIA
& HoFEc)

11 27T01792: T 0:500,

{ikeSession] push(): Initial exchange: [INIT} Request
Bending Msgh3, src=0.0.0.17, peer=0.0.0.1, I(=-43526226, RC=-51682208

[23] 8] IKE.trace m}lo] Jj&

3. Z3t % 2y

[E 2]¢l4 ¥Fo) IKEvlrhk IKEv29] Aoz
ol A $aslda a5 IPSecd] A
A4 A dA7hE AE Phase 14l IKEvlS
IKEv29]] H]s)] 2F 0.1 AE zo]E Bely, 7] &
FIKE) 22 AP A9 oF 0.17H =9 RAAZHE
Hlalsiek. a2y} Phase 23 F A9 7)
o3 A AeAHLE E Fol7} ¢le Hew 3
3w}

Phasel Phase2
KEvl | 1PSe 0.406 0322
v IKE 0502 0302
1PSec 0.304 0304
KEv2 —4 0333 0301

% 2] Al&deld A
[Z 218 (23 919 oH= iz ¥)w 43
Bl AN AR Ajele] o) IKEv27t 4Rl Ak
Aoz sk

0.325
0.32
0.315
03t |

0.305 |-

Phase2 =~ —*—IKEvl

Phasel
E —a-- IXEWR

[29 9] IPSec RIAS: A}
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L2 BPELn, o)F Fi roRl ol
IPSece] 2Hgo] 78 Ae= oAFEch dj¥=ql
8ok o] o) FaE JIxam oo} gl
MIPv6(Mobile Internet Protocol Version 6)2}
T AT IKEv2E AH83tezA $A 4w 4% 2
Apje AN T3 k2 FAE vhe S gle Zle
ALt

% 1} 2= SSFNetg o)) IKEv2E wu)l
kol Algde|lds T dFold, 1o wiE
AY ARE $Asl 6% 2844 715 RuisA
< 7% daAel stk o}E Erolz 74 Y=Y
35 AYsh= NS(Network Simulator)2Z3 o)4,
MIPv6i-Solldle] IKEv2e) A3 #hast chopt
A7t WY Zoz B,

o

Aangd

[1] S. Deering, R. Hinden, “Internet Protocol,
Version 6 (IPv6) Specification”, RFC 2460,
December 1998

{21 S. Kent, R. Atkinson, “IP Authentication
Header”, RFC 2402, 1998

[31 S. Kent, R. Atkinson, “IP Encapsulationf
Security Payload”, RFC 2406, 1998

[4] Kent, Atkinson, “Security Architecture for
IP”, RFC 2401, Nov 1998

[5] Charlic Kaufman, “Internet Key Exchange
(IKEv2) Protocol”, IETF Internet Draft,
draft-ietf-ipsec-ikev2-17.txt, September 2004

[6] #57, 4rg7], U&5F “SSFNet£ o}&gh
ENz Mot AlEHeldedA FA AEde)A
ur, ghgAleks), 2004

(7} &4, A48 AAE, oY, “vEYa 4
el L 917 o) Wik A, Eaxw
ez, 2003

(8) o188, A% “vlES)z not AJE¥e)de

913 SSF AA, P41 1 53843, 2002

A, o139, HAZ, ABF, “IPSecd A4

7] W] ZReZe) F3 9 B4 gEyu

23383 sl 2003

[10] &7)F, A48l o|AAY, “IETF IPSEC a3 1

[9

—

- 815 -

& % MSEC I%F %53} 5%, Aunsd
3] F4), 2004

[11}] 42, 78, “Specification Of IKEv2”,
Technical Report, 2003

[12] w43, JAlE Awed, “IPvé SEND 33
FE, UTA, F2714%3 2004

(13] SSFNet E#o[#] hitp:;/fwww.ssfuet.org/

[14]) NIIST E3o]#] http://www.antd.nist.gov/niist/

[15] 3= 15417144, hitp:/fwww.tta.or.ky/



	HOJBAV_2005_y2005m10a-0812.tif
	HOJBAV_2005_y2005m10a-0813.tif
	HOJBAV_2005_y2005m10a-0814.tif
	HOJBAV_2005_y2005m10a-0815.tif
	HOJBAV_2005_y2005m10a-0816.tif

