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A Study of optir_nized MDS defense against DDoS attack on RFID
network

Dong il Nam, B. J. Choi, S. W. Yoo

Abstract

Radio Frequency Identification (RFID) is a technology used to identify the physical
objects and get information about the object on which the tag attaches from network.
It is expected that RFID will lead IT market from human-oriented to object-oriented.
Therefore, RFID technology and services will become wide-spread. But the system of
RFID naming service is quite similar to the existing DNS facilities. So it has many
weak points against to DDos attack. Furthermore if the MDS server is under attack,
there might be trouble of total RFID networksIn this paper, we propose a new
detecting model to find attack traffic at local routers by using Management
Information Base (MIB) which is optimized for RFID MDS server.
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