A)323] FAEEYES) =53 Vol. 32, No.2(1)

CBMCE °]&3% AES ¢33 EE9

g4, A7
negsn A

{yjahn®, choi}@formal.korea.ac.kr

Formal Verification of AES Encryption Module Using CBMC

Young-Jung Ahn®, Jin-Young Choi

Dept of Computer Science & Engineering, Korea University

a9

FAREZ AFo Fag AL FPele ¢dE LE FH FZEAL BFE7] 99 €L 477
s olFojx 1 gtk AT 71&e durdQ Hay dhgozE FE FHA s AR
23l B =ZoAE NIST (the US National Institute of Science and Technology)elA]l AES
(Advanced Encryption Standard)® AR ¥ Rijndael E5Y3E ZE L Verilog® TH3}L CBMCE
ol &3l e wralel T F2AA Frt WEE AA SR Pt

1. A&

tAE slge] 2z A o] g9 Fioz AME At
AR FRAHND Yot o)¢h tiEe] FRAA g
7, MAFR F&o] @& Aus Arisol A A3
FAz d5gd we AEHEIH g A} FLA0
A gz Aok webd JHAAY gle FREE Ve R
AE] A 277 oA A, ojAF Jle R AFE
B A8 4E Azd AF Jled dsdel FHdm
A

Bt vlge <Adstn g & de FA #FF THA
Al WEA Bag 7|¥ szt ol 7| st Alztd
B3F Axdo] Azt AHPE AT RIud, B
Alz=do] AFse NBA, AF, F2Y, FUEH Mu2E
BskA vt B Aawe AHESE 7]€2 DES, RSA,
SEED, AESSt #& 48 7x 4% EEL 7)toe=
AFHL, oHYg ¢s REL sz OIEd 7lve
Egstn ok wekad FEAN s g4d £ U3,

ol o WA Bt A2 AFHA Y¥E £ FUt

=
wtglx  NIST (National Institute of Standard and
Technology)el4l&  CMVP  (cryptographic =~ Module

Validation Program){1], MOVS (Modes of Operation
Validation System)[2], AESAVS (the Advanced Encryption
Standard Algorithm Validation Suite)[31& T3l Add
dE BE FA TAHEL HrrETH4]. CMVP, MOVS,
AESAVSolA  AA% HZF wyo=zE: Known Answer
Tests, Multi-block Message Test, Monte Carlo Test®
Uy} o] Fo 713 =243 wgo] Monte Carlo Testo]th.
Monte Carlo Test® Al 45 ®lo]HE Algstq F5&
dAUE] Foixxm, &g LYl g% EETH 44

97

F@ dE wmz FrYd adz o Bye
AZEYO ¢35 EE Ml ol ARHAG. =4
4z 2E AF dAdMe 9¥d dFE d¥stn 2

AFE v:alE © oWy fFolt}, F=do ¢33 REY
HE AFS Folnd dEFe W 287 Jdd &8
v wate P7 $8¢ Known Answer Testsg ARg3t

823t Known Answer Testst T3E <At oig
A7gHe By W Hrksle EEe AT H2EE

E313l7) 9% otol#el EHoz Ay AL FgGF ¥
A4 F77k oigE dAdol rh

ol g EAFE FHE3] Yt £ =&dAT ANSI-C
253 Verilog ¥ 39 434S 3Y AFshe =74
CBMC (Bounded Model Checking for ANSI-C)[5.612
o] &gtd, CBMCO ¥ ANSI-C EE& Monte Carlo
Teste] 93 Z#3d" ANSI-C AES-128[7,8] RE%
Abgste) spdtateElE st=9o] AES-128 EEO U@ 7@

g Ad F d= 279 #FE dddds WYL
AA Bt nAL ek,
2 =R AL thgd Zoh Al 2FAME  AES,

3% ol CBMCol #a] AAstn 4%l AES2 &3}
AL it A4 AAE I} F, FEeE 9 FF

A7 oo =2 & wrd suA ok
//"‘”’“‘*\\ /
AE-Enc MHM » Mon;«;s ?”'k') v Count Exatrole Trace
i o B +
" CMBC Violate The Properly
¥ v Betavor Conuisiency Cieck
v
Vetilog vV v
AES-Encryption Modulo \

[2¥ 1] 3= &3 =E H7 ¥



A323) FATEEES =FF Vol. 32, No.2(1)

2. AES (Advanced Encryption Standard)
g dlAs] $3 A|2Y¥E Feistel 729 gLE
e 7jvto g 3t Wi, AES ¢& EES non-Feistel
FZ9 = HEAE FYI, MY gHdo] e
FEZ2 FAEY. EF9 Fole 128\=‘]E°l7 7] deole
128, 192, 256H|E FolA A& £ 9t} &= F(Nr)
£ 7] dol(Nk)ol wa} 10, 12, 148 FAdch. AES BE9
Hg B3 [2¥ 219 Zon x7] FLE 7] A Fo

Nr-19le] w2 ez Z £3dg F Mixcolumn WHo)
Aog HF el oz APHr)
Pound Key
{ _____ R N—
F@:ﬁd
fourv Koy
MM),WWWWMWWMWWWW%Wm

]

**%M%MWHWM

!\mnl Bay

(29 2] AES ZE9 2Ze=9 = W3

3. CBMC (Bounded Model Checking for ANSI-C)
CBMC+= ANSI-C 2337 oAY Verilog F+3&
CNFE #33g &, SAT solver?) ZchaffE o] &3t F3A
(Equivalence Checking)®& %3] 5 CNF Alolgl 39
Yx]4 (Behavioral Consistency)® =33+ Bounded
Model Checkero]th, '

4. AES-128 F@% 78 FZEA HA
2 =EoAME AES EFEQ we} E=2 Hojgt ¢z 7
Zo]7} 128bitq] AES Encryption &S FH3Hoy d@d

= A4 T E AMEEY 1049 = A NE
—r"ﬂﬂ‘i}. ByteSub ¥ & 22 3@ Ao S-BoxE 8bit#
256708 A+&3¥ 2 ShiftRow WP EZL Wz A4

FA Qo] MHerE o] gst FHE

wirclong) {1:6] 5,00, $.10, 5 20, 5.30, 5,01, ~, $,32, 5,13, §,73. 8.3%

S00 50 820 50 S0

542 56 513 3.3 5.4

-

Soe ‘ A %S:Q S.\.vgﬂu % i.,\'.x.: % Sas % Sis %Su I Sui

RITE R

o 1 S

[(2% 3] 128bit HE, ¢EE ®¥

=0
== =

MixColumn ¥ & sz RHE Fo]7] ;A AES

98

EFEAA AAF LogBoxE o]43tx g1 HE AL

Abgste] TSI 1280 B9 HE, 713k 2eln GaE
EAL [2¥ 313 ol 8bit dol9 MFE 167] g3t

A8, CBMCOlA ANSI-C 257 Verilog 2E9
g9 AN AAR o, 8bit TL 16WEY HolE A
o] digk dXAQ AAE Sy WiEolt). o9} B AA
¥ wg} VerilogZ2 F+8E AES-128-Encryption 25§
g3 e 4oz CBMC €3 Monte Carlo Testol
o8l @Z® ANSI-C AES-128 REHY Ux4 ZAALES
et

4.1 Sbox 949 #A FAF

ShoxE HIOIEZkEY GFEYolA FA49 oHAde
x>x! W3 GFQ2) A affine WEE F8F Hojrh
a2dB2  Shoxel EE Med UEHE0~255)%
WuFoaN SboxE OJFE 4 F;ESol U o3
AgstA AN HeEAE AFW é, 0~255 w49
Aol & Shoxe EE FHE gAg 5 UA
AF gt CBMColA SboxE 73—6—3]'7] 98 0~255 ¥
APz Y3l 256 bound consistency checkZ
AF 3

Ashe

Red Y

s et 2 el a
i — b ey ow ot v sascse. 313 sk
SRS N ML L it 2L 1 e [t yhor b d
s
W AT eow, it

N
H
'
'
'
'
i
'
'
R et :
.
.
.
s
.
s
s
[

e fromt
s S S
& Oweensonpros
ot el 3 <X crord S PRI KOS o
s o ooy Wi, i+ v
§ - e naf] vesacempr | ;P
* Mywiad:
¥ B i Timaae LTI M LGOS
ok 'm*;mwmv
e

o $55E vk promoiogs pbumg HPJOPIS
o e TRCE Sk wwmmw
Sait o SISAT PR o Tarle

I
: 1yt W S0 frobomeder.yurrotek
i

[2% 4] Sbox &Y AR BF

4.2 ByteSub ¥ & %3 MixColumn ¥E 5% AF
ByteSub ¥ &3} MixColumn ¥§& Ztzte] 8bit BESEo|
Y59 wdy A FYPIt. 2EZ 16719
8bitE & 50| Sbox, MixcolumnsE Z&3st AFY Aol
o]Fojx =7 #Hjth F HMBL 128bity] YHS
EE g9z diagtez 2z ulolEY 71E 4 e E
AHFE(00"~"ff")S 16WLZ ol i@t [1¥
5] CBMCE ©°]&3t 1699 bound consistency checkZ
AZ® Aol

picepmierparre oginy
| Pl s o

.

[2¥ 5] ByteSub ¥@ 2 MixColumn ¥E %3 A=

8bit -



A 323 FAEERS] =23 Vol. 32, No.2(I)

4.3 ShiftRow ¥ & & A%

ShiftRow WL el HEL HIAIA gu
TAashe HllEEY YXE un@dT. =
bound consistency check® Z+ AeiE9 AE§
gl gt

Aehs
@el
ngg

porivy

s DA
o £ o 40 33 : Sokeg G0 ZINH Vi B0l 26
jeottiiprarnrie Sob o T A

KT G S SESHOSPABE ke
P L K R St R Y
o e 80 0 B
Woyntiod

[29 6] ShiftRow ¥E 53 A3

4.4 Kontrol 2% %% A%

AESE 10919 =2 FHdch 1089 J=% v
gE&F=E A9  ByteSub, ShiftRow, MixColumn,
AddRoundKey ®&& AZ ¥ nix|3} gE9 ZHLolwt
ByteSub, ShiftRow, AddRoundKey& $3%t}. ByteSub,
ShiftRow, MixColumn, AddRoundKey &2 2% enable

ANEFE ‘el HWA  FHPT} Kontrol EEL  0~8
g} & =0 = ByteSub, ShiftRow, MixColumn, AddRoundKey
wWgte] enable A& ‘Uz A™stm, 9 Fgods

MixColumn ¥ 39| enable 413 & ‘0'Z ByteSub, ShiftRow,

AddRoundKey % 32] enable AZE ‘I'z2 AGFr},
2822 Kontrol 2E 53 AZdAM: Z ge=rid
enable AZE AY3] ALseA YotRn AEE=E

Yyehs W7t 102 94X &R 20 round consistency
check® AZ3c},

M

D
B )
gt £ ok it

o o .
BT 7+ T, e o o o Wsaneae 1
i s ) P T Y peneg e
i T e o wosngenaist
P ot Xtk e 8 SN K
e S 55 4 doaamien KR
" predestaepesr Bu° wscen - wxe
AT DAL

[28 7] Kontrol & B8 & AZF

4.5 AES encryption 2F A%

AES encryption EEoA AlgHE EE Al s
Azt vixgtoz [29 8]x o] NISTHA UAFT
ANSI-C AES-128 2 &3 Verilog AES-128 ZEEo] U
consistency check$ Bt}

5 48 ¥ FF AT ¥F
AAY AES-128 2E2 Monte Carlo Testo] 28] AZd

29

[ 8] AES encryption =& A%

£ =8dAM AAdE e = 788 s=do 4%
2gol AES EEUY HAE HEE HEE 0§83l
A8 4% =EE =drieel A= FAES

g, £ =84 AE"E CBMC: 94 ZAAd
A2 & Propositional logic2E W3 F Zchaffel: SAT

ET7E B39 AEsiy] dEo] 10094 ol4el boolean
HEE 10 & A2"E A5 8 F de FHo] Aok
A gk CBMCY Alz®g& Z7] AedA Z 2dwic)

e AYE HEEH7 " FAE F de A"
P47t ARl Ro] 7MY & dHoln. B =fAE
stede] dE REL ARAA Bz UM FIAE 37
&) Bounded Model Checking =% CBMCY ©Ho}
AZL & 4 AL oAz & 2Ad ALE FF
o] wel THEE st=del AES-128 EES Known
Answer Tests ©@HE HGFPUY. B E=FoA =Agd
stedol 9 2EY FE FZA Hrt gl aig
Aoz sede ¢z TEg9 347 HAEE =24
TGF A3 YHo2E AES ¢33 RE] Moty L4
W X4 HAALE B8 & A" A AANE
Folmx #rh, EF FM AW BopdlM Mg Bol
ALREE EBY ZH g5 EEAE B =FdA AU
AN HAAPPEE AEnx g

F3EH

[1] FIP Publication 140-2, Security Requirements for
Cryptographic Modiles, 2001

[2] Sharon Keller and Miles Smid, NIST Special
Publication 800-17, Modes of Operation Validation
System (MOVS) : Requirements and Procedures, 1998

[3] Lawrence E., Bassham Encryption Standard Algorithm
Validation Suite (AESAVS), 2002

{4] Cryptographic Standards and Validation Programs at
NIST, http://csrc.nist.gov/cryptval/

{5] Edmund Clarke, Daniel Kroening, Karen Yorav,
Behavioral Consistency of C and Verilog Programs
Using Bounded Model Checking, 2003

{6] Edmund Clarke, Daniel Kroening, ANSI-C Bounded
model Checker User Manual, 2003

[7] Brian Gladman, A Specification for Rijndael, the
Algorithm, 2003

[8] Federal Information Processing Standards Publication
197, Announcing the ADVANCED ENCRYPTION
STANDARD (AES), 2001



