A LOW-COST PROTOCOL IN SENSOR NETWORK
UBIQUITOUS ENVIRONMENT

Dong-heui Lee, Young-bok Cho, Dong-myung Kim, Sang-ho Lee

Dept. fo Network Security Laboratoy Chungbuk National Univ.
E-mail : { easttwo62@kdc.ac.kr, bogi0118@netsec.cbnu.ac kr,dmkim@mail.ddc.ac.kr, shlee@netsec.cbnu.ac.kr}

ABSTRACT:

In a ubiquitous environment made up of multiple sensors, most sensors participate in communications with limited
battery, and the sensor node isn't able to participate in communications when all the battery is used up. When an existing
authentication method is used for the sensor node which has to participate in a long term communication with limited
battery, it creates a problem by making the length of network maintenance or sensor node's operation time relatively
shorte . Therefore, a network structure where RM (Register Manager) node and AM (Authentication Manager) node are
imported to solve the energy consumption problem during a communication process is presented in this thesis. This
offers a low power protocol based on safety through a mutual authentication during communications. Through
registration and authentication manager nodes, each sensor nodes are ensured of safety and the algorithm of key's
generation, encryption/descramble and authentication is processed with faster operation speed. So the amount of
electricity used up during the communications between sensor nodes has been evaluated. In case of the amount of
electrical usage, an average of 34.783% for the same subnet and 36.855 for communications with two different subnets,
are reduced. The proposed method is a protocol which maintains the limited battery for a long time to increase the
effectiveness of energy usage in sensor nodes and can also increase the participation rate of communication by sensor

nodes.
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1. INTRODUCTION

The ubiquitous computing environment could define
ubiquitous sensor network as its first model, so there is a wide
range of research and development related to this field during
recent years[1]. The ubiquitous sensor network is a component

which freely collects and manages information by enabling

communications of devices surrounding the user. One of the
great limitations by ubiquitous sensor network is the issue of
sensor node's conservation of energy, which operates within the
limited source of energy called battery. An effective method to
effectively process the authentication created during the
communications between nodes should be searched pertaining
to the issue of energy consumption, especially for the safety of
communications. A  protocol enabling safe mutual
authentication operated by low power under the ubiquitous
. environment is introduced in this thesis. The proposed protocol
is operated by RM and AM, a sensor network environment
where usual sensor nodes are composed of shortest nodes, and
keeps the sensor node's operation to a minimum to reduce
energy consumption and provides a safe communication
between sensor nodes requiring communication by issuing the
session key through a mutual authentication. This sort of
approach would reduce each sensor node's computational
burden by many operations executed only at sensor nodes being
assigned to RM and AM and ultimately make longer
communications possible. The components of this thesis is as
follows. Chapter 2 deals with related researches, chapter 3
proposes the low power mutually authenticated protocol,
Chapter 4 presents a testing enviropment of proposed protocol
and presents the outcome of evaluation in low power aspect and
the conclusion is made in Chapter 5.
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2. RELATED WORK

The sensor node of ubiquitous sensor network usually
gets energy from batteries, consists of integrated sensor
device, has an ability to process very little data and can
execute short-distance wireless communications. But the
sensor mode depends on a limited amount of energy stored
in a battery. Therefore, a plan to save energy consumption
caused by many operations due to higher safety becomes an
important assignment

Many researches reflected by limited power of sensor
nodes such as ultralight or low power encryption techniques
are taking place on national and international basis. The
theses of [5][6] is a typical example of ultralight, low power
encryption techniques and the execution speed of encryption
algorithm on various hardware platforms are evaluated in
them. These methods were to solve the low power issue by
selecting the faster ones among encryption algorithms.
[51[6] is symmetrical key method and the node keeps the
secret key to be used in advance in this method. But the
problem with this method is that if the secret key is leaked
from any one of the nodes, it can no longer communicate
safely with the node which has this secret key. To solve this
problem, there should be minimum information at the sensor
node, and a session key should be generated for the safe
communication at a desired session using this information.
But in ubiquitous sensor network, the sensor node is so
lightweight that an operation of encryption/descrambling
process for key generations or safety can't be expected of
great results. In theses of [5][6], they used a symmetric key
method at the sensor node and applied it to ultralight, low
power environments such as SmartDust's MOTES or RFID.
In [7], they materialized the Rabin Ntru using a low power
public key encryption which can be loaded a lightweight
sensor node. Robin Scheme is a special type of RSA based
on the difficulty of factoring problems and had been



introduced by Rabin in 1979. The NtruEncrypt had been
introduced by Hoffstein, Pipher and Silverman in 1996 based
on SVP (Shortest Vector Problem), and would require a
computation ability for public and private keys of all nodes
based on public keys from the sensor node. But the biggest
problem is that the sensor node has to execute many operations
for key generations while it has limited energy source and low
computation ability.

3. THE DESIGN OF LOW-POWER PROTOCOL

In this thesis, the electrical consumption during
authentications between nodes is reduced and introduces a safe,
low power mutual authentication protocol. At the proposed
protocol, the phases are classified into registration and
authentication phases. The ubiquitous sensor network is
supposed to meet the below requirements.

- Each sensor node sets up the hop-by-hop path using the AODV
routing protocol proposed at [7]
- The maximum number of sensors in one subnet is limited to fifiv.
each one of subnets has a RM and a AM, and the
communications between subsystems are composed of the AM.
When the communication fo another subnet’s sensor node is
desired, an authentication between sensor nodes of different
subnets is executed through the AM.
The RM and AM maintains related database for execution of
their own functions and possesses the sensor node information
such as 1D, PW, PIN and PK in tables.

The ubiquitous computing environment is supposed to meet
the below requirements, and the main parameters of the
proposed low power, mutual authentication protocol is shown
on [Table 1].

[Table 1] The System Coefficient of Proposed Protocol

Notation Description
Node; ‘i’ the sensor node
1Dy ‘i’ subnet’s ID of Node A
PWy; ‘i’ subnet’s password of Node A
IDK4i ‘i’ subnet’s ID hash value of Node A
PKai ‘i 'subnet’s private key of node A
{(IDA,PW4).TS4} | Node A’s message
s TimeStemp
SKani The session key between the AM and each
node

3.1 Registration Step

All sensor nodes of ubiquitous computing environment
requests registration of their own information through RM of
their own subnet organization. The user and device information
are also registered in this registration step. In subnet 'i' the
registration process of sensor node A is as follows. The
proposed protocol generates a private key required for
authentication through RM 'i'. which differs from existing
authentication method. This can prevent electrical consumption
due to computational overhead of sensor node by sending the
key to the sensor node.

RM
Node A (Registration Manager) InfoDB

{1)Raguest Heo!straﬂgd

(2) Verity

T

(4) Generate a private key
5. end

(6) Issue a Privike key

[Fig. 1] The Registration Process Through RM

(1) The registration is requested by Node A transmitting necessary
parameters for its registration to the RM, of its own subnet through
the function f . (The function f executes XOR operation for
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all given information) The RM: checks the user and device
information using the received message.
NodeA — RMi : f{(ID+ || PWi),TS4)

RMi(Verify) : ID1, PW4,TS1

(2) The RM: generates /D4, IDK1 key and the private key PK4 by
searching for the Node /D of sensor node requesting the
registration through /nfoDB it maintains.

RM: : IDK+ = h(ID4 | PIN1)
PKs = h(IDK4 | TS4)

(3) The RM: adds IDai, IDK4, PK1, TSt of the corresponding sensor
node to the /nfoDB and stores the value (The attack of re-
transmission of message can be prevented by storing the 7.5
value) RM: : InfoDB : IDK41, PK4, TSx

(4) The RM; transmits PK1 and /DK values of generated private
key to Node A. RM: — NodeA : PKa, IDK.

The proposed protocol generates a private key required
for authentication through R . which differs from existing
authentication method. This can prevent electrical
consumption due to computational overhead of sensor node
by sending the key to the sensor node. The sensor node had
executed encrypting operation through RC5 over two
operations in the registration process of the service in the
protocol proposed by [6] and executed
encryption/descrambling using SAFER in thesis [5]. But the
proposed method is characterized by registration to RM
getting completed within the sensor node and the private key
gets issued using one XOR operation and one encryption
using the Rabin

3.2 Authentication Step

The sensor node which has completed the registration
process executes the key exchange through the 4M and
generates the session key communicate with any
corresponding node. In other words, the AM generates and
distributes a safe session key to be used in communication
after going through the mutual authentication between
sensor node A and B. The communication process for
authentication is divided into two types: the communication
of two nodes within a same subnet and the communication
of two sensor nodes by different subnets.

Node A

AM.
(Amhentitztioh Manager) infoDB Node B
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[Fig. 2] The Authentication of AM by Two Nodes of the Same
Subnet

The [Fig.2] shows the authentication process for a safe
communication of NodeBi by NodeA:i 's issuance of the
session key through 4M. within a same subnet, and its
process is as follows.

(D The Nodedi delivers an authentication request message to
AMi in order to communicate with NodeBi . The message
transmits the function 7S result of /D. by other node
requesting the PKi communication along with 754 . (The
message can be secured of re-transmission attacks freshness by
transmitting the 7.5 .

NodeA > AM: © f{(PKu || ID&), TSx)

%) After the AM: checks whether the message received from

Nodedi is a valid ID on the current subnet through the /nfoDB,

it obtains the /Dy, , PKsi of NodeB: through the InfoDB if the
information exists in the same subnet. This information is used



for the authentication after checking the message delivered to
NodeB: .

AMi — InfoDB : Verify : IDa, IDs, TSai

@ The AM; transmits ([Ds | PK4i), TS« messages to NodeB:
(transmitting the notification of NodeA: 's communication request),
the NodeB: transmits a reply message after checking the received
message from the AM: . The NodeB: gets to obtain the PK4i of in
this process.

AM: -> NodeB: : Re sf{IDs | PKa), TS}

@ The NodeB: delivers a message to AM: to confirm its PKBi , and
the AM; checks the message received by the NodeB: to see
whether the value is same the one searched on @ using the /nfoDB.
The AM; checks the PK4 PKB of Noded: , NodeB: the mutual
authentication gets performed, and it generates a session key to be
used during message exchanges.

NodeB; -— AM; : IDsi, f (PKsi | I1Dai}, TSsi
AM; - SKas = h(PKxi + PKsi)

(® The AM: delivers generated session keys by encrypting them to

private keys of each Nodedi , NodeB;: .
AM; — Nodedi : {SKa}rra
AM: — Nodedi : {SKa}p.

As shown above, the AM: generates the session key through
mutual authentication for the communication
between Noded: and NodeB; , and session keys generated at AM
are encrypted into private keys and gets issued to each node.
Nodedi , NodeB; merely executes one descrambling process to
obtain the session key.

™ ™
atadel (Authentication Manager) Infol8 (Authentication Manager) Node 8
{1) Pcuuest oommunicatin
@vetty ~—
 (3) Aoquest
le—— (4 Asapana]
UE_ -1 S—
(6) Aeapond|
(7) Rempond]
(@ae) 29 (8)Generate session key
{10) Seacor Koy (10) Swsstons Aoy
[ == e e o e RO B VRGN AN, o L | e e

{Fig.3] The Authentication of AM by Two Nodes of Different Subnets

The [Fig.3] is a process where the session keys ween NodeA:
and NodeB existing in two different subnets of
SubNer and SubNet

@ The Noded: delivers a authentication request message to AM; in
order to communicate with the NodeB; . The message transmits the
function f ’s result of /DBi by other node requesting the PKs
communication along with 7:54;

NodeA —> AM; : Re gf {(PKai || IDsi), TSa)

@ The AM: checks to see whether the reccived message from
NodeAi is a valid ID through the InfoDB, confirms that two nodes
do not exist on the same subnet, finds the subnet 4M; where the
NodeB; exists and delivers the message to the Noded; .

AM: ~ InfoDB : Verify : IDai, IDs;, TS4i

(® The AM; checks the message received from the AM. through the
InfoDB and delivers it to the NodeB; .

AM; > InfoDB : Verify : ID4i, IDs, TS
AM; — NodeB; : Re qf {(PKui || IDsi), TSxi}

@ The NodeB; delivers a message to AM; to confirm its PKs , and
the AM, checks the message received from NodeB to see whether
the value is same as the one searched at

NodeB; — AM,; : Re sIDsi, f{(PK1i | PK4), TS4)

® The AM: and AM, gets mutually authenticated

through PK« , PKg of Nodedi and NodeB; they generate session

keys to be used during message exchanges. Each key generated in
AM;: and AM; are compared to confirm whether they're same keys.

AM: : SKaaei = h(PKai + PKei)
AMi © SKam = h(PKa + PKsi)
AM: > AM, : Compare(SKumi == SKaus)
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® The AM: and 4M; get to deliver session keys generated in
the same manner after encrypting SKamai , SKama;j to

each node's private key.
AM: — NodeA : {SKari}prti

AM; — NodeB : {SKams}rrsy

The task to cut down the battery's power consumption for
the extension of sensor node's duration in a ubiquitous
computing environment is a very important assignment. To
make this possible, the key generation,
encryption/descrambling and authentication processes which
used to be executed by sensor nodes were imported by
RM/AM nodes and the ubiquitous sensor network was
structuralized. In sensor nodes, the execution time of
algorithm is reduced by their execution of key approval and
message confirmation processes for safety. A safe
communication is provided by reducing the consumption of
power used up during communications using this method.

OOThe number of sensor networks : The size of each subnet is
assumed to be consisted of less than fifty sensors presented at [9]
for the evaluation, the RM/AM exists within each subnet and
maximum number of subnets is composed of nine subnets.

OThe location of RM/AM and setting up their relation to
sensor nodes: The RM/AM exists within one subnet and their
mutual communication is possible. Every sensor node achieves
communications with RAM/4M and registers using RM when the
sensor nodes comes into one of the subnets. The sensor node that
has completed the registration gets to participate in
communications by getting issued with a session key after
completing the authentication through the 4M.

OThe length of path between two given sensor nodes: The
length of path between sensor nodes for the communication from
NodeA->NodeB is set to minimum of 5 passing nodes and
maximum of 13 passing nodes when two nodes belong to the
same subnet. But when two nodes are of different subnets, in
other words when the nodes are communicated with the farthest
node in the subnet, the length is sent to minimum of 10 passing
nodes and maximum of 27 passing nodes.

OOThe operation ability of RM/AM and sensor nodes: The
RM/AM possesses a greater operation ability than regular sensor
modes with the terminal of about 2.4GHz, 250kbps, 868/915Mhz
and the sensor nodes possess the operation ability of the node
justified in the previously described SmartDust.

Let's make the assessment of low powered mutual
authentication protocol under the ubiquitous computing
environment in the aspect of power consumption during
communication. In order to make an assessment based on
the aspect of communication power consumption, it is
assumed that all sensor networks transmit equal number of
data packets and the power consumption is consistent
between communications of each sensor nodes in the
proposed protocol. On [Table3], the number of passing
nodes when each nodes are'communicated to calculate the
power consumption. are minimum distance of PN=2,
maximum distance of PN=5 for same subnets and minimum
distance of PN=4, maximum distance of PN=I2 for
different subnets in case of the KARL method and minimum
distance of PN=35, maximum distance of PN=/3 for same
subnets and minimum distance of PN=/0 and maximum
distance of PN=27 for different subnets in case of the
proposed method. In order to calculate the amount of power
consumed while communicating at the sensor node, the
assessment should be made by comparing the KARL method
with the proposed method using the measured value of [10].

- Power Consumption: (equation [)
ETx(k, d) = Erx - elec(K) + Ernx - amp(k, d) = Eetec Xk +eampx kxd2

- Receive Message: (equation 2)
Erc(k) = Ers - etec( K) = Eetee X k



[Table3] shows the measurement of power consumption
created during the communication from Node 4A->Node B based
on (equation 1) and (equation 2).

[Table 3] Power Consumption During Communications

Item Power Consumption
Effective data rate 12.4kbps
Energy to transmit 59.2mJ/byte
Energy to receive 28.6mJ/byte
ATmega 128L active mode 13.8 i
ATmega 128L power down mode 0.0075 oW
ATmega 1281 MIPS Watt 289MIPS/W

At the proposed protocol, the power consumption of entire
network is expressed by each of two nodes' power consumption
being added to the number of nodes to be passed. The amount
of power consumption are as follows for communications of
two nodes in the same subnet and two sensor nodes in different
subnets.

PN PN
SNegualEr = 3 Eri SNewaEr = 3, Ezi (PN : PassNode)

i=1 i=1

PN PN
SNowerEr = 3, Eri SNowerER = Y, Exi (PN : PassNode)

i=1 i=1

450 sensor nodes are needed to assess the power consumption
during the communication. One subnet is composed of 50
sensors with a total of 9 subnets as a standard. Each sensor node
is placed within the area of 10m<10m. The size of data packet
transmitted from a node is set to equal for all nodes. Also, the
amount of power transmitted from each node are assumed to be
same for all nodes in this thesis, and the power consumption is
as follows when two sensor nodes are communicated.

xa vy LR

[ Transmit —s— Receie -a- Total |

[Fig.4] The Amount of Power Consumption During the Communication
Between Two Sensor Nodes

The {Fig.4] shows the average amount of power consumption
within one node. Because the amount of power consumption is
different with transmissions and receptions when each message
is communicated. Although the number of passing nodes in the
proposed method are increased compared to the existing KARL
method, we can see the decrease of 18.95mJ from
51.63mJ=32.68mJ when the maximum distance has been
communicated with different subnets.

4. CONCLUSION

In a ubiquitous computing environment, all sensor nodes
participate in the communication with limited supply of power
stored in a battery. In existing authentication method, a
considerable amount of power had been used for safety due to
overhead created by operations for key generations,
encryption/descrambling and authentications at the sensor node.
This thesis has presented a protocol which executes the mutual
authentication by importing RM and AM to solve the problem of

sensor nodes power consumption and to generate a safe
session key through a mutual authentication between nodes.
As a result, although the average length of path between
nodes for processing authentication becomes 2.5 times
longer, the amount of power consumption has been reduced
by 6.4043mJ =3.41565mJ= 34.783% for two nodes of same
subnet and by 14.21mJ=8.29025mJ= 36.855% for
communications by two different subnets when the
assessment is made based on the amount of power
consumption. Also, the proposed thesis is even safer from
the MITM attack compared to the existing KARL method
which showed weaknesses in the MITM attack.
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