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Implied Attack Signature | Divergences |Avg. Len
Portscan —O 1:1:m 48KB
Hostscan <>\ 1m:1: 48KB

Worm <>— 1:mt:1 Not Fixed
Source-spoofed DS’ D———\ mi:1: 4BKB
Kamikaze Q 1T 48KB
Source-spoofed DoS’ D<> miml 48KB
Distributed hostscan S mm 11 4BKB
Network-directed DoS D mm:n 1 48KB
single-source-spoofed DoS . 1t 48KB
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2 HIMAE PCAV(Parallel Coordinates Attack Visualizer)2ts
ANAES RHESFACL. PCAVE QOIA S8 IAAIAS JIYS 018
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SUEHE AAHCZ 8 £ AL EdT J2E EEL OHOEHEZ It
25171 MM nProbelisigie T2 IS MESBIZULL. nProbes LE
A2 S0t Eim [OIEHE =X6I6 E22 UOIHZ Ji38 +
PCAV AlAEIOH Ol CIOIEHE BAHELL
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NetFlow
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Attack_Detection( £, ) £, < Flow data

1 Fj Fjpr < INPUT Flows contained in ~

2 Temp,. Temp,, Temp, < [

3 FOReachj <n

4 FOR each k < »n

5 IF DA, = DA, and DP, = DPj,;

6 DistSA[j]++

7 TempG,, <« |

8 ENDIF

9 IF SA, = 8Aj; and OP, = DPjyk

10 DistDA[j]++

A TempGy, < |y -

12 ENOIF

13 IF SA = SA;,; and DA = DA,

14 DistDP{j}++

15 TempGy, < I

16 EDNIF

17 ENDFOR

18 IF DistSA[j] > T « Threshold

19 DDoS ;< Temp,,

20 ENDIF

21 IF DistDA[j] > T « Threshold

22 IF Avglen.,,, < 50

23 Hostscan,, <« Tempy,

24 ELSE

25 Worm,, < Tempy,

26 ENDIF

27 ENDIF

28 IF DistDP{j]} > T « Threshold

29 Portscany, < SusGy,

30 ENDIF

31 ENDFOR

32  Count{SA,). Count(DA,), Count(DP,)

33 IF Count(SA,) > T or Count(DA,)) > T
or Count(DP,)) > T

34 Abnormal < TRUE

35 ENDIF

END of Attack_Detection
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UdS He J20 OIM44HE B, U2 5RY 329 Jis4H4s &
0&t0 A2S SIS PASIACH LU2BEY FBAL2 O0(a?)0l
Ct.

5, Z8 ¥ &% ¢33

THEMNBHE OIS SZAIUSE 610 QIEINAN L& 2 2
HE |F A2 HE0 UEHS0, 018 2XotD 2dFE 0l
EX 218 AI2E AlAE(anomaly-based visualization and detection
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