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Abstract

Currently, Wireless LAN(WLAN) service is widely deployed to provide high

speed wireless Internet access through the mobile stations such as notebook and
PDA. To provide enhanced security and user access control in the public WLAN
area, WLAN access points should have the capability of IEEE 802.1x-based user
authentication and authorization functionality. In this paper, we provide a brief
understanding of IEEE 802.1x standards and related protocols like
EAPOL(Extended Authentication Protocol Over LAN), EAP, RADIUS and
describe how the IEEE 802.1x is designed and implemented in our embedded
linux-based WLAN AP which is named i-WiNG.(Intelligent Wireless Internet

Gateway).

For the network security and user authentication purposes, a

supplicant who wants to access Internet should be authorized to access the AP

port using the EAPOL.
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