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install{ User 10} User D>
MAXVALUE ] [ error(INV_PARAM)
:

install( User_ID }{ User_D <=
MAXVALLE ] /acklOK  id :=n

Instanciated

get_point / ack(all_point)
verify_pin(pin) [wrong pin 8& tries < 3] /
error(NV_ID) ; tries ++

deselect / ack({OK)

select( AD) / ack(OK)

N
5 Selectsd verity_pin{pin) [wiong pin &
ties=3] / error(NV_D)

reset_security / channelOpened

FALSE ; validPiIN = FALSE :
verity_pin{ pin )| pin ok && tdes < 3
/ vaidPN=TAUE ; tries = 0 ack(
Authenticated

check_inout( tm ) [ isin=FALSE ] /
timestamp=tm : islh=TRUE : ack(id, 01, OK)
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check_nout( tm )[ isin=TRUE ] / sin=FALSE: point=
tr-timestamp: all_point+point:ack(id, 02, point)

®

293, 2rtEstE RERE FH ol

4 = HEgz St ¥ SPM

NzRe] RRAEE YAE SV A A
g3 JA7t gasch adZige JIARAY
FAE A8 #dstn AT =HYH2E AT
FHE 2z g8 BEHT FEdole 2HZY
gol o8} xdEch FHL2 oy M HEUER
35 49 [6, 7.

1) 89 a#d= : Aas AMES nodes} edgeZ
T332 node Wel EBYE 71€@rh u 1, p, ST
Ztzt User, Role, Permission, Sessiong ¢}9]3t&
etglolt} retgd 9l noded] A E loopi Roled] A
24g 9o n g} Roledl User®t Permissiono] %
53 Session2 T8 Aladd HIsE RBAC 7l
gto] E}Q]a e Zojt,

A
OROSO
o

134, RBACY|ue] g 9=

2) A% 73 o del J)EREdE FIH L9



K228 SInHD I8 FH S

SEHUS =28 H11A H23 (2004. 11)

Role?} Permissiong ol&3td Al2ge] P& Ao
71 o1g AN wHE YT gos FAG

O assign role 0
®) remove role ®)

member member

new user
—_—

—
remove user

Professor
"'@ assign
perm;ss;on
®@"‘V'E “remove

Professor
®\@Meetmg

invite
Meeting permission
cancelMeeting cancelMeeting
Ph.D . Ph.D
,,-@ assign
®\‘\s W permission show
N O
@ @agree remove agree
disagree  permission disagree
cancelMeeting cancelMeeting
Member Q assign Member
- e Permission 9
LV agree
OPOR= A O
. remove )
@ disagree  pormission ® disagree
show show
295 A4 73
ags59] AFA FAL roledl penmssmn gdai=
FEoz 487 FEPY oL #Y adZy

282 a3 Zoltt, JHE W L >R L 9F
AL A 282 AR)SZ Al Holgr) 9ZH
o YHez @ BHEEE AH Aot dojyr] A
&g ol &= A ZANNAC, Negative Application
Condition)& 2%tk ¢ F3HAAME  Roleolyt
PermissionS 37| Aol oju] (A ow
¢t "ttE NACE 7hath

3) At A} E

9 2AEY Ao A FA ofelg}
& A 2A 8 Negative Constraint) € 718 ¢ Ut
Ay g Est A 7§ T EEA
goud AYFHLE AGAYS G5t 8 ¢
=

1. 23 @39 AR Professor 48 g3itett

Professor

2. ApEAE # JHA Q¥ ggded.

V®
®

334

3. Membere 319 237 448 A2 ¥ + ok
Member
invite
Q cancelMeeting
5. 88
FEHNNEAANE FEEZ A2de 1FF

e 94 A¥sa B A4 2de aTam 9
o %ot AY3E B AW 2 98 a2
APe B8 Yo% gaAcle A FH% A
AgES E@se RBAC 7lie] g 2423
N2ge FEARAY. o U A4 2 A3
20lEFIES olgAT. wetd 2z slmd 3
¥ A% B A3 e AH A2do 2T 5
A,

$F 472 2YZ WY olgo] FHUHA B A
A 2dd g@ FIYDH A3 dY A7E A
snx @,

=

.

-3 SR
(1] ¥FAREIAEFY, ALEITAN2F FEH7}

71, 2002.

[2] D. Ferraiolo and R. Kuhn, "Role-Based Access
Control,” Proceedings of 15th National
Computer Security Conference, 1992.

[3] R. Focardi and R. Gorrieri, “Access Control:
Policies, Models, and Mechanisms,” FOSAD
2000, LNCS 2171, pp.137-196, 2001.

[4] F§45Y, “B8ESAR AB-133," ppd3-63, 2008.

[5] M. Koch and F. Parisi-Presicce, “Formal
Access Control Analysis in the Software
Development Process,” in Proc. of Formal

Methods in Security Engineering: From
Specifications to Code (FMSE’03), 2003.

[6] M. Koch, L. V. Mancini, and F. Parisi-Presicce,
"Graph Transformations for the Specification
of Access Control Policies,” Electronic Notes
Theoretical Computer Science 51, 2001.

[7] M. Koch, L. V. Mancini, and F. Parisi-Presicce,
"A graph-based formalism for RBAC,” ACM,
Trans. Inf. Syst. Secur, 5(3), pp.332-365, 2002.



