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Abstract:

The cyber attacks on the computer system in nowadays are focused on works that do not operats

specific application. The main key point that we protect information security system has an access control to keep an
application. Most of system has a main function to protect an infrastructure such as hardware, network and operating
system. In this paper, we have presented an intrusion tolerance system that can service an application in spite of
cyber attacks. The proposed system is based on the middle ware integrating security mechanism and separate
function of application and intrusion tolerance. The main factor we use security system in nowadays is service to
keep a persistency. The proposed intrusion tolerance system is applicable to such as medical, national defense and

banking system.
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1. INTRODUCTION

Most of distributed system has both a vulnerability in
availability in service and obstacle of service by traffic
of -network.[1] Our society depends on the network
employing distributed system and is faced with
vulnerability such as medical system, banking system
and national defense. The stop of service by
vulnerability makes a disorder. We have to solve the
critical problem.[2] The proposed system to solve the
problem by vulnerability which effects the stop of
service is intrusion tolerance system. The defect
rolerance system has a concern the relation both
system and accidental defect of software. The intrusion
tolerance system has an interest in not only accidental
defect but also defect by intentional operation.[3]
The intrusion tolerance system prevent degradation of
service quality through proper correspondence until we
find a solution to solve accidental or intentional attack.
The goal of this system supports the persistence of
service for a long time. The intrusion tolerance can be
supported through security mechanism and adaptive
mechanism.[4,5] The application using security
mechanism has a vulnerability in cyber attack. In
contrary to this application, application with adaptive
mechanism can survive a system for a short time.
Therefore the application with intrusion tolerance
function realizes using security mechanism and
adaptive mechanism.

Security mechanism such access control and
cryptography can strengthen intrusion tolerance
function by protecting accidental or intentional attack.
Adaptive mechanism using bandwidth management or
redundancy management can support intrusion
tolerance function by adapting a change of system
state. In this paper, we have implemented intrusion
tolerance system by separating application function

using a variety of security mechanism and adaptivz
mechanism in middle ware. The proposed paper is as
follows. We proposed intrusion tolerance security
model by analyzing security mode and distribute
object model of COBA in the second chapter. Th:
third chapter described the theory of intrusion
tolerance mechanism and strategy of implementation
and extract the intrusion tolerance technology and
implementation method. We have designed system
analyses by adapting intrusion tolerance securit/
model and element technology in chapter 4. We hav:
confirmed the realization of application of intrusion
tolerance using middleware type with developed
intrusion tolerance module in chapter 5.

2. SECURITY MODEL

2.1. Distributed Object Model

The software with distributed information system is
composed of object that is connected with distributec.
in network. And object of client calls operation o
object operating in remote to realized the function o’
application.[7] The distributed object model o
COBA is described in figure 1. The client object calls
method of remote object such as local object.
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Fig. 1 Distributed object model
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Object of proxy transfers remote method call to
local ORB after marsharing. ORB transfers message
call using IIOP message to remote ORB with servant
object. Remote ORB transfers method call to skeleton
operating unmarsharing and skeleton transfers
message call to implemented object. The final results
of operating method transfer the values by reverse.
The distributed object model hides the complexity
such as variety, compatibility and heterogeneousness
and shows the functional interface of component.

2.2. Distributed Object Security Model

COBA  distributed object
confidentiality of object, integrity and availability by
using security mechanism based on policy in
middleware. Security policy totally establishes group
mechanism by using domain, privilege and usage
authority. Security administrator involves object in
domain and equally establishes security policy about
group of objects. And security administrator executes

system  guarantees

usages the security policy on usage group by
grouping with same privilege attributes. The method
of object groups the methods by contributing same
usage privilege and applies security policy on group.
The distributed object security model is depicted in

figure 2
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Fig. 2 Distributed object security model

2.2. Intrusion tolerance security model

Application such military, medical and banking system
needs the requirements for security, reliability and real
time performance. The distributed middleware does
not support the requirements because it hides the
detailed contents to control the service quality and
does not support the system development function that
can be applicable to change of service quality.
Therefore the deleveloper of application for serving
important service must program the function of
intrusion tolerance based on middleware. In this paper,
we have proposed extended type of distributed object
model such as figure 3 using intrusion tolerance
security model.
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Fig. 3 Intrusion tolerance security model

The intrusion tolerance model adds the function of
bridge between applicationr and the necessary detailed
matters to control and describe and measure the
service quality service request and service category
maintains in data structure called contract. Delegate
investigates the state of system and carry out the
proper adaptive object by comparing service level in
contract. The object of state management conducts the
function of measuring the state of mechanism. The
proposed system is aim to supply the framework and
control service quality. Therefore mechanism does not
integrate the duplication
bandwidth management system and intrusion detection
system for control the service quality such as
reliability, bandwidth and security. We need to
consider the necessary mechanism to integrate

management  system,

proposed system by request of service quality.

3. INTRUSION TOLERNACE

3.1. Application principle of intrusion tolerance

The intrusion tolerance mechanism is new technology
for information security to prepare for unauthorized
intrusion or attack based on applicability, duplicability,
observation and a variety of principle. The intrusion
tolerance technology supports a variety of mechanism
to prepare the strategy against attack with high
technology employing intrusion resistance system and
intrusion detection system.

{1 Principal of adaptation

The application with supporting intrusion tolerance
function must adapt the change of state of system
generated intentionally such as intrusion or virus
attack.



[ Principle of duplicability

The intrusion tolerance application can duplicate
resource such as server or site and change into server
or cite supporting same service in the case of
complexity of network.

[JPrinciple of observation

The intrusion tolerance application can apply their
application by using the state data of system obtained
from bandwidth management system, duplicative
management system, intrusion protection system and
intrusion prevention.

[] Principle of variety

Same computing resources keep same problem at same
time. To solve the problem, we have to use a variety of
computing resources such as object implementation
using different algorithm or different operating system
for providing same service.

This mechanism can use independently but it can be
enhanced its performance of intrusion tolerance
function by using complementary cooperation.

3.2. Gateway protocol

Component of gateway intercepts [IOP message with
transmitting or receiving between ORB of client and
ORB of server and conducts conversion function of
transmittance protocol such as Internet system,
duplicative management system and bandwidth
management system. The configuration of gateway
protocol is shown in figure 4. Gateway component
intercepts IIOP  message
authentication  server  and proper
authentication based on authentication data with
returned data when client calls the method of sever
implemented object.

and transmuts  to
realizes

3.3. Intrusion Tolerance by Protection

The access control is final barrier to protect distributed
information system based on network. Generally, the
middleware is implemented using access control with
policy oriented defined in COBA. The intrusion
tolerance security mechanism is realized the security
on service quality with confidential object containing
ID and privilege content as shown in figure 5.
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Fig. 4 Intrusion tolerance gateway
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Fig. 5 Intrusion tolerance security mechanism

3.4. Intrusion Tolerance by adaptation

Intrusion tolerance system can change and watch the
service quality with available application. The
application has to adapt the system instead of fault of
system in the state of degradation of service quality.
We have to separate the function of application by
implementing middleware with intrusion tolerance
function that can be applicable to system. It should be
define the quality of service of application, obse-ve
and control the service of application. To develop the
distributed information system, we can carry out their
work by dividing their role. developer of application
for implementing client and implementing objuct,
developer of middleware like ORB and developer of
service quality. We can consider some kind of
adaptation strategy to maintain service in spite of
cyber attack.

First, we do not anything. Second, we construct
system that the cyber attack is impossible. Third, we
develop application that cyber attack is expected and
can be coped with some mechanism. Fourth, we
develop the application using mechanism with
applicable to cyber attack. First strategy can cause
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systern fault in case of occurrence of cyber attack.
Second and third strategy is not reasonable because the
possibility of cyber attack is not expected. Fourth
strategy is most reasonable. As shown figure 6, the
implemented intrusion tolerance system is realized
using  duplication

using adaptive  mechanism

management system.
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Fig. 6 Intrusion tolerance adaptive mechanism

4. MODELING OF INTRUSION
TOLERANCE SYSTEM

Intrusion tolerance function is described with system
and external surroundings.[9] The function of
system employing important function is represented
with service workflow. We also extract the function of
intrusion tolerance by description of intrusion
workflow with function of applicable to external
circumstance. We have to implement intrusion
tolerance system based on external intrusion
description and analyses. Also, we define and design
an essential service for durable support despites of
external cyber attack. The process of developing
intrusion tolerance application is shown in figure 7.
The process is divided necessary service, analyses of
intrusion detection, design and implementation step.
The workflows have a necessary service
implementation flow with a series of system
architecture components. The work flow represented
essential service composes work, information and
decision.[11] Execution flow shows the workflow as
architgcture component and data as information.
Figure 8 describes defense, detection and recovery
mechanism in intrusion scenario.
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Fig. 7 Modeling of intrusion tolerance strategy
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Fig. 8 Modeling of intrusion tolerance strategy

5. IMPLEMENTATION OF INTRUSION
TOLERANCE SYSTEM

5.1. Application system

The main purpose of implementing for intrusion
tolerance system is presented the practical methods for
adaptive mechanism and integration method for a
variety of security mechanism in middleware layer. To
realize this mechanism, the stock management system
with intrusion tolerance function is implemented. The
functions of client have log in process, function of
request process and log out function. Server is
implemented to provide stock goods DB and stock
management service. Figure 9 shows the configuration

of system.

Middleware DB
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Fig. 9 Application system

5.2. Applied intrusion tolerance system

Commercial application and operating system is
generally used in case of construction for distribution
system employing consistency of service. Because the
use of commercial products is less cost and effort than
develop of application server. But commercial
application server has a lot of vulnerability for
security. To solve this kind of vulnerability, we use
interface as software layer with security function
between application server and client. The security
interface is realized by intercept a message between
client and server in interface layer. Figure 10 shows
that the realization of security uses the encapsulized
LAPPER with API of application server. Therefore
client receive a service of server using lapper and can
change and inspect all messages with transmitting and
receiving. The commercial product can have a security
attribute by constructing lapper with security function.

Client v COTS Server
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Operating
System

Fig. 10 Software LAPPER

Figure 11 shows the changeable configuration with



intrusion tolerance function The security mechanism
uses intrusion detection system and access control. The
object of state management with intrusion detection
system and interface role of access control system is
implemented using LAPPER object. The function
defined agreement object with time delay, access
violation and intrusion detection mode to estimate
service quality level. Application mechanism uses
server with authentication and server without
authentication server in repetition. Object of agent is
designed to transfer requested message to both in the
normal mode of service quality level and without
authentication function server. In the case of access
violation and detection mode, the object is designed to
transfer requested message which carrying out
authentication function.
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Fig. 12 Function of agent object

5.3. Comparison of implementation between
application layer and middle ware layer

The problem of implementation in application layer
with" intrusion tolerance function does not divide
business logic and intrusion tolerance function. It is
not easy to change the program, extend function and is
difficult to keep maintenance. Figure 13 shows the
configuration of implementing intrusion tolerance in
application layer.
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Fig. 13 Intrusion tolerance implementation in applicaticn
layer

Figure 14 shows configuration for implementing
intrusion tolerance function in middleware. ""he
advantage of this system can implement intrusion
tolerance function by dividing business logic. We can
establish the application with superior security level by
operating their work in separately with developer of
application and developer of intrusion tolerance
implementation. Also we support the toolkit for
developer of intrusion tolerance implementation &nd
enhance the productivity of software. We can use the
intrusion tolerance function in middleware type e¢nd
can implement easily intrusion tolerance function by
plug in. They provide many advantages to integrate "he
system with different intrusion tolerance system by
standardizing intrusion tolerance function.
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Fig. 14 Intrusion tolerance implementation in middleware
layer

6. CONCLUSION

The intrusion accidents reported recently have an
attack for application of system with not providing
normal service.

Previous information security approaches are aim to
resist infrastructure such as hardware, operating
system and network to protect attack of application. In
this paper, we have presented an intrusion tolerarce
system that can service application in spite of cyber
attacks. The proposed system is based on the
middleware by integrating security mechanism and
separate function of application and intrusion
tolerance. The proposed intrusion tolerance system in
this paper can enhance the reliability and safety to
survive a system in violation accident.
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