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fib validate source (infomation of a recived
packet)
{
key.dst=src;
key.src=dst;
get device info and rp filter info
if (!lookup (key))
if (result device !=

goto error

the device of the received packet)
goto error
else
return true

}
(2" D g=529 #99 7879 IP spoofing# 2] &<

19 13} o] fib_validate_source() &0l A=
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2.3 7€ &% AP IP spoofing WA 7|&
2 Ao @A IP spoofingS WA8t7]) 3] A
¢t¥l TTL based hop-count computation 7]%,

TCP specific 7]<, Automatic Spoof Detector 7]
A F(5,6,7].
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2.3.1 TTL based hop-count computation 7| &

TTL based hop-count computation 7]<-& U]
EfA AZ 788 & A= 71E=2M, IP gl
'TTL'ZE=E AREST 7] g g
a9 29 2

for each packet:
extract the final TTL T and IP address S;
infer the initial TTL To;
compute the hop-count Hc = To - T;
index S to get the stored hop-count Hs;
if (Hc != Hs)
packet is spoofed
else

packet is legitimate

(¥ 2) TTL based hop—count computation 7]

Y 28] daHEE T 54 Z2E Apol9] i
Zlo] AA= F(hop) v dAsH, e TTLHS
2 % F 57 71EY & e s A5, IP
spoofing® Ao = Z+F3lkthe= W&ot}

2.3.2 TCP specific 71 &

TCP specific 712 TCP A&EAZo +ag
T g 71E2A4, TCP 3y *x3H 'window
size’ == Atg3ltt 28 38 TCP specific 7] <
o &S A

SYN k SYN k
SYN j, ACK k+ 1
Win=0
SYN 1
SYN j, ACK k+ 1 Spoofed

Win = 1024 Packet

—

client

SYN m

Drop

server attacker victim Source

host
(a) AN ==

9 B2g b 37 Exe

(¥ 3) TCP specific 7]<
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Configuration

Thread

Daemon

Configuration é
‘Table—updat Info. | ppar

Binding\ChecH
Check Check
One The others
Network ‘ Filtering Module ‘ ‘ SAV ‘ Network
Interface Interface

Linux Routing FrameworkJ
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MAC-IP check® &, src.-hopcount check &,
Rule-based check EEo°] o i AlLHo
A AFE= SAV checkEEZ FAECT AA A
g BEo dugse 17 59 Zrh
if (P has no checksum error) {
if (MAC IP() is activated) {
if (MAC _IP(P) is not true) {
P is dropped;
}
}
if (Src_Hopcount () 1is activated) {
if (Src_Hopcount (P) is not true) {
P is dropped;
}
}
if (Rule based() is activated) {
if (Rule based(P) is not true) {
P is dropped;
}
}
}
if (rp filter is activated) {
P is checked by SAV, and P is
forwarded or filtered.
}

(2" 5 A4 714

/* MAC-IP binding check routine */
int MAC IP(struct sk buff P){

if ((the binding info. of P)

€ tMAC _IP) {
return true;

}

return false;
}
/* Src.-Hopcount binding check routine */
int Src Hopcount (struct sk buff P) {

if ((the binding info. of P)

€& tSRC_HOPCOUNT) {
return true;

}

return false;
}
/* Rule-based check routine */
int Rule based(struct sk buff P){

Return true or false as the treatment

policy of P in the dbFILTERING RULE

(28 6) AF Ad s

‘j/]z



H213 st=2HEXelsts EHsts2Es =2& MH11Z Mi1s (2004. 5)
3.1 MAC-IP check =& =¥} vl g7 k= Aol
MAC-IP check E&2 #@¢EHE A= A E
o IP F2:9 MAC F47¢) vhelg el wels #aEd
= AHE Mo BE RS WUE
] Aol =l :E 7l = Jﬂ"_ ) HE [1] http//www.fags.org/rfcs/rfc1812.html.
F3t T HolE o it & S Ads [2] Juniper Networks, Ethernet MAC Address
Filtering, JUNOS Software Documentation.
3.2 Src.-Hopcount check Z& [3] Cisco Systems, Unicast Reverse Path
Src.~hopcount check R E& 231014 A7/4 n gt (ErL'z;;zrdmg, Cisco ;IQS Df;fgmen‘i?tii)r}. -
TTL based hop-count computation }'H< 715k o 5] C Fjvm WI_Y vz}.\?a(;r;l.g;n:jlsleipe(} ggga /E-Ioepfp.Cou?t
Arp 4AA9 T 5 9] SER I - L
= Ak AEHC 5 SaE Atele] HEAD 42 Filtering: An Effective Defense Against Spoofed
= W3 o R e B
o & Webb gln dREE dzle] AXE F5 DDoS Traffic,” ACM Conference on Computer
= dAE g A dnE el whet ek and Communications  Security (CCS  03)
 oAzlse FuA P Fas & 58 Ase Washington, DC, Oct. 2003.
Hol&2 HARE 7|¥tog HE 718 ZUYEHHS [6] S. J. Templeton and K. E. Levitt, "Detecting
T "olg e gtE = HgAS Adsith Spoofed  Packets,” Proc. of DARPA
Information  Survivability — Conference and

3.3 Rule-based check 2 &

Rule-based check E¥&-2 ingress/egressell o gt
7l dely AAS o]&F dEHY EEEA,
RFC1918¢ ®HAl® A4 IP(AHA IP)eA] S0l e
A AE Ve S FEsk, RFC22670 A
ingress/egress E o] s &=
Aest== 10,111,

=N

il
T 5

=

= g)
&

3.4 SAV check ¥+
SAV check

= 44

flo r

Fa
olt}. FIBO 7=
ERE P

FE FA

o A+= IP spoofing®d 3|7 & -8 3sl=

sk ﬂ?*ﬂ‘ﬂ 295 2y

6ol A& IPsecs e

2 IP spoofing= WA
Ak AR P WA 69 A
ol A7kAl IP WA 4] A9

Aol ZAL A= 740]&]

Lol W7 ok AHH o AFrojok Fht

O &g ¥ HARE E oA Atd /\]é‘%ﬂfﬂ]
W3 AsHAES T8 Hu HAstE Axd =
ddgS F8sk= A3 7IE IP spoofing WA 7]

1224

Exposition (DISCEX 03), Vol. 1, Apr. 2003,

pp. 164 -175.
Y. Jin and S. Walla, “A Preprocessor Plugin

for SNORT: IP Spoof Detect”, Advanced

Network Management Lab, Indiana University,

Apr, 2002.
M. Beck et al, Linux Kernel Programming 3Srd
Edition, Addison Wesley, 2001.
D. P. Bovet and M. Cesati,

the Linux Kernel, 2nd Edition, O'Reilly, 2002.
[10] http://www.faqgs.org/rfcs/rfc1812.html.
[11]1 P. Ferguson, D. Senie, Network Ingress

Filtering: Defeating Denial

[7]

(8]

[9] Understanding

of Service
Attacks which employ IP Source Address
Spoofing, Network Working Group, January
1998.



