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A7l wiEolth wekr FAAE FA P FaAME
AstA +4S AP 5 vk g, 3T 5 gl
local ¥ remote 317 0 ZHE A} 3 okalcH78].

2.2 IPS¢ A3

Z2a7 AA FEEHE IPSE 9A EHAA
W2 AZZRE R 238 nHE F Ut ol A
Hlz AR FZADOS)elvt DDOS(Distribute  Denial  of
Service) FAH}E ZFa v MIoR AHZFA IPS §

S|EH AYEE A3 IPSe Fa ulF o] ols FH
GRS ol dFAHo] FHA hsAdol Ak ole AA
Ao F&e sHA AT 5 IPSE A F, FHF
AE o] &3 reverse telnet® o] AW ZoA HES %
& fFLEste Aot

ction: Patterns matching

nled Attacker!
%@-
reverse exploit Attack =

Attacker

Server

Server Inside

[2¥ 2] IPS9] 71& +

BN

dabAl IPSe| dEle FAAE ¥4 RS HulH A
9] IPS7F A& HAFSHaL

o] urs A9 old uiZ &3l &, TR H &3
ARE AdEUEA, 9 4L st WHol Ut

TAX IPSE $3T H$ IPSE Qo= ol&d ddte=
ZAdE 3 g F Aok F IPSE ¥ZAAY T ds)
g-&shA AAE e 2 dSWHES T s R g
Z o] &3t Aolth o] remote overflow/fsb 53 H]S:
g dew IPSE 7% H3l 52 T4 HgFlow d§ =
CE AP EE Fx3 5§ IPSE o7 WEES F44
g2Ed &8 FAUSE dEFE Aot wEa T4
o2 Atgo] dta Jdle FAAIF ofd Ui wo] Pk
o]t

3. Ad 7]4te] IDnPS 71 E €%

71¥€ IDS ¢} IPS+= 0S%e] «dub Application®] A /F,
Kernel 71%Fe] IDnPS+= 0S¢ High-level?] AgE 7MX 1
A IDSeF IPS 93-S gt} upEha], Awel Hekd A7)
drA A Kernel leveldl A o]2 74 A sH
(source) 2.2 t-ggtth. 7oAl A Aol 3ld FHoF
(vulnerability) / Attacke] 8= 7] A o= dudgHs
A 33t} o]= Kernelol Al High-level privilege® =
Tt ol Theetth thAl A AT 3ES
g o [DnPSE 2 3 A3 7HA 3 gk
Aol ¥AE A3t A% IDnPSela A& v
IDnPS 2= Aotk Hg HAA leveldlAl 2 %4
(High-Priority) = S2tgro 24 328 Application®]

= @ ogloh 9w FAAA fEFE Aol Age o
oA 9] secure EEC] o]E HAE T A
dA s sxE g AR, AR
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Detection: Patterns matching
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(29 5]9 dxugEF FAEE A 78 IDnPSolAe &  [&F 1ldA & ¢ X 71E ik o ZgAlo]A 7|qke]
A2 938k Bt RE(Secure Module)ol A 9] H28]S % IDS/IPS T2 138 94 £971 AdE F dE 71540
i ol won ofZezlol e Wi Hebho]l &l WA ety
[29 519 dagFadA & & dxo ¢z Hgas A S o] 83 HAH I 50| rootd 3 FEo] o]FofA 4 9t}
AellFe EﬂO]Eiﬂﬂol*«l g 2E9 st #4133 wFle]  wkdHe Ad7|Rke] IDnPSc AdolA F&stE WE o
&S Black Liste} Rlagtt) o] A olgpd Adfsly & EA Zdo daf 4 £95 A" & = Adojx Argx7}
2 ey dAH APAcS 2 g Ad FHHA  oAus AP 539212 wf w2 kA kil o] & Ao
gtd A" AP Este] MEYA Fe] FA HAH s g 4 9l o] ujE 71”71 ko] IDnPS7F 4yt o Z 2
o] A3l IDS/IPSSl M8l S48 AL B4 AT wehA 7
'?"f,g?gostg;mgcukﬁsggH) . ”éﬂf’!l"s‘;;ﬁ‘é’é"‘ g 71Nk} IDnPSE FHoFd T3 vton o}z 74zl Uit of
Aol aARY Fol HeatAE %
S

s ! Grammepoct st 6. =2 53: 3?_ a3
i Ad e DPSE A¥e WE ASuA 9n Fad
MH[M RnAv 287t AstE 4R replace TOoEH = 7F
P A% 2 we AYolug-ing FAT 5 Ak o] BEY
e s [_owaen ) [ pomnons ] M4 2 AL rotehs A AR A A8 A
[13 5] RE9 7% d E(rule)d] weh Axdol] 9SS F= A9 SdEA
=t} = 25 2= (Detecting Mode)’\] o] gsol thal
=2t A, dolguols Avow A AT BE
if( mod_str != NULL ) { // €#% dH& v AAaMFx 2D 2o rules F7F & £ glon A5 oy zZga9
o frES vw, wE A (Web, GUI Application)¥} 9%5o] 7}s3slt). o] A=

for(i=0; i<BlackList; i++) {
n = strncpy(mod_str, (char *)BlackListlil, // &4
3 71 &< Black Liste} vl
sizeof((char *)BlackList[il));
if( 'n ) {
return DENY;

= 3
T

}

}

if( 'Search_in_DB( mod_str ) ) { // ©lo]& ulo] oA
o] A
return DENY;

}

5. Al&d "l £4

t5o] ' o EFg Aol @A A IDS/IPS <}
7@ 71dke] IDS/IPSE vl gk Aol
[ 2] Al vas
LI IDS/IPS A4 7]kte] IDnPS
Interface Application Kernel Module
Privilege General as ROOT Kernel
Priority Middle or low High
Known Intercept owner privilege by | Impossible yet, nothing but it
vulnerability SetUID has a serious problems
Exploitable High Impossible

Report Hacking possible Impossible yet

Weboll 4o Ael= Linux ¢ Windowsell A1 9] Qul of =g

ﬂ]‘ﬂ”c’i Asol 7hsstH, EEe Alswl 2o et
RE WELE Web interface® &3] @2 4ol Az st

& ?‘éﬁ}Mﬂr Web ¥ 4yt o ZFE Aol AR Webol
e de A34E TH B3, A8 oAl AdAE Al
oo} Autel] tidt g E rule-setS T &I Al 2wlAo
FV/ A/ 8E s A AT o2 o Ao & 3
A= System Call Hookingg ©o]&3d t©& FeEoz

replace’} ¢} Kernel 4~ AHAE
TS0l B = Flojt}

73] Secure OSE

ZINEHEAE FolETE Al~" dig kg FHAES
A&gtr B yol7l secure 0S¢ 7]&dde] 7)ot
7] o) gl ok
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