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deleteDuplicateAlerts( ) {
Sort all the alerts by Creation time in ascending
order;
for each alert
Initialize Queue;
for each alert among next ones within 1 minute
if (Classification name, Source address, Source
port, Target address, Target port of these two alerts
are equal) then
Put this alert into Queue;
endl f
endFor
Delete all the alerts in Queue except the earliest
alert
endFor
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mergeSimilarAlerts( ) {
for each alert
flag = 0;
for each Queue in memory
if (Creation time of this alert - time of Queue
> 30 seconds) then
Create new tuple;
Store this new tuple into DB;
Free the Queue;
endl f
endFor
for each Queue in memory
if (the attributes of this alert and this Queue
are equal) then
Put this alert into this Queue;
Set Creation time of this alert to the time
of this Queue;
flag = 1;
break;
endl f
endFor
if flag == 0 then
Create new Queue;
Set the attributes of this alert to this Queue;
end| f
endFor

&
o
o
)
o
o
f
offl
e
il
K
Ak
N



M213 st=282Xss EHS=LHEUHs =28 M11A M1S (2004. 5)
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Initialize Queuel, Queue2;
for each alert among next ones
if (Target address of these two alerts are
equal) then
Put this alert into Queuel;
else if (Source address of these two alerts
are equal) then
Put this alert into Queue2;

endl f
endFor
Store correlation data in Queuel, Queue2 into
DB;
endFor
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