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1: 7= Store log L in table T

2: G{H}:= hold count of attribute value in generalization
hierarchy G,

3:  forall alarms a in 7do alcount] := 1 // initialize counts

4:  while all a € 7: a[count] < min size do {

5: Use heuristics to select an attribute A, ; €{1..... n}

6: for all alarms a in 7do //generalize attribute A,

7: for all attribute value of a[A] do

8: iHG[H = 0)

9: alA/1[V4] := tather of alAJ{ V4] in G,

10: GIHA = GlHd - 1

11:  while identical alarms a, a' exist do

12: Set af{count] := alcount] + a'lcount] and delete

a' from 7
}

adg 3. FX SH2€Hd dae

aly

ol Be £ dutg DACAH AHEHE oz wok A A

485



20044 x

FHARAGY 718 g

HE=EF Vol.31, No. 2

ZE 4o sy =28 duig AFlen ¥ AS 94 a2 =
7} 2 AAAS g AHEA ok wof duksl A7zt g
€ =29 HAASF gto] 0°] obd F ¢ MEEg ] dwsrt F
st FAHA FUSE Auigez, MEER IVt F
YatA JAWE o 7tA F Yo7t A& MBREL oM dEHE A
2 &0 kel YutsdAst 84 eE7A] JYsE T 710
2 gk olHA AAAFE T oliE [(2¥ 2-bl9) ddA
St go] AEET ) o7t M2 g FF Holrt & xEolA
%”‘E}E A2 &4 grol WEA 49 AR dwg Ho st

e “‘71 Agolct ez Ytz A4 Qe woig A
Z1741 2 14 ZFaAH oA o7} 71 A& x=oA Uty

*l%}ﬂ &4 3ol o A= 8A AXNE FAA A B
o°}'7'“ 4.

{23 3] 9 Zﬂ*l% dndFE o] &3] [I¥ 2]0 A S

2HY & 7‘"53"2 > (B 419 2& 282HY éﬂrﬂ "24"*%
t} ol & Al o] MAE ¢nAEE o) Y& AR &
dndEFS *125314 Zol7t & =7t EAge Jd AF
Sol H8¥ A% PAHE BEG YR YA ¥ 5 9L
2 % gk
¥ 4. ANHY QufEFE §F FeLHY A
Src-IP Dest-IP Count
ipl MyCompanyIPs 30
5 484
Aetd duelE 4% H7HE Hstd (2 4-alsk 22 7}

A dENZO ta) $2 24712 snotd ol §stel 7HY FAL
ANgozM o7 52,946 7ol Arol the) FelrEPL A
Aatgich Aol e 1YL A3 A8 SHE R

Source 1P, Destination IP, Source Port, Destination Port2]
Lﬂ 7}1 &g AgEgi. ol AR i AsEE

B [0 4~ b]E AbE BH A Portd] A%
5 4=

P2

(2% 4-cl& AHE

ANY-TP

N

DMZ Internet

/N

ipt ip6 ...

FireWall ip3 ip4

FireWall

ipl ip2
b) 1Pl A% 7 AT

a) 7M¢ M EH=Z

ANY-PORT

PRIV NON-PRIV

1., 102 1025 . 68535
¢) PORTS] o Aid A=

Y 4. 7 UEN IS A AFE

1sch«] dnES ol &AL vt
+9 @ﬂ} HIJL vebdTh A9

A B 4%e vHg APeER

(% 5]% [& 6]& K. Jul
Alre °‘W4%% 1%%1—%
1 2%l

ANE RE T4

Src- IP7]' internet2 2 ¥HE A& I 4 Qo). AnE %ﬁl
& F AFol A AFES BFYo| F2EH J}S
7‘] %E g 309 E2EE F AL BT S &+ Alq'
Wt AW R Fe2E e Fg 7|E B B$ Dest-IP 4430l
ANY-IPRA 74A 4uvst © wha Aghg walel 3% puz =
A dxrzlzt 4E A 84 & F o T3 S 2H W
E3d R 7 A" Aol o 2 AL gd ¥ £ e
b o] 71& Walo] v Egadt doleist o 44 THHUS
& oujiit}, & 7|E Wale] B FA9 BRI} Internetd] 73
E%E vl Bl S AE TEEY wf ol JJAE WA 1)
8 A2 dBAl F& AR F2HUd Eo| XFHULE
or 2 oln}

¥ 5. K. Julische] da3EE 0|43 Z2HY An
Src-1P | Dest-IP | Src-Port Dest-Port Count
Internet | Internet | NON-PRIV 80 9673
Internet | FireWall | NON-PRIV 80 8315
Internet DMZ NON-PRIV 80 8235
Internet | ANY-IP | ANY-PORT | undefined 9414
Internet | ANY-IP | NON-PRIV | ANY-PORT | 8107
Internet | ANY-IP | ANY-PORT | ANY-PORT | 7856
£ 6 ALY WAl 98 2H26F 2%
Src-IP | Dest-IP | Src-Port Dest-Port Count
Internet | Internet {| NON-PRIV 80 9637
Internet | FireWall [ NON-PRIV 80 8315
Internet| DMZ NON-PRIV 80 8235
Internet | DMZ | ANY-PORT | undefined 7371
Internet | Internet | ANY-PORT | ANY-PORT | 12545
6. dE
B AFge 710 AAE AOIE $83F ALEAA~H
2B 22 7Yl =g guist £AE Mdst
%’4‘?_ “o° Fe AA] agg. AE dARE T € & AxRel

13|
71
MM nEgo] 71& dngFo wig HEd "a?”hi} A
g o agdoz AMINES & & A9 AFdME HF
31 7H‘:§ AZE7L el A48 M4 st AY AR
A6 dF Ad AFTY EFYAY FTrEE F ¥4F
ANE dudEe o 2449 ez wagt st #A
9o ¢xaELe E Felg Ad AZFEDS JHAHsz Jes
2 33 o= e vaygH Mg AFE £ FEE
A=E duEF Mol gasicl

7. %31 £3

[1] K. Julisch, Clustering intrusion detection alarms to
support root cause analysis, ACM Transactions on
Information and System Security, 6(4), pp. 443-471, 2002
[2]1 S. Axelsson, The Base-Rate Fallacy and the
Difficulty of Intrusion Detection, ACM Transactions on
Information and System Security, 3(3), pp. 186-205, 2000
{3] J. Han, Y. Cai, Data-Driven Discovery of Quantitative
Rules in Relational Databases. IEEE Transactions on
Knowledge and Data Engineering , 5(1), pp. 29-40, 1993

486



