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The Design and Implementation of XML Digital Signature
System Using Java Card

Chang Bok Jang+, Dong Hyuk Kim=, Eui In Choi*

ABSTRACT

As developed wireless internet and performance of wireless terminal, E-commerce of wire
internet move to wireless internet. This E-commerce in wireless internet environment called
M-Commerce, recognized user authentication and data security as very important technology
such as E-commerce in environment of wire internet. So authentication technology such as
WPKI and Hermes system and XML digital signature was studied. But WPKI is difficulty
to implement system, if authentication system that consisted in WPKI environment was
heterogeneous. And Hermes system is not interoperate to XML digital signature system. So,
our paper suggested XML digital signature system baed java card to interoperate among the
digital signature system, to apply XML digital signature used in wire internet. Our system
offer XML digital signature in wireless internet, can interoperate among the XML digital
signature systems.
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public void process(APDU apdu)
{

BigInteger Sign_Result_ R = G.modPow(k, P).
mod(Q); // R & A4t
Private_key_R_Plus_h =
Result_R.multiply (private_key).add(h);
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(Private_key_R_Plus_h).mod(Q); // S g At
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Temp_Sign_Result_SS,
byte[] Temp_pp, bytel] Temp_qq, bytel] Temp_gg)
{

BigInteger W = Sign_Result_SS.modInverse(QQ);
BigInteger ul = Verify_hash.muitiply(W).mod(QQ);
BigInteger u2 =
Sign_Result_RR.multiply(W).mod(QQ);

BigInteger vl = GG.modPow(ul, PP);

BigInteger v2 = public_key.modPow(u2, PP);
BigInteger v = v1.multiply(v2).mod(PP).mod(QQ);
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