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Design and Implementation of Hierarchical Patch Management
System Supporting Global Network

Jung-Taek Seo+, Joo—-Beom Yun*, Eung-Ki Park+, Sang-Won Lee**, Jongsub Moon=x

ABSTRACT

Operating systems and application programs have security vulnerabilities derived from
the software development process. Recently, incident cases related with the abuses of these
vulnerabilities are increasing and the damages caused by them are becoming very important
security issues all over the nations. Patch management is one of the most important
processes to fix vulnerabilities of softwares and to ensure a security of systems. Since an
institute or a company has distributed hierarchical and heterogeneous systems, it is not easy
to update patches promptly. In this paper, we propose patch management framework to
safely distribute and install the patches on Windows, Linux, and Solaris client systems.
Besides, we considered extensibility and hierarchical structure for our patch management
framework to support large scaled network environment.
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[Appendix : Screenshots of Implementation]

(29 3] #A AMu wjy=|

et ¥ 8

e SECURLEY

= WA

[:L€ 4] s3] 33}01

- 203 -



A15] FmAloluH AL AR AT TRAHI (20045)

Y
19094 D UASHE 2 FE (o A
20018 HeTheE 1 FEF I FHAD
20019 ~ @A FARAINEATE
JuuZATY A7

¥

ut g 7|

2 1986\ £ ohstE A A et 2H(&HAD)

1988\ Fobth st A AHA A sHah(4 A

1988~ 1909 BFHABHATY HYA7 Y

20004 ~ A FARIIEATL
AREFATE HYATAED

of 4t

o

20039 melvhsta A @
B 0B (A
2003d ~ nH U RS

Betel (HAHeHA)

21
[236] Sete]dE 2wy A4 (Windows)

1981 d AMEdgn ANFAESH
(&A1)

19833 AMgdigtn AEAEs
(A AH

1992 Illinois Institute of

Technology (3A})
Hg e HA 2 ARFTER
A w Arrsusty 4

. Nsw@OOE B

1993 ~ AA

A
2~
T

Rl et
kd

(28 7] SholdEd & A (Windows)

oy

u

il
MY
1999\ FFUNShL 7 FHE T H(F A
20014 olFoista [ FHE B EIH(F A
20004 ~ AN FAARArEATL
ARRFATE AYIT7Y

—204 -



