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ABSTRACT

Virus protection infrastructure management is network infrastructure management,
traffic route management, virus protection zone expansion, and virus protection
management for gateway area. This research paper provides a diagnosis of
characteristics and weaknesses of the structure of existing virus protection
infrastructure, and recommends an improved multi-level virus protection infrastructure
as a measure for correcting these weaknesses.

Improved virus protection infrastructure filters unnecessary mail at the gateway stage
to reduce the load on server. As a result, number of transmission accumulation
decreases due to the reduction in the CPU load on the Virus wall and increase in virus

treatment rate.
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1. A&

9%y COMPUTER VIRUSE 7|3 02 B2 A5351n gz 398 x£3 g% 255
t FAold, ¥y oz e VIRUSY WORMS t¥s zgdoz Hastugit. s 7&@1
#)x)= COMPUTER VIRUSE 243,GLOBALE3F %314 NETWORK A= HE elxn
Azt g Ez A A F P L 3 &4 021

VIRUS FFAl9 dub3Ql dii= WA 4AFVIRUS d§ VACCINES sfEsted VIRUS
WALLo 424 engine$ updatedts Holoh, o] Wyo] 7l¢do2 e FUg tiA
et olAwt o] WY AME EAE ddAH oz HAsts BHL oyt 2HTE virus
g TEFoz AGY F U 7l ALHY virusHEL FTH2Z AAsE Aol ¢
79 & 4% shtojc
a2y FEEYHARE M Zdel o] & Fdol ddHE iM% d BRI AF
virusLE dFAAE F4E virusg AH S pcE oM FE5H oz AAE A&t 7B
RAE FA EodUsts $HoE Hgd dstn Qi
o] 2 WHEL JI&A UA7t ofdet HANA e} B E T APt B AT
Lo WHAAGTGANM WAz FE Holth F virusFF AR o
T e #odzas od Fx& FAFHYoF stertd A ditE A7) fE Ao

£

]E A8 g AFEE R e gvbEQ WA A 2o dAF HAHE Adsn olg
AR & e dAo2N JHE FFAAE AT £F EAE BAAAS
configuration, mechanism3lill A= o= AEY AHax} Jehdzn Y& 243590}
Atd wEgde 71EAMEL Wstd A= wstd WoldsAA st Hasite Aol

¢

429 virus HEREYYL YFvirus®] 71€3d GFEH JFALEY 7P g

of WHANA =G 7pAAn FAHE FEg tdA LDAAA =z AFo] AvA BA
1 Hojo} &2 o] d7E T3 d¥snA .

2.1. Infection Mechanism

2.1.1. AR AR

virus®EAA FF Al ZAAFE gehd FolEtz $dFojer & A WA Aot &
g JZ viruse ZF olF A 2 ALdvt HAHE LA HE virusAFIHS
4ol Qe AkHE WA ot shof ek,

® Users Computer
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desktopd] local drivers7} EE Z&9 viruse A9l FHeFslt} virusZ g2 floppy
drive, email, 1819 downloads, *18 %2 macro-enabled application 5& %3}
local drive®2 AEgct ot olug}l file server, Http based web traffic. Ftp
based file d%,CD-roms, synchronised PDA data%o] o]0 & A Ht},

® Local file server
File server?] Z£%%E application, file print server¥22 BHF5=d thakst
types] viruses®] AFH} FAFALEZAN AEHI|IVF wE Ha e ARIieTh
o2% thfdt virus typed #F=2A 44" 4X 7 Bohdl¥E filed} print
servere ¥ 8 Al desktopg &3l AHEAF A& L& filesE ©A BT dn
g & otk addH vlE o] AYE] virus coded Al A F4o A
FoE AFsHA He RAolrh

® Email SMTP SERVER
email server® WEY A gatewayo] HlX=Ho] JF ANxrloz {4 H&d+&
email traffic® 237}, Email Servers SMTP, Lotus Notes/Domino, Microsoft
Exchange Z& protocolX 9L ¥retl Email traffice W& systemo 29| FHof
9 virus FFA22 i1 vt €49 ZE " email document’t SMTP email
gateway® T 339 A =39 desktopl ZFol TA st

® Email $4A4H
email AWM E email header? “to:ol] 718" $£AA T4 FLRE AME F
mail®] W&-E mail boxd] AAsts &L 3= servero|tl. SMTP gateway S
3% data®et o}t internetll ¥ FFAEE F8 mail boxol FAE R
T odd £ A& d4gAol W 52 AT Folth. Mail box o ojul HAH
o]glE  letterE< scanningZ]deol FHEHI|IZF olHz AlEA] & file
forward, open, reply, uses ©1d F$9 A&z ZPdch

2.1.2. Virus 85714 29
Z+E infection AEE target systemWo] AFo] HFF A coder AHEAY 43
I FAld BFE AAT AEG virusE FodA AY FF YMES e A
3 8 M AFHQ FA odd AFviAe} T2 AR EH Zd"
email, LB H FHFFUALE, 289 web ServerAlgd Fo2 Hz thdd} Hz Qo
o A GuiA AMEA
A2 Al virusell 299 Z+E CD_ROM, Diskette® computerol] F&ala A3 Al
of AEF viruse 5L JAIF

® ApplicationT 223 AL
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EY AAY 22388 read® A¢ TP YH embeded ® virus module,
£ routineel] &3 &F o} JAE L.

® EmailAl&A]
- emaildll ¥4 readme.exe & 43 A ZFdd).
- outlook Express®] 7-¢ W patch® ¢ & F-¢de g B71'E click &}
A gozx a9y

® T file AMEAl
- read/write AEo] FHE A2H fileo] 0FE A4 A A] BEE don

® WebAlgA|
- iisHFHE olfd] odF web serverE patchdtd ¥g A$ IS WEB
SERVERAHAl Z@d €t
- Z¥¥ WEB SERVER®S ‘HTML'HTM'’ASP file A8 A 7@€t}

2.2 Protection Mechanism

2.2.1 Anti-virus software

wo] mechanism2 anti-virus technologies, protection infrastructure, managements 3
Y Bok2 oA virus®am Aol AHEE= software). scanners AR}
AX H53AY EE on. accessAOZ rundtY scanningg FHFT. ode
scanner® DOS.exe - FILE, Windows NW/PE files% o2&l £Fo A3 file, Mime-
encoded file formatF9] £40] 715 3ltt. 279 EL fileo] drivedl] 715E o virusT A
BE AA checkdtc}. o] 71H & WHRAE obF P51 ¥ ALEAE] desktop?] home
directory®l] @3 filed AFA FEF sFEch £ st WHL fileo] serverZHE ¢
< W9 virus 270G olth of WHL v AEH ALRAE] AFHA YEE HFE FE W
A o] 7| = gt

2.2.2 Virus wall

virus wall2 9 anti-virus softwareE 9vldte A0 2A will scan emails and their
attachments as they enter and leave an organization ¥ # ¢ ¢jnd] B33 eEdd=
virus #¢E B0z wiAH software = software®}t hardware@ et &, software
U0 2 network gateway Avlo] AAH AV T AL server Ao softwareE T35}
E Yot} Virus wallZ W3Rl B2 T RAA JE2 EF5E traffics B
&te] virus 7} A5E packet JEE APEn, ToF virusyt BAHAE X5 F B E=
dropAlZlt}. Anti-virus product A|RAIEL gateway 8¢ softwared] virus 7%
module & HYsAY T 7129 virus scannerAF L A A8 virus wallg TAIFCH

Gateway softwared] 4t)= & anti-virus software®}t scannerd] zlo|d& AAE £33}
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o

= traffic® packet B9 E filtering 3HHA A9} A&, drops FH3He H2loli, &
9] AL filtering®] obd packet sniffering 49| traffic monitoring 71 el F2 A&
g}
2.2.3 Protection Infrastructure

wolol X gl network gateway T3, serveri3t, clientFHo.2 3BAR AFE I
o] 9lt}. Network intraneto]ut LANT R0 wtetd RUEY I 9} exit pointol] virus
wallg AR #c}. IntranetTZ7 BA-AA-X A0 2 AFSHL WY peAtdo] T4
5000 ol FEY A% virus wallg WX sted WX P L fire walld] WA 7|A
U EE virus wall AEMHE T Pyolt)t. Gateway 3t virus walld HX 3=
olfE BE 1M2AA WF network AMRAL tF FAJ sHsda firewall 9
packet filtering 71%3¢] combination& %3 Z¥§ Ad7)Fe] 7537 oot
network 727} 272 4 Z$+E PCEHZ F9& 42 %

S ‘»@Q T
Ticel (74 - “intemete——
o : m..wz%;’% i st

Tire2 4 ; ;

Tire3 [ 4
(2¥) Y¥+FE Protection infrastructure
2.2.4 e Azt

viruso] A3 dgAxtE $4 B0d virusE file system® Ed signature® &% 3
o] & BAM3lo ul§ vaccine engineg /', © Psystem? virus wall engine® updatedt
th, Virus walllAE Z-3Hrafficoll i3 packet®9 scanning & AA S virusel T8
® packet? virusE A 2EFAY EE= dropdtth. B} gatewayol] virus wallg FBEZ
R 272 VMEYI M2dY Bolle /ME pcDAE vaccine$ downloadsdts] engine
€ updatedtth. AT Akl virusWE AL 123 #E94Q virus wall® B33 virusE
A} peAtdolA AAZRGez 23 EE AAsY ZEE ITHYEAE FA E449
7t Aol A, o] WAL J&AH dAHI|IETE $H A managementE ¥ 3l
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BAE sdsts Lok wetA virus B Al 13} B go] £ o|F 9 23 Hy o
= T dEANY A ol D virus 23 G7AF 1%, 2
de] Fade A9 §9% ahgel Ha e

® A:vaccine engine N 717t T ZEEFHA
A% virus'B A A], vaccine engine 7 24 ¥ e s, FHAAINAA AF virus
E ooln] Resg MENIT W3S Fastd A= ZHF a4
AT Hojx o] JjE 7zt FE opFd WAFA I Y Fgy] dejolt

STEP1 STEP2 STEP3 STEPA STEPS STEPS STEP?

® B¥:gateway T4 Q) EAR A ¥&
U E 9 A4e] gateway oA packet filtering B89 virusX & & A A] waffic A2 ©j#
UZEA A28 a2 zlols} QAT 753 45ds dFF] Hero] Lefict o
£ Giga bits £E2 E33HE packets Al 3] sniffering®}2] 9] packet inspectionZ X 2] A]
A7} dataloss7t YAFE T3] HEolct
® C3¥:gateway T3t 914 9] web traffic #F
gatewayol| A1 2] virusZ A& 54 SMPT Z2EZ-Z A48} email packet &
3 olf= AEHOZ email vius T AF7} virus®) Z7)|HH patterno] 1022 7]57}]
o] AZEHYUL emailo] 9 ZE serviceo] e AM3} AT network performance’d
A5 AsE of7|1E F 47| WFEolth Z18jy HTTP waffic o] €53t sl gl &
Ao F7ANA webZ 3 A oF & Aol Acltojrh
e DI: JEZN URA S AF vfAE FF #E
JAEFGY WRAAE N 2 FECD, floppy diskE T HEL gatewayTHE 7
22354 AP o] AL AFLEFE BE server £ peolth o] WAE T 2
2 x3 99 ¥ F worm virus®] A$ WEHA BAE 98 Foz A gatewaydol
4 mechanisme HF 2 313 Y= 4utd S AANA T & FgHo= dF H2
1:}

ﬂ?‘.‘;

2

I~

Eh WAt o S

A - DE $YR90E AEAY WHE AT vinsE WEEDBAIUE A5
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AHE worm virus®E WED FEEYE AEsleE 3 outbound traffic & FEF AP o=
gateway 4 session& F7HAI71 1 gatewayE FE 3 Aoz WEYI AAE vlujAlAS59)

o,

2.4 o] mechanism’}2] &3

AA, server, PCE 239 2943 A4 WA zoned server, pc2 A7 Al7|BZA
networkdt K& HE virusell |3 Agr]Fol glck Folndx (2 woigs SAPAY Y&
ZAO = server, pcoll AE3 viruse] AEH WE B4k Al AA9} 2L server, pcE Ao
2 gt= 549 AN DHAARE FEA ddo] oyt

EA, Network traffice TCP/IP A8]= B2 EAo] Ao]sla, Z'—r~ pattern©] 40| &}i}

vaccinel] ol¥F F st & G NE T g AT AAA o] HA Rt
AR, 71E0 LHAAE ATAHALE email visTANHol] 2H L LE22A email 0199
El virus 4 20| digt 27E 235 EEcl
® Web 7%
® File FHUE
®  CD-ROM, Diskette 5 W5 wjA 24

EdAz 229 72+

AA, 7189 clientd -2 troyan horsed T 715 E = SAcode FEARE Atdln
A& 5}5131]“‘ AFHE Yeh A, Aedd &S FEHA FH L packete]l FYHAY
hacking”| €€ W FEHZ A= viruse A Dol tiFk ZA 7] %5 0] glof Betdk Alejo)
o}

A A, W infra B E5HAA BQ Alvlt} solution =Y, AA = dl-$atn Qo) 2834
infra®@ 2] 7} o] Fo] Xz B&t} Z+F server, pe, application network2 7|2 02 dAF o] gl
o @2kA 2} application®l] thE A HHo 2= A} A5 & viusE B 47

e,
3. WM A

3.1 AL

BeEkE virusdF patternolE W3tE wddgo] HEHojor Ik olE 94
infrastructureg A Z& 879 &% ¢ J=ES 3311, infrad} technologyE &
€392 combine®tl 1 W&E infra?ZYA A AA BEAR F pdsd,
scanning tool?] &3 WA E E3 real-time W I AA FA4 Soz goHn) RA=

AANAE network infraTR. trafficAF 42 Wzone, gatewayT3+ Wby,
server AW, anti-virus softwareT4] T4 /A4S A gsic)

32 ATz WE
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3.2.1 protection infrastructure 74

exit point A R¥ firewall T2t serverT3t, client7o g2 39AZ AFsd Fx4)
web traffic, email traffic filtering & ¢33t gateway s W29 virus wall#HE
Z718le 59Ale] "ol & FAlgch Gateway WY TFHE F71EE ol §E Web traffic
o] FFate FAHA virusHY TS A FUF Fo2AM IR &Y FHoEE 4
719 AGEFNE A& F 917 WEole] SMPT gateway E3 oh#F email F49 HEAH
5224 B9 gatewayTteZ AMA S network Q) Aol Add Farst Yot o
FY3AYF virus walle 49 AFH virus?] UYERFES AD3lE 7|522 =g U

& A

322 Traffic 27242 43

Network TrafficS 729} uwel AEFFEE 27) Ad= FE3I2 2] wel protection infra
F2& @48 g FEHE wafficd 2 WY internet THE DMZ F-ho|th WA UE
internet T+ 2+ 2| ¥ A &AM FF A}EA7A] o] Exterior Router -> Web switch -> Firewall
-> Web switch -> Interior Router -> Servers -> Client 0]t} DMZT-3H2 9} 5 3 43 o)A DMZW o)
+8% Z}F server 73+ 7FA 2 A] Exterior Router -> Web switch -> Firewall -> Web switch >
DMZ-> Servers 7}%} o] t},

o Traffic 2FAZE

T3t Routing | Load Paket Virus Load Routing | destination
Balancing | Filtering | checking | balancing
Intranet | Exterior { Layer 4 Firewall | Firewall | Layer4 Interior | Intranet
router switch switch router
DMZ Exterior | Layer4 Firewall | Firewall | Layer4 DMZ
Router switch switch

3.2.3 Gateway level &4 & 4 A}

gateway level mail gate, web gate/ internet proxy7} 1t} virus® o= 2.9 site2 58 FUH
= traffic filtering®] v]¢ F 23t} viusZH O R HE daaE B E37] HAAHE visst U E
H3% 94 F8AHR =GEr] Aol AAIS=d web wraffic? SMTP taffice tdoz &
ot SAC oad dutA oz AA wafficol A A BHE HIF L web traffic ©] 80%, SMTP
traffico] 10%2 Lebdrh wahA o] T B/ Y wafficoll sl AL EHE At P
virus 293} performance B4 T 7FA] ™A o] 2183t}

Gateway 29 el 7)&8 7152 filtering”] 50lth. gatewaydllA A& & & filtering F
& virus filtering, contents filtering, email filtering, file filtering. spam filterings 2 &
T2E 4 dr}l. virus filtering® packet@HE virus ZTEAHE FF 2HAsH
Contents filtering® email® A& EEU LA EF keyword’} ZAHE H$ o&
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sl sl%oltt. Email filtering® email £33 4 sizeE AEste 7]%5ol9. file
filteringS &% A% filegolt. BARE vlg] FAls atdsteE 7)%olth aga A&54

o2 wgEo] QE maild APIE 7ot

3.2.4 W% networkf¥ virus '§9 44

client® vaccine2 pcd virusE @3 serverol FEFQUE maile] FHfileo] A
T AAsA &3 Al server®] DBt #dE % HA networkel] AEHY AAE zdf
goh de wixE B2 9 clientd] S AEAHA HFEGE serverd oA T3}
1 WYg #Y&= serverAFYygol AAHoH ¢ FFHItn ¥ 4 Yt 53
intranet W¥-ol FFae] FAH = virusE P02 A serverd oo WL gid
3 323 94ug Zeoh RJEYA FEA 249 VirusAHd g local five serverd) &
©oll ©lx 9 Virus wall system& AX31AY 2z} server’dol software embedded 29
scannerg A 3o}

A A ¥ vaccine enginedl Y3MA ZHE viruse] WE KFEO serverdToA tiA]
virus7} A€

Vaccine engine A% 94L& E89 server Fe)E 1A} software module A9 4
£ 7} siteo) A ZA custimizingdtd ottt o]2A FAA virus wall file wallg
virus wall®} gateway leveld9 3} comination® F3 WEH5H 249 virusztgo] 7%
3lt}. Server level WY YL local file servere] B4l l& Application server,

file server, print serer o|t},

O RAAA dANHE

T Q7 ATz e
Network infra ™% o FAFZ o A FHEN Gateway level 414
A4 - firewall - firewall FYPFZR2 A%
- server - gateway
- clients - servers
o 29l & 397 A | - R vaga
TE - clients
o597 Ad7x
Traffic 25732 2 E Traffic o gatewayT-{t Web switchZ
A3 GdAZLE A=4A traffic £ 2]
B o Azone &l o email 4 2YF o A7 u] A ZtE A9S wd
o email 019} BF 5% [ FHEG zonedl] WY
4 o F2IF
o web7d 2
o email AR
c YRMESYD FERZ
gateway -3t Firewall 3ol A] 12}: firewall Web swith=
WA email virus g+ 22}: gateway Traffic £
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W5 network level o ServerH <, oAl A, o.Server2 & ¢ 7 7ol 9] virus wall
T A T FE3HY virus walls 2] A 5
o server'dl scanning Al

(BN AAAANE

33 Ao AT ERE

Tire1 o Eres

Tite2 ', ...

Tire3d 1 H ¥ 1 4 ¥ ¥
Tired ‘WM“

Tired o

(23) /B9 protection infrastructure

o intraT 2 29 A|AE Et 39N sEA AT oz WA gateway level ©ll
A A AL serveroll &t filtering ™ A A

- internet traffic 2% F 2 traffic TP E H &3l A3 G A4

> local file server A& ] T} virus wall'| 2] 2 network F-%5 virus %

o gateway SFF-T-%Q) client levelol] ™3} real-time ‘1< networkE T4

AAE Tz F RE $59 4540 BUHOE @) Wil HFo] hed FEE
WEes 452 SHYUTh Y FRs)4 b 2 WA A LEo] Web wraffic £

o9} mail trafficEolE HEE & AT FF 7R EOZ A E gateway HE A2 T2 mailH)
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2 ¥ oA Y] virusab e 2ol @Ek AL AP Mail virusE 7| Eo2 HAYIAE FHE
o] F-E AA virusE mail virus H-F8] 7} 80%ol o2 HEA S REdE A E s
emailo] 9ol T traffice] 2+ M AF 9 data P o] o] Fo}A A o} vlart E7hs 3l
e Aotk 2 SA ] A1LH HAEEL mail system?] A YL virus wall A] 2K E35007] %
2 CPUE 400Mhz *6, Memory:= 6 Giga ©] ™3 software= secureworks®] virus wall# & 4.

4.3 Mail vivus 9 Az

N7z 4 SRE7

> virus wall CPU 3}

virus2 Q389 mail virus wall CPUE F3at¢EEo] & Ad 100%7HA 35 TozA
processH A o] A3 o2 Q& email FAA A LA AHE FRAAE
viruszetell 93 virus wall 2317} 60%°] 52 G = Aok

o virus X S mail

virusg 3ol we virus 29 23S virusZE mailol mailldME REHE mailo)
10%FEN oleg o FXALF vlgo] 3% o= F2FTh

- emaild 214 4|

virus wall¥-3t7F A AF 7] maitde7t 42k Hd 560009 oI 2Hch virus wall ¥
& A Al AFU7] mail £A4= A3 F2HUh

o Al2~® Ho process%

AEAA2 N2" CPUY Asol Ast B 224 FHd processTt 3,000/ F£Fo2
e Z2Ho] Bty ok ey Al=" FRINAF processTE “10,000/ME AT E
of =gct

T AdA NAE Hl 1
Virus wall +HA 0 100% cTE A 60%
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wlolzlA A E | 10% 3%
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A A7) (L | 56007) 50074
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=M E €2 93RRI} BolAE L8599 virusHF patternd] WA 37 9 B

924 infrastructure 74 FHANA AHE AEH modeld ITEAT. 1 WYPEL
protection infrastructure AT7A, traffic 2542 A, gateway level FIAA], Y&
network §% virus %9, W9zone FE odHct EFHHU virusHEg siMe
infrastructure’/} 43 scanning tool®] combination® F% FFHA HI20) 2529
virusZF Ao dujg F43 gidY s ZReoh B =FdA At PHEL 19
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