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ABSTRACT

The majority of recent intrusions reveal that the attackers do not use the previous
intrusion techniques or network flaw, rather they tend to use the vulnerabilities residing
inside the program, which are the running programs on the system or the processes for
the service. Therefore, the security managers must focus on updating the programs with
lots of time and efforts. Developers also need to patch continuously to update the
program, which is a lot of burden for them. In order to solve the problem, we need to
understand the vulnerabilities in the program, which has been studied for some time. And
also we need to analyze the functions that contains some vulnerabilities inside. In this
paper, we first analyzed the vulnerabilities of the standard C library, and Win32 API
functions used in various programs. And then we described the design and implementation
of the automated scanning tool for writing secure source code based on the analysis.
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