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HXN ZH (The Rule of Law)

28 & 22| (Insurance Based
Risk Management)
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(Asset Based Risk Analysis)
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Augmented SWOT Process

v
S | Strategy
T o
Corporate or Institutional Risk Management Public Risk Management
Indirect Government Control (Regulation) Direct Government Control

Corporate

Corporate
Hazard. P

Prevention
Faiture

Pathogen
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Enterprise Framework

Enterprise Risk Management

Top down

Low level top down\ =

or

High level bottom up

FMECA,
HazOp,
JSA
QRA etc.

Bottorn up

Component
e~

SWOT (Strength, Weakness, Opportunities and
Threats) It 0

Critical Success Factors

Threats Reputation | Operability | Staff
Technical XX XX XX
Community - - XX

Political (change of

X X X
government)

Financial XXX XXX XXX
Natural Events X XXX X

xxx Critical potential vulnerability that must be addressed
xx  Moderate potential vulnerability

X Minor potential vulnerability

- No noticeable vuinerability
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H3tole 91 (Risk as Variance)
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A Standard deviation
deemed
to equal risk

Pure
Risk

~

Rate of Return

Speculative
Risk
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(Best Practice)
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Frame: 141
Time: 35.3

231X 28 22| (Cultural Risk
Management)
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|
! Pathological Culture

Bureaucratic Culture

Generative Culture

~Don't want to know
~Messengers are
'shot'’
-Responsibility is

~May not find out
-Messengers are
listened to,
if they arrive
-Responsibility is

—Actively seek it

~Messengers are
trained and rewarded

—Responsibility is
shared

-Failures lead to far
reaching reforms

-New ideas are

. compartmentalized welcomed
\sr;m.(ed . . -Failures lead to local
P allU{e is pum.shed repairs
: —glgvovc:l?;zsezctlvely -New ideas often
| present
new problems
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jak € 3 Levels of Risk Avveptabifity Txpical
Risk Categorics. o Quantification
Vulues
Inteslerable: risk cunng be
fustificd ©xCCpt n
cxvnonlinary circumstmees
10-? Per year
Undesieable: werable Limit for Royal Sec. UK.
only it reduction i Car Accident Dhvaths
impracecal ot if costis
grossly disproportionite
by the improvenxnt
10°% per year

. . i CAEPAY
Tolerable 1f the cost of mit tor WA 2.4
reduction would exceed
the Smpros e gamed

Broadiy

Negligible risk
Acceptablie

Accoptible Trovial risk Lightning Strike Deaths
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Risk Management Matrix

Technique >3]
a Expert Review

Facilitated Workshops

Selective Interview

Paradigm
Y, Yes Y
0. | Rule of law es. . ) .e.s .
Legal opinions Adversarial courts Inquisitorial
1 Insurance Yes Yes Yes
: Surveys Risk profiling Especially moral risk
Yes
Asset (bottom Yes .
ilabili Difficult
2. up) QRA, availability Haz0ps. FMECA, ACM iffic
audits
’ Yes
Y
3. Threat (top Difficult in isolation Vulnerability e.s
down) Interviews
workshops
Yes Yes
. Business . . Difficult in isolation o
4 (Actuarial studies) I Fact finding tours
. Difficult to be Difficult to be Yes
5. |Best practice - . y
comprehensive comprehensive Fact finding tours
6. | Simulations Exp_ert computer C”S'S. mana'xgement Difficult
simulations simulations
Yes Yes
. Culture . . Difficult R
/ Quality audits Interviews

An Integrated Concept of Risk

Pre-event ———
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