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2. RBAC (Role-Based Access Control)
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Access Control Algorithm:

Input: access_request(userID, role,
target_data, privilege)
Output: accept/reject
Function:
is_role_member(userID, role) {
If userID is authorized for role
return true
Else return false
}
is_operation(privilege, role) {
If privilege is associlated with role
return true
Else return false
}
satisfy_constraint(userID, role
target_data, privilege) {
If target_data and userID satisfies
the constraints that are associated
to the role
return true
Else return false
}
Method:
If (is_role_member (userID, role) and
is_operation{privilege, role)) then
If (satisfy constraint (userID, role
target_data, privilege)) then
return accept
Else
return reject
Else
return reject
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