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E2ANAH0 OIS BYBRNE UENID Jie AUBDVALARMH AZGU2UL, HERT ARY &
o ABAIBC BIIZ Q18101 SAE J|¥e] HAUTANAHE SO HRHD ULL 2 =R0AME
CB(Check-Box)lil REE JMF 0|8 SAE {2y HUX MAS &SNS OIE AEHBIACH
TUEX AEE 78 MAHSE DS HYW DE2NASA SH8 TASIH ZYED, 01 asg
= USE O PEAYSI A JtsS BIRACE 0248 I SHE AW IHsd ZRH A AAR
of Xtol S8 FS® = A= FUS TASHHI FROO0F 810, B Ji&3) 98 A0l 29

Fog ENUHCOEZ BB HAE + UANO0F BiCL

2 AFE LinuxS HEUA BLESXIIY0 CHE 282 TAISHD, S0l I SXQ SN2UE 2
ER & UE JUF SJIBAUC. MY AAHES 320 BBl (18 AR FHAMSTE HOZH
NEE HE® X aX® & A7 B0 I Y8 SASI|Y AAHIANALR 29, ©X, 24
£ S0 AYS GIYR + U= Yorg Dg » Ak

1.A 8

CEd ZAHI SAdiao S48 YIS CLs e 9
Y MUIAE &IS58 HMBd= HES AL3E O/ ESDIC
8 ABIUA BEO £, 24 U B2 M= F
YHE ROt SR X0l D10 UW=0t OfLIt, Fg=
DE AMSBES FoE FXMOICH 2L ISR 225t B
BOA 200 U £ 2§, I, B SB 22 A
& ASH, DL 2L U2 BYEO AIZXH0 28 X
ZALEE e, OIty, Yo, SAUTE F2e K& = sl
Il 2E8t0 UL

Olcigt SEEQ #RM e FEAAYS HASS 2536
I HEIGh)t 9ISt AYXHOIL MUEX S8 088 FE
25 J1g9 AP D O/FN X1 UL

AU NAHZ 915 0)REI0] HBAIALHN & 9
F2RHY HYUS A8 & UL, HFUAM LoiLi= HZA
DLt SEHAN WRNE 200 BHAHIDE UACH. OIME YR
ol o8t SHE S B3] A BAEIAARS JYHEO
ARG ACH1}[2].

U TIAIAE(IDS: intrusion Detection System)& AlAE!
S HIFANQ ARD 2QERE BN OB HHsi= I
EOALEIZAN 2F R S AIBIS 25 HAYE 245
D UR TGES ARRE S8 HX8I0 AMAHY QRS 2
3 SHESCH OatA 10Se aUEXs 248 S0 AU
Ol CHE TIsHE 2 ASSID, i3S 2AO HESHN H286HD)
FI5H0] U CHEr HME RE(Rule) 810! HKBHCH3I].

M2 =28 208 ShdE ZEojekm sy ALol sl A7y

o
o

CE [E 1]12 10S0l Hg5l= JIFOILL 210 Tt =&t
XOICt.
[E 1] 1052 =&
g J|E Mg Oy
OIOIE) &4 JIE  |Host-based 10S. Network-based (0S
g@X 29 JE Misuse, Anomaly, Hybrid Detection

ZAGIOIES B4 AHE |Real-time Analysis, Batch-time Analysis

PECEE

Signature, Statistical, Integrity

gRAZ 2E Real time, Non-real time
Hsgy 212 Active method, Passive method
ZALIE CHat System—log, Network-packet

[E 1]01 218 OI0IE 2 2A(Data Source) JIES AUETE
Bt HIOIEHE OCIOA 2ESLLEN THel Host-based 1089t
Network—based I0SE2 FESH=0!, NetworkO] LEH3ITIX G2
ZI|0ll=s HostEA0IAD, NetworkJt LEHSIEIM M= Network
FA0I”E=U, 220 s TAl HostSAS IDSE P8 GHE A
0ICH4].

2 HFNME BUEX HHME 0B Host-based |DSE &
HEtL FEHECRAN FREAMAL FHAUME BA8= JYE
OHELBICH 2 22 Host based IDSOl HEE SXJIg= Ct
S & JXl JI¥E J|He R B},

OIg-1> HIFAHQ! SEfOl 28 EXI(Anomaly Detection)
Six HAAQ SF(normal behavior)2l ESH= &El(profile)
E S48 U8, AN e 2SN KoIDH U W
BE AVSZ BXECH

QDlg-2> @FO 28 & Xi(Misuse Detection)

BN 2ed®™  H(known attack)Sl == E(collection of
signatures)2 TAEB CI8, D28 MED AXIs=s &=
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(activities)® AU XIS,

r
BAD/ATTACKS

<N

GOOD/NOR

=

<]

Anomaly Detection

Misuse Detection
[J&. 1] 10SOfi Al Misuse Detectionit Anomaly Detection

[0 112 0|2 HHD X0l A0 CHS 105 2
e UEHH 2000 Y2 JlY-p2 BIFAEQ s
(bad behavior)® JIEI2Z &l1, DIg-2>= LN HE
(normal behavior)S JIHI2Z BiCH. Ol & 24X Jjge &
HEX I 20 N2 2SHOI00F BCH LSS PE
 JIsdE WYSHIIE oD, Z2E SX2 AHESE HEH
Mt $ASI Mo YA SHE I SHZ2
SXENL Haxo X8 3YoT HUdt= §AULEI €
ME &= A MEoICH5]16].

B MRA MAIS FHBSAo AU JHE A= (rule)
Off Qo HAXQ SHN HIZAEQ S A2 AR
BT O A= E203 MMM Hoictn BEg]
= BYHE AZES 2HE22 SHED. E 82 Z24A
AR HES=E A8 DT2AAI AIARS e XA 0O
g Yo HIE 4 UsTE ZES B2 AN Y
S8 DHCSICEH

22 PEE2 2BMAM nEBS HEHP(scope)lt PRI}
E HAISID, T2 AN HEE JHUSIE OIHE &= AT
Z JNE FHAS. OISk, 0j48 R#ES Z22030 e
template, audit trail, configuration, semantics S& 0|8
SHOl H2ASHH, ZE0| A%E M Ol A0 H&EH
load &1, A& AMBE Z2NAI T2 UHSE &Y
F O O2AAS SHO| R Tt YBUEE HASBCH 3
ZUAME RS CB(Check-Box) I0S0I &S 02 JIX A
o LIRS0 CHSIA DJI&dlCt. =35|, CB 1082 H I I
"2 MY(signature)2|BtOiLt SR (profile)lite] DAHQI
Z2AHE 2/E=0 e HEO0 QUCH CBO E¥E 2otg o
e AL KRS M2 X0 Tt S#EHH SN, 2
REE TR0 SXg X5t 248 Jlet0l 8L,
metM, Oleis 2orRrFe 82 S 22 22MX S8
MBECH i) 2AXIX G2 2AE X% & UG ii) &Y
ol EX0| Pz FF 1ug Ag SIF = AULH

B2l HHOjeh J1o) O3t Dt SRS FE2 SXIF A
U222 OIRUHXE N22A UFLHN SQ= 20U e
A 2HXE & UACH

2. CBO CHet Mol L3 RO MPAY

SEALH0 8 AY2 AT HOIX RS AN MAHS
X0 250! M20i CBOl UK HMz ASD, ML
o XA e TZRAMAC 28 MOSl= AEH REs
O 23101 AI®SICE. Ol248 REN 2Ash ARSX e 22
HAYOZ MBI,

8 [E 2]= A28 ML 2 U0l st F2MEes
= QYRR A2 2A0I07).

[H 2] Types of Resources and Access

Resoures Types of Access

File system objects

create, open, read, write, removal,

link-to, range of access
) permissions,
El:ngéztsems change of ownership
mount, unmount, types of mount
Processes(address  spaces. . RO
. acquire, release, inherit
signals, ..) . .
read, write, deliver
CPU cycles, process raise
scheduling priority
System clock set, read
read, write

System/kerne! memory create, open(attach), read, write

IPC objects: pipes,
semaphores, .
p create/attach, open, read, write,
message queues, shared|.
io—control,
memory,... "
. removal, link-to, range of access
Devices, network o
permission,

change of ownership
acquire, release, raise, lower

Privileges

CBOIA Al A0 st ARAIYS S48 S 20t
me AIAES objectOfl CHt 3 &7t ASt

- Mg AIARION CHE B2 2

—- uide gidOll CHE 3Ot e

- send, receive, block, ignore, handie & % U= Signals
- scheduling priorityl 3§ = Us Z2AH2L =2

- CI8 A28 TR 48 HMoi(ioct! call, socket)

FHD R0 O ASAEE B EHSD, oY o
AU W S22 HOEHD| fIsid=E AA"” & el
2501 HMSBEOI0F 80 AlARS XRE ANAR 52 &6
o F2ED| HEW ALE S0 JISHX 2 URN &
2% = 80U, 2 =28 Linux HE0A MAE 88 78
821 RIGH0 CISh 28 MAE S&8 nESALH, [H 3]
2 OiE® L8t oiCHS8].

[E 3] Harmiess System Calls

afs_syscall getgid Isatat64 sched_yield
alarm getgroups mpx setitimer

break getitimer msymc sgetmask

brk getpgid nanosleep stat

capget getpgrp newselect stat64

chdir getpid oldfstat statfs

fchdir getppid oldlstat stty

fdatasysnc getpriority olduname sysfs
L2200 et ZM2 o450 2dg HASIRASH, &5

A2 ZRIESE0 RES BRELR S48 Ao,
Ot EAE SN %2 SO SWUFNCZ Y £ UL
T2O0) O3 3y AEg PG AsiMdE od Iy
(mechanism) S (tool)EO0l OIBHEN, & IINMAME
Intended Semantics, Audit Trail, Configuration, Existing
Templates S&® S4CE HEE &F5t12, 0§ #EES Linux
SYEHE He Ol HXE SULIEHN HNE3%CH TS [EB 4]
= D X8 Holst=s X229 Jiges LIEtd 20
Ct.
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[B 4] Z220@e &g MEds 2=
y o J| =]
Program Correctness-Based Mechanism

ol ¢

S0 e Program Typed-Based Mechanism

IHE DI8 | System Call
LIDS{Linux Intrusion Detection System)
LSM{Linux Security Module)

Hwed J18t | Sub-Domains :

Sandboxing Systems
Domain-and-Type-Enforcement Based System

3. 9 JIaH HNRAME

0 BUiA= B0 OIEA EHHD £B=X8 UEHE
(B AlAEIS) X8 J|$8 U3, FHY HRAEE KAIGHH
=OEO2MH HEMA B NMARS EFL0 LS Jladt
Ct.

3.1 0B AMARSY 32X
g (118 2] B MARSY W UEHd 0T

OnLine | Off-Line

Human-readable
Rules

Process

User

kernel

Binary Rule] |

Loaded into the |
Kernel when execye!

™~ gmary?e

System Call
Handler

[2¥ 2] Check-Box System Architecture

<HH MSAED PR2E2EH> Zz OO oS80 BB &
HE HIUINA AISE XX M0l 8iE = Us FHEZE
KRSl J1&d OF, 7224 TZIOHM A6 28 ez 2
A0t O #E2 ZZ#0l ™I ® B2 i)
&ich.

<YYo HU} AH> (B HUES AM2H SFE SHML &
¥ = UTE MAE R 28 HOsi= gYE 206t
O, ¥ MNUEE A8 Thz AAE SE0 U8 HEY AZ
HOIC.

3.2 X+RIQ Ole! MENOI CHEt A&

0l BOlAE Tte AMAES object, uid/gid list, signal,
socket, device file S 22 AIAE KRS e BF0H
2 REE DB A RRYY URES 242 XHAIQ EXE 2
2 21018 2H=Ch. 212 R R0 e 2A0I8 7
B AR2Y IR B MAHIA RE Jisd A28 HMad
He2M 22 W8 Rules of File System Objects, Rules of
Identities, Rules of Signals, Socket Rules, Device Rules
£ OICtH.

201

3.3 Z2AALQ atEd

AECE PHEE DTIAAS b= JHsd oidd e
B2 U610 Z2HAER 2530 AAE SEHA AMEH
THal= D22 M HAn F=HO EQd ZILE 4
o2 449 TZ2AA HHE SFSIJY20, AU LHIE
e = R Mot MEHE IS0 = AR0AH S8 MH
= jdentity state(initial root state, user state, re-root
state), system call count, signal handler £ OICH.

3.4 A0 AT FEH

2 HRUA AMAR et OtF Q8 g JES HE
ol st g FAssts AOICH Jisd HiXlE 320
e FaAg ZAAMII0 A5tH ™SI LinuxOid B3]
0 PN e X ALY 3% SEIN ZZ2M2440
EE0l O HALEIDZOA HM22 MBNAM JIZHII8TH AHe
TrRof cHEt A HE(EAJ)2 10 = 20ciU2Z ME
BCH Z2AA M-S UGN XE 220 2ot 84X 73
e =SgH 2g0(C. '

4. 2 B

2 HRs Z2AA0 A A28 SE HENHI 2ES 0
Z510) AIARI0N THE A ENE & A= CB(CheckBox)Al
ABE MSIACH. MOUB CBIYR ALY ZES AEE O
D2yl JA0 g MZg AZMNY 258 0830 &
Alh= 2048t OlaHSE! M8 Y-OILH. BHUE Adsis R
21 oll= Y EXSII0 2cs D SOOI oA
ds2 gie 242 UG G20 dsEl= 2o

B HRUAE MEIIY AIAHD SHE S| ALY
TAB FHHO BHEORMN US SBHQ POS 0/FY
& ANADH
goes
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