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Mobile Device A Side

Define :
q : prime number

a: a and @ a primitive root of q

ID, Send to S

Vs = o mod ¢
K= (Y mod ¢

H(ID, | 1D5| K)

H Send to S

Mobile Device B Side

Define :
q : prime number

a: af and a a primitive root of q

1D, Send to S
Vg = o™ mod g
E = (Y)™ mod g

H(IDg | ID4 | K)

H Send to S

Server Side

Receive ID,, IDp
Receive H(IDy | IDg I ¥) From A
Receive H(IDg " 125} " K) From B

if (H(IDa| IDg | K) == H(ID4 | IDg || X))
then
Authentication Success
else
Authentication Fail
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