20044 = CigIEXIZE S| SIS

sstalis) =28 2728 1%

7hH ERA M ote =AM
al MzdeEM 2A
X L= 10 O 1

FPGA 73

%49, 0% %
ARgsta 44355
A3} : 053-940-8857 / =F : 016-507-9320

FPGA Implementation and Power Analysis Attack
of Versatile Elliptic Curve Crypto—processor

Su Hyuk Jang, Dong Ho Lee
Dept. of Electronics Graduate School, Kyungpook National University
E-mail : guy3388@korea.com

Abstract

For implementation of Cryptographic algorithms,
security against implementation attacks such as
side-channel attacks as well as the speed and the
size of the circuit is important. Power Analysis
attacks are powerful techniques of side-channel
attacks to exploit secret information of crypto-
processors. In this thesis the FPGA implementation
of versatile elliptic crypto-processor is described.
Explain the analysis of power consumption of
ALTERA FPGA(FLEXIOKE) that is used in our
hand made board. Conclusively this thesis presents
clear proof that implementations of Elliptic Curve
Crypto-systems are vulnerable to Differential Power
Analysis attacks as well as Simple Power Analysis

attacks.
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Scalar muitiplication over ECC
Q P

n P P +

4+ o e e 4

n
I 18 2¥ 2% scalar multiplication® Al4tst=
Double and Addition %¢x2lZ3 Montgomery %I
2g nqlt

1) Double and Addition Algorithm

Input : Pe E(GF(2™}), n (integer)
Output :Q=nP

Lans= ib}’,b,:l
i=0
2A=P
3. For i from k-2 downto 0
A=A+ A;
Ifb =1 then A = A+P ;
4. Retum A

b e 0,1

1% 1. Double and ‘Addition Algorithm

2) Montgomery Algorithm

INPUT :Anintegerk > Oanda point P.
OUTPUT:Q=kP.

Lset k «(k_k,_,---kk,),
2.set B« P, P,« 2P
3. for i from I-2 downto 0 do
if k; =1 then
set P« P +P, P, 2P,
else
set P, « P, +P, P, «2P.
4.Return (Q=P,)

% 2. Montgomery Algorithm
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3.1 Verilog HDL Implementation
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3.2 Verification of Implementation
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& 1. characteristics of ECC i
( Max. Field Size = 256 bits, AMBA BUS %% )

Logic Total Aoz
Target Device | Elements | Memory S
(LEs) bits (MHz)
EPXA10F1020C2 4,713 4,096 50.33
¥ 2. characteristics of ECC ii
Maximum| Logic Total | HAE 2
Target . o
i Field | Elements (Memory | 34
Device . .
Size (LEs) bits (MHz)
EP20K600
256 bits 5,468 4096 29.68
EBC652-3
EPF10K100
128 bits 3,371 2048 25.06
EQC240-2
V. 282N 37
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8 5. Doubling and Addition Scalar Multiplication
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(a) .ver.scale : 100 mV, Tmebass 10us

m‘«ﬁ) WWM ,, ’WWWWM ‘meﬁ

i dal....x.a. .a.....,a‘ PP
(c) veﬂscah 100 mv.  Timebase : 10us
(a) : n = 110101 (b) : n = 100000 )+ (a)-(b)
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