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IPv6+= AH(Authentication Header)$} ESP(Encap
sulation Security Payload) slti& 71E3 o=z ¥3%
st 3tk AH® ESPE IPsecold AgFQ A
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IPv69] Security architecture %24} ](Access
Control), 213 (Authentication), %724 (Integrity,
Confidentiality), <% 3H(Encryption), SPI(Security
parameters Index), SA(Security Association), B¢t
Al o) E 9 o) (Security Gateway), E2J¥ £ (Traffic
Analysis), A% M 2Yl(Trusted Subnetwork), A%
R E SA(Transport Mode Security Association),
Y2 = SA(Tunnel Mode Security Association) ¥
7 o] IPsec®] 71EAQ AHge X33z 9.
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Original IPv6 Header Original IPv6 Header

Extension Headers (1) Extension Headers (2), (3)

ULP Header(s) (e.g. TCP)

Data

1Pv6 Packet
Before Applying ESP

Encrypted

Authenticated

ESP Auth

iPv6 Packet
After Applying ESP

(1) 1f present

(2) Hop-by~Hop. Destination Options, Routing, Fragmentation
Headers, if present

(3) The Destination Options header, if present could be before
ESP atter ESP or both
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2o A9 o AL AXE vFPE 32E
$Ed MN(Mobile Node), MN3# ZA 3‘}%3
T #9E8< CN(Correspondent Node), MNo}
Tl "ol & HA9 ZIH2E *
E 7Rz BA%n g9E YEYAY HNMHome
Network), MN¢] HNel & 248 F MN9 52
JRE 7H 3 9lojA MNeoj HNE wir ©] 53¢
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ga2 @ AR, MN& IPv6 de-capsulation
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BB XE Next Header BE 3 “62"¢ @98 3
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<Y 4> IPv6e] Mobility ld T%E =43}
g Rolty,

Hext. Len=2 | At. Type =2 | Seg. Left=1

Reserved

<29 4> IPv6 Mobility 3t
Mobility & #5¥ 84 s9 Type2= YEb
Ud, o] & X438yl A3 Linux-24.20 #dA A
I ZE: G 2o
/* Type 2 Routing header for Mobility Protocol %/
struct ip6_rthdr2 {
uint8_t ip6r2_nxt:
uint8_t ip6r2_len;
uint8_t ip6r_type: f* atways 2 */
uint8_t ipbr2_segleft; /* segments left: always 1 */

uint32_t ipbr2_reserved: /* reserved field */
struct.in6_addr ip6r2_homeaddr: /* Home Address */

/* next header »/
/* length : always 2 */
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L Paddiog0258Byw) ] PadLen [ NestHesderss1
Authentication Data (Variable Len)
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