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- XML_M : XML &4
- H : Hash &
- MD5 : MD5 ¢]4
- V(H, V) - 44 #4548 504 449 @
- BEV(H)) : 94 & 4=3 €& &
- KR, : X9z 7)17)
- KU, : A=ae} g47]
- DV(H) : &4 g 238 &t
- Hyps © MD5& o]48 &4
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<¥1gnedlato>
(Canonicalizat jonNethod)
(8ignaturelesnod}
(<Reference (URI=)? >
(Transtorms) 7
(DigescBechod)
(DigescValue)
</Reference>) +
{ReyInta} >
(ebjece) EV(H)= E, (H,V)
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(1) HMDS - (XML M)

2) V(H,V) «— Hyp (XML M)

(3) EV(H) <« EKR,(H! V)

4) Make XML MincludeEV (H)

{5) SendtoB (XML M includeEV(H))
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<Signature ID?>

<Signedinfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI? >
(<Transforms>)?
<DigestMethod>
<DigestValue 1>

</Reference>)+
</Signedinfo>

<SignatureValue1>EV (H)

(<Keyinfo1>)?
(<Object ID17>)+
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</Signature>
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(1) Rece. from A (XMLM include EV(H))
(2) Separate EV(H) from XMLM
3) Ve(H,V)=Hg yps «— (XML M)
@) DV(H)= Dy xy (H,V)
(5} if (Vp{(H, V) ==DV(H))
printf(”signature OK”)
else
printf("signature ERR.” )
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MessageDigest md = MessageDigest.getInstance("MD5");

a2 kg AAT dolEE Yo St

FilelnputStream in = new FilelnputStream(filename);

iAo 2 W dolelE dHstn wlAlx b
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while((length = inread(buffer)) I= -1)
md.update(buffer, 0, length);
byte[] raw = mddigest(); .

Hejxo] g A= ofele} 2,
DigestValue : ?~REW?20SP?y} 22T?7?w(?wl?R?zQ =
e A5E XML_M®] 4 (DigestValue) gz A}
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(DigestValue)?F?7~AAX}WIGIE? {(7X+P7A=={/DigestValue)
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(1) getinstance() @ U2EHA Y4 A5 44 €9]g H7.
Sigrature signature = Signature.getInstance("DSA”);
(2) initSign() : HAAHE A1) B]Y7]| 2 27|35}
sigratureinitSign(( PrivateKey)keystore getKey(alias, storepass));
(3) Update() @ AxpAg o A2 o]8]
while((length = ins.read(buffer)) != -1)
signature.update(buffer, 0, length);
ins.close();
(4) sign() : HApAE A4
FileOutputStream out = new FileOutputStream(signfile);
bytel] raw = signature.sign();
(5) modPow() @ 4YH AxIA Gzt Y55}
Biginteger encText = mmodPow(e, n);
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<Signedinfo>

<CananicalizationMcthod Algasithm="htip} -xml-g] 40:3 ">
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<Keylnto>
<KeyValue>

<DSAKeyValue>

<P P <0 TP CEI oGV Y
DSAKeyValue>

<AKewalue>

Keyinfo>

Signature>
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(1) getinstance() @ Signature A 44,
Signature signature = Signature getInstance("DSA”);
(2) initVerify () @ WA ALgRLe] FAH7| 2 273}
Signature init Verify(keystore getCertificate(alias) getPublicKey())-
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(3) Update() : HAPA{F ol AF&3H v AR E 27} A&, 2001
while((length = ins.read(buffer)) 1= -1) {71 “FrzAnd ARAEF 2L A%, FA7%
signature.update(buffer, 0, length); 5, #3AAFNA T4, 1055F, 2002,
ins.close(); (8] A=A, “<dejdl AHHEBAY T[H AP,
) modPow() : H4H HAA G B33} AddT A117, 1999. pp241~246

Biginteger dec = encText..modPow(d, n):
(5) verify() : AAAG U5
ifl signature.verify(raw))
Systemout.println( "Signature OK.”);
else
Systemout printin( "Signature ERROR””);
Az}

4. 22 2 % 1A
HAAE md-E Ho] AxGAY FelA go] A}

243 7122 7 He mdolt} old B QFdxe

A2 2o dfafjA Uiyt 7L o Holw £3

A, 4% STFANE 57 = ole A 2dd

£ #Hsido, A" 229 YL AE oLl

74 ek 3 A" A € ddAe 3

2 E3 AT ARG AEE o437 7] A 2 AR

7] 23 whjel] izt vk F3AQ] 977} 983y, =

ARo B Qs AHEA el o A% 2 HF3E

Hsle] AASA gk, B =L AR AFHA

Av mde] A dAZ JH3e PP AAAYE 2dg

AAl 2 74 8ot %, £ 475 uisto B ozl

Az A% 2o i 477} s}

gngs

[1] National Bureau of Standards, “Data
Encryption Standard,” Federal Information
Processing Standards Publication 46, Jan.
1977.

[21 IST, NIST SP 800-16, “Information
Technology Security Training Requirement”,
1998.

[3] S. Bellovin and M. Meritt. “Augmented Encrypted
Key Exchange : A Password-Based Protocol Secure
against Dictionary Attacks and Password File
Compromise,” ACM Conference on Computer and
Communications Security 1993, pp. 2447290.

[4] Richard E. Smith “Internet Cryptography”

Addison Wesley, 5th-Edition, 2002.

[5] D.P. Jablon, "Strong Password-only Authenticated
Key Exchange” ACM Computer Communications
Review, vol.26, no5, pp.5-26, October 1996.

(6] o197, olAF, “Aupr|vte] €YY LdnYFS o
£33 2o Wd A" HA 2 7R PRI

XY

1876



