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o IT Security Management
o Paradigms & Concepts
o IT Security Management Processes
o IT Security Metrics Background
» Definition & benefits using metrics
o Metrics types & success factors
o Metrics Development & Implementation
» Metrics development process
» Establishing performance targets
e Metrics Program Implementation
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o The 15t wave - Technical
 Late 50’s~ early 80’s
« Technical issues by techies
e Built in facilities of mainframe OS
o ACL, User-ids & Passwords
o The 2" wave - Management
o Early 80’s ~ middle 90’s
« Distr. Computing, Internet, WWW, EC

» Top Mgmt involvement, I1SSO, Organizational
structure
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o The 3 wave - Institutionalization
e Late 90’s ~

» Corporate wide effort
« 4 Components

« Information security standardization
o “how do | know | am not missing something?”
o 1SO 17799-1(BS 7799-1)

« International Information Security Certification
o “how can | prove my infosec preparedness to an EC partner?”
o BS 7799-2 (240 firms certified, 2003. 8.), ISMS

« Information Security Culture
o “My own users may be my biggest enemy?”
o Human problems, awareness

» Continuous and dynamic measurement of Infosec
o “hg\]/g”do I know how well our infosec policies, procedures are complied

with?

o Mgmt by measurement, metrics
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o A comprehensive system of tools and
processes used to assure company policy
compliance, identify deviations and adjust
network computing systems accordingly

o A cycle of pushing controls to the network
and collecting risk and threat information
from all devices
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9.3 Detailed risk assessment
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o How good our information security is?
o How it is compared to other companies?

o Traditionally, infosec is measured on a
periodic basis - internal/external audit team

o Infrequent and ad hoc measurement is not
acceptable any more - risks are too high

o What is needed is to have a infosec metrics
program
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o History
« IT system-level metrics
« NIST SP 800-26, Security Self-Assessment Guide for IT
Systems
» 5 mgmt, 9 opec., 3 tech. control topic areas
» Quantifying critical elements
+ Federal Information Security Management Act (FISMA)

» Annual report to OMB on implementation and performance
level based on annual review

« IT Security Metrics Workshops (2002. 5)

o NIST SP 800-55 “Security Metrics Guide for IT Systems”
(2003. 7)
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o Tools designed to

« Facilitate decision making

 Improve performance & accountability

» Thru collection, analysis, reporting perf. Data
o IT Security Metrics

» Must be based on IT security performance goals and
objectives

» Monitor the accomplishment of the goals and
objectives by quantifying the level of implementation
of the security controls

» Monitor the effectiveness and efficiency of the
controls, analyzing the adequacy of security activities
and identifying possible improvement actions
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o Things to be considered in development and
-implementation of IT security metrics program:

» Metrics must yield quantifiable information
(percentages, averages, and numbers)

» Data supporting metrics needs to be readily
obtainable

» Only repeatable processes should be considered for
measurement

» Metrics must be useful for tracking performance and
directing resources

2003-11-14 2003 SI& 8l NS el 12/25

— 814 —



o Improve accountability for security

« Justify & target investments
« Can get best value from available resources

o Demonstrate compliance with applicable laws, rules,
and regulations

« Assist for annual FISMA reporting requirement
« Input into GAO, Inspectors General audits

o Measure the outcomes of security investments and
provide quantifiable data that will support
allocation of resources for future investments

2003-11-14 2003 SIE' 8] XSS 13/25

2003-11-14 2003 SI8¢3) FHE & 0HS 14125

—815—



2003-11-14

o Which Metrics?

» depend on the maturity of the security program and
the system’s security control implementation

o Three Types of Metrics

» Implementation metrics to measure implementation
of security policy
« Effectiveness/efficiency metrics to measure results of
security services delivery

+ Impact metrics to measure business or mission impact
of security events.
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Metric Goals Objectives | Implementati Effedg eness Impact
T . g
ypes Defined Identified on Efficiency
Collection . .
Automation None Low Medium High Full
Collection . . . Medium to
Difficulty Very high High Medium Low Low
Data Non-existent Some Can be Available Standg:'dized
Availability collected Repository
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o Organizational Considerations

« Participation from system stakeholders and others
concerned

o Manageability
» 5 - 10 metrics per stakeholder at a single time
» Change management

o Data Management Concerns

« Data gathering and reporting should be standardized
for quality and validity of data

« Non-intrusive as possible and used for correction

« Establishing security metric program costs money, but
maintaining it needs not cost too much
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o Sukshoiders %

Identification and Definition

Businexs impact Efficiency/Effectiveness
Business vale gened Tunebress of seCurty » fmpiamentation level
or logt seruce debvesy of eslablished securdy
Arcaptable loxs Qpersgonal resuls standards oolicies, |
estimaie experienced by s8crity and procedures
program implementation
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o Indicator line of the metric form

o Establish a goal by which success is measured

o Setting performance targets differ for types of
metrics
» Implementation metrics - relatively easy
« Efficiency, Effectiveness, impact metrics - complex

« Target first, actual measurement, then adjust target

« Measurement first, use it as a baseline, then set appropriate
targets

« Historic data helps
« Expert recommendations and standards within the industry
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Critical Metric OMB Guidance
Element Reference
1.1 Percentags of systenis that fad fiennd risk assesments | KPR
perlormed and dovnented
a1 Percentage of tofal systems for which security controls have
beea wsted and evaluated i e past year
At Parcent KGN B
contruds
3.1 Percentag LU e
processit
2 Percentage of currant security plans BT
9.2 Percentage ot systems that luve a contingeney plan Ly
9.3 Pereentage of syalems for which contingency phans hav ¢ boen 1o ba
tosted in the past vear
13.1 Percentage of emplovees wih sigmiicmt secunn LC 3 ¢ idenominator and
responsibititics who have received specialived teaming LO3.d cunneratort
4.1 Percentage of ageney components with incident handhng and I BRS¢ tuumcrator)
response capabiliy
14.2 Number of incidents reported exterpally 1o FedCIRO or L LB

cnforcemai
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Critical Element

1.) 1% risk periodically ivseazod?

Subordinate
Question

1.1.2 Avre risk assessments performed and decumented on o soguslor basis or
swhonever the systen, facilitios of ather conditions change?

Metric

Porsentage of systems that had fomal risk assessments performed and docomoenaed

Purpose

o quant ity the number of cixk assessrents compleied in relalion o the
OrEANIZGHONTS CADISICNTS,

Implementation
Evidence

E. Docs Your apency maintas a4 current imventory of UF systems™?
? Yes * Nao

2.4 yes, how maoy systems ¢ there in your agenvy {or ageaicy compaonent. as
applicable »? S
3. O the systes (0 youe cuerent invenitory, how many systens have had esk
assessmcnts performed and documented in the Tollowiae tiave frames’ (Setect the
nearest time frome for cach systenin do net count the same system in more than one
time frunce, )

Within pase 12 months Withisn past 2 yaeaes, Within past 3 ycaes,

4. For any systom that vadeswent a risk assessment, list the number of systoms sfler
the reasonds) thar apply:

Neheduled risk assessorent Major change in Kystens Cnvimament

Najor chamge in tacititics, Change in other conditions (specity)

5. For any sy=tern that as not undargone a risk aszesament it the past 3 vears, list
the number of svswens afer the reasonds) that apply

No policy Neo resourecs, Systerm tier level does not reguice

Nystemn previoasly not defined, New system

Onher ispecify)

Freq 4%

wally. ally

Formuln

At ageney level: Suam of risk assessments on file (o cach time feaae (Question 3)
IT svstems in inventory (inventory database) (Question 2)*
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Data Source

Inventory of T systems that includes all major applications and general support
systems: risk assessment repository

Indicators

This wetric computes the percentage of systems that have undergone risk
assessiments over the last three vears (which is nonnally the required maximum time
interval for conducting risk assessments). To establish the distribution of time for
risk assessment completion, the number of systems listed for cach time frame is
computed. The total within three years should equal 100 percent of all required
systems. Systems that are not receiving regular risk assessments are likely 1o be
exposed to threats. Question 4 is used to validate the reasons for conducting risk
assessments and to ensure that all systems are accounted. Question 3 is included 1o
determine the reason risk assessments were not performed. Defining the cause will
direct management attention to the appropriate corrective actions. By documenting
and tracking these factors, changes can be made to improve performance by updating
the security policy, directing resources. or ensuring that new systems are assessed for
risk as required.
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Any Questions or
Comments??2?

Y, YU
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