AARY™ Bdgg” o)za™”

+FYUSE YA 2D Df G ST JBA LD HAL

A Study on Information Security Budgeting through

the Capital Planning and Investment Process

Kim, Jungduk, Park, Hyunhyo Lee, Donggwon
Chung-Ang University
E-mail : jdkim@cau.ac.kr, hyoyakke@wm.cau.ac kr, dglee@wm.cau.ac.kr

8 o

HAZ ZRBF FaHo U Qo] FU4HT glLdE By JREF B HA
F27h o] Fex A Ratn . ol A AAAQA BA EFolde dAE YAXL FEHE
it A W AEH FX R AL vFde] JEEF g QFAE O] AAEA v
g7 Xste 72HY A& /AR Ao

o] HRAAE JRES AUHA S AAHLE THIEES oz Yt AFo] FAy= 3
A 8 T de 4E, WAL dABZRH FEES BA qAAEAY g AAEs
Aot FAAHA B AAY o] E2A48A ¥ U

2 dFdAE 59 ARAHRY 9] ©nE FEIE A AAF BEE u QAugrd
BB SAYYUFISMA) 2 #d Y78 HESNL A2AY € FAFAZZN2E 28 Ay
T A% B4 AAE BN @ £ ZUY AR JAEY #AL I F$9 un
Aoz ot 73 ARBF i HgS 98 A=A g 2 F £YL 9§ A

AHe AFH2A Bt

1. A2

A 125 JEY i@ o], HRRHF FoAo] F
et YSol= EFsta AREF g T2 &
AAY L AFTH B Roln, HAAHA FA= A
ojFoiA L gIA ¥ FHo|h.

A VAT AR FINBEY AA ARIE
(IT) FAAA 2Ase AREZ 52 8§ 9 5%
Hel2 M= % 10% 53 vjag o nj$ ¥ &
Folgta & 4 o7, 18, 19]. 03 F& Ex4F
d d# A F st R s dd dw
H A4 FF, F HAREIE VYAIL

ol T & glo] Mok s Fojul g Az A4
7] Wit 2, 7149 A&l AL Ang A
FAEe B 3359 Q40| Zelgo] 31y ol
T @ % 907l

oleidt Tl FAo Hla 1F FRAMNE Huu 5ol
9@ Juny R FAE FANCE $UFES Yo
Aol A4e] BEHT Yok ER, A 2003 42
179 RGP THH 02 ARARLT0) SHTe
2, AN s ¥ JARAT R} AAH ol 2
479 BHoz AYHn YoH14]

aed, FueldE BRAUHARE] Yuuso

~550 -



FEY A A Joy, FAAY] EA Wy
5g ¥ AA 5L AN HAUA Fe HdAolt
[17]. ol&3 A3 Utk WA NN T vlartA 2
ey g I A0 HA-F ARES dAEA
9 Expde] gigh A3 2 A sde] AF3toh

B AFdAE ve AR &4 BE JR
71& <4t B BEE AR T AR B S AEH (Federal
Information Security Management Act: FISMA) ¥
Zd YiE AENL AEAY 4 FAFTA ZzAx
(Capital Planning and Investment Control: CPIC)
g 5% AHES o B4 HA e EMsas g ®
3 U AR GAEd AZE WFY Ao HaE
Aoz B a3 HHHS i Wgs A%
A=A wet € A Y AT ANAES AT
Kig= s
2. 0|9 FISMA & &3 ¥y

n] grel Fuwd A 4d YE 2 78S (34
D3} 2o} 3 YE2e AARTHY FRES #dd
BEQ FISMA7ZE %, #d TALEE 7 7|g4itA
(Office of Management and Budget: OMB) Circular
A-11, A-130°] I8, 9, 10, 11, 14].

(g 1D ¥l BF] ARESN #A HyE 2 74

FISMA(2002. 12)& ARR3ZY F8AE
7t 229 ARRZSY BAF 4F HFHE i A7
2} AR R B % 7)1 3 ¥ (Government Information Security
Reform Act: GISRA)E Ut &3FA|711, ZAAFoH,
A AEAY HAHYS F8 2 A5sE OMBY F

B4g 25855 Yakn gl

OMB Circular A-112 AAARR FA L AT JER
% i 9 Aurje A FAd 98 #HES HA
st ot

POAM(Plan of Action and Milestones)< 2zt 3]
7} 4FE ST dolM dod ZE Z2aPF A
2€9 Hruckd oig S B3 AL A3
7] 918 ALE Fsta, dSHS A % o 78
=2 37] A% AgAolth

Exhibit 53& HAAR 7EE A8 ARIE8L F,
Z 3 A 29 7% b, A" 28 R fARTE
A U8 T #F TEZ dFd FAHL A}
I gtk

Exhibit 3002 FREIZAA it A2 A} dFA
Ho AL Hrhshr] A% F4E 22 Uk

OMB Circular A-130% ZBAL9] #Helet FHHEL
o glo 7= UF 3o Wa g AS FAsE A
=3

GISRAGIM FISMAZS| %8 Wt 7Hes 2ok
Bd o 2o13]. @ QAR DAL ZHFojof & g
FALel WEtE ZHASth @ Aade 74 4 874}
FEL 4 Bijd o8 AFHAAL @ B FAE F
71Ho2 Aade Hot A sy Algsta Frtat
g @ AN2" $39 AEAE FANAE & e B
2y 9 Ag dd ARH QTS ERET
®  F€EFIST4(National  Institute  of
Standards and Technology)elA 243 EF 9 X3
g B2 4 EAHA gFe ZE FR HHA 2 Y
e 54 718 "Wz EF¥d © BEREIIYIR
(Information Security Officer: ISO)9] Al¥H<¢ A
3 AAZ2AL 71 Aok @ F2 &4 BaMHEA,
T3 Aa A2de] AAHA &4, A4 )l tisf
ARA ZUEy BINE 2k @ F8 HEA LY
o GAAMd F8 FEALHY Fo fHE AT 8
T ARES 74, £EAT

FISMA®l di3] g 7k F58 AL wF AT
sl Zt 7lgee] £Yse AFES 483 FYPT &
AEE e JRAY 2 7ed A olg B3E +
NE FHES dig FAHOZ oite] RGAE, A5
gz #] € A4S FAs e e Aotk

FISMASIX HRES o4t A 95 B 5o @
3 7S 92 UE A 30029 Fo & FAHOZ 3

-551-



o ¥9EY heH 2ok

A 300% 53 7 ¥ASL AL AY ZT2ZA2E &
JHoz sysior gt AAHA AL AF Z2 A2
ge 7 A7t AGse 49 2E U A9 2 9%

48 golx Aol vl g9l Ha3 L o9 Husg

7R FEoz & AV dat JAEA EZ2A2E
xgstn glojoF gty FASR itk

A 3002 63 <4t FHHA FAS AGA o HE
Ao} g3t B2 V)2 aFAYOR Z4 BA7} 3}
E 8% dist RE A8, a3 o $PEHREN
dojAe oYL A "oz wgo] Holof &,
oldl 4L F& RE o] YALEHA] ukgo] Ho
of 3t

A 300% 78: Exhibit 3002 ZE & ojatel] ts)
A g T2, AL A aga §x T4 =
A2 58 T Fo U, ZRAE A28 o
3 dike A3l OMBOl Buslotsts dF9 djat
A gt} =3 o]AL OMB7} &4 549 4g AE
sted 2983 ARE £33 5 J=F AYHINT. &
RAEL 159 9L 293 dn wd YT
Azt A3 e $-4E, ALEY dEA A=
SAY 237Ms4 € A% 23E AE AF R
2 &L, 28X g AU dig o4 TEEL
HESZS AA] doof )
A 300% 8% Exhibit 3002 ¥ 93854 (Federal
Acquisition Streamlining Act)3} Clinger-Cohen Act
of 1996, AFA##AY(Government Performance
Result Act of 1993)°]] @2} FR7]& FBHES Zelo
AL 718 @, AAARZY ol 7 §x9] F7|FH<
Ex9} dat +3 AGoA olgsof sk LFAFES
nEEa gEAdd dd ARE 8Fsa itk

A 300% 9% q2e ZRAEY dIHAE 1dd F
A, ARF7)d =g3l7] A, fd FAY v=2y23 5
o] Aol tisiA 2 FRs Rug AUt 3, YA
Ho| 753 A u), OMBol Rusjor ) A3 FU=
ZAEJ} v§ 2AF 3L A% 4271 -10% 7t H
A, 2 o3t FoiX A o, g Ao}, Hsfor &
tigta 73 Sol dsld B BaNE AFsor g,

te o wo

D ¥ oite] AY L B2 5 As 4R =

2A28 &4 T3 A

A 300 103 Z+ A7} Aeksl= Exhibit 300
g OMBe| H7} 7122 Z vj2Y2 Al diste 8
A 24 7123 2 2xjo] A3F A4 pass-back T2
Hzo] ARE T AL s 7|5Eh

Z g4 U HuPFGA)E O 2L JFe
2 Fojdr.

~ W22 Alel(Business Case): T213 8 FASE

o] Zt A7} Ashe o] AeHoE AZAE.
- BR/E FE(Agenda Items): &4 A Y A9
STANS e-Hl2Y2 71&E B8 FEsn o

- 35 A (Acquisition Strategy): ZEE g5 A
go] AR AYLAE A

-~ 22733 #(Program Management): 213
o] Wl A, 2RE B3] A% AEEe
A3t gt _

~ AA}A o} & A (Enterprise Architecture): 3%
T3 HALA ol7|dA %} CPIC Z2A2E X3}
I Aok

~ tiet#A (Alternatives Analysis): ©]9% ¢3¢

ojf-& i g+ A¥ sHsd detolrh
- 919 @8 (Risk Management): ZZHAEZ E3A
A3e L Adle 53 8458 33T 9
I, #9€ & Aot

- A3 B X (Performance Goals): @X}RIA, HA
o] A%, A% EX 5& ¥ Y

~ ARR S ol A|(Security and Privacy) :
AHEE 9} ZtolyA] EAES i HEAS ¥
et et

- Axr)ut Beja 28 (Performance Based Management

System): E7HX B A 2EVMS)-S A}23}31
et

- #9%7] ul&(Life-Cycle Cost): 44F7] H]go],

279 A9 AYe $4eln Ba ¢ + U
S4EE FX3EA dite] Xdstn Ur)

OMBE 919 #& 226 2A3Y, 1-534 323}
€ 39E 4 8442 RA3la ol st Zh A
d H2Y2 AHHE #H71eta oAbs #A S

2) Z2AES WY UdA HLA: T HHIE
A% 22 HdE A £ A4 By =Fo|g

__552_



Ad
(=

3 CPICE S8 HEEST ol

I. |

31IT CPICY 9T % #Ex

15 OMB} GAOIA &
and Investment ControDo} #3 JAXE B8, AR
oA a% IT FA7} v|8 afHolm 229 4F
o ZRE 2A7] A AHREHA ] AF FAZRR
o #dd AGEE A ZzA2E FASE o
CPICY &4& 7zl Z24E ZHo| ojd 24 A
A BN IT TR 5, 4 AEE T 288
Wol BB E FhnA Felri2, 3] dnyez
IT $4bo g 9Ad4 2 #els 918 CPICE (29
2)% Zo] 3 BAY ¢FHHE T o]FTE BAF
I i

IT CPIC(Capital Planning

b3 =M

SELECT
How do you know

| evaluation, did the
A systems deliver

whatyou
expacted?

1o snsure that the
projects will delive
the benefits
projectad?

Process P
intormation €

(29 2) IT CPIC Z2 A~

e gl o8 7Hed FAAE EE8a s F
AXEE 239 A 5 FYAA Y Fogd iz
ato] AEgich Fxeke] tid BAo] £yEn EAHE
ALAN 229 AT AAF oA E A Lde
IT Z2AEZ MA,

A A ZE, FAEA, Bz HE 58 5 A

g Fxpeto] HAsA #YH
Qe A BAF

37t @A FEd Z2Aeo A 7] 82
e} Fa} A3E "ol "o, Sx9e) =2
Axgs AT & Yo 73d Z2AEY Asgd o

dBAUA TR

2 22 QTYy 3 a4, ASHY FARS v §
5¢ Wkselol sy A2de BN EE
¢ % gtk

32 IT CPIC Z2A2% ARRS £33

oj¢} 22 IT CPIC Z2A 20 ARHEE w3}
A& date (2¥ FH 22 58 3 FPHA R,

d B2 B &8 Q@ 3 M 8 4 @

3 8 2 3 & X ¢ E= -
(Exhibit 58)
= o4 F D Jl B s T @ d

(¥ 3) IT CPIC % HRHEZ F3dx

D ABEE Q7 AW 7|2 AHRE HE X
Z I (metrics program)& o|-§3td R TFARFS AdE
Tt & Ax 2208 5o dFse FURI BA
9 78 FEas-is)S ot F glon niEAd Aw
(to-be)2}e] A}o]BX(gap analysis)S E3 LLs FR
B3 QFAR T w4 o] AWl & Q) Ik =
2] glod, OMBY POA&M HIA, W& AER
=, 4397 2 AFAE 27 B9 ARE B Annd
LA 9 24 58 AEE 5+ 9l

@ F& A« Adr)E A Aty £xz50
2 QoA AdE FRES 8 TS BT ©1EA)7)7)
€ e EE BAAYY] 293 AMES e $4ed
g T3 FA7E "esit ol A $HEHE A
1§18t 713 7o) a3 dY, 71328 ARBx

N

-553 -



Y Hagetel o3 ZAHY AP 274,
/3, #H9 47U BE & 7122 S 78S
M & gt

@ ARET A LAEH FA: AdE 7 et
HHHES WRFFEL A/t @dEt SAeH
T A2" FET A AREIE l A &2
g 7 . $Aede 2999 #F3 CIO 344

Fy=olol iy MY HA Y %*é—% Héﬂ HE9
Mg 2 AES EFE AMEE § 9ok

@ HAREZ A FAYAERIA St HEES A
o g FA AL AT A3l v2U= AlE E
4}(Business Case Analysis), & €837} 5 7]1& &

& AM4-3te Exhibit 300 A s, FAHEN LS
A AZ&%ch Exhibit 300 ZT2AEd i3 H4 3
7bA] dictell dis) EtRA/AF/71dEad E4E x3s)
i Qo

® AREZ Bz XTEZYL 2A: X U FAHE
a8 E AT TGS AE BRIAd V2
3t AE, HAgsith AEEIE YUty oz FEZFQ
AARA F83% FHoZAN gL FYPAE %A
gk 53] e-Hl2Y 29 e Be Fog A
%<(enabler) 224 Z83t7] o] FRAAFE YA
HgHog Fasi,

® ZEEZ B Y 2 FAH: AEHLH
A AAD FRAYE 7122 Exhibit 30044 Exhibit 53
S ZA4sta OMBZ Bul AR S gt Al aaR
PM)= FA #H u)g AAS ¥ Oizs}7l A oid
Exhibit 3002 AZEsI BAldct

|

2

38 Ee

33 CPIC =Z2AM20 SEE HEES HASE
x

7] & CPICY) &% ZF 7M4 $4astx o3 AL
AR &5 ‘FHREIAY Heq AR o &
F Uk o] HAHL MY ALHE T8 oFA FEEZ
Ao $AEA BREHE M N2 oldE
Fa 7] XX BEFAANE AAZFAGY 9
#oz HHHF ExRE AFslm gled NIST SP
800-26 (RERS AAB7F A& 7|22 A §x)
obe &3l n dth ANNE AP/t AL Huy
3 EAE 1749 BEES FAYGGes TR 2z

PR Bal AAYE B F
& TP FAIT Tl T +8EN 23 3
& obdel E719 st go] 2A 38AE AR 98
o

=S A4 L HEX 5

19A: AAY oA +AeAqs

- BERF 170 FAGG A +deds #A
n @At ol AAAE 17 ol d3f F8
To] et 3 $5(H, M, B(basic)) 22 £9& &
Rl

[ 1] AERHRS BAGY Fox: BEF

e za) dunz $A9Y

Hr
o

ArnAE FE, FASE, 9577

Z2AY £, =93 HIEA, Arnz 44

Pga |¥Fd 2§, dojge F24, By PJrai, A
BEE 549 HJHE
A3, d¥B, d9/88 54, 4d 2 AF,
wg (/W S/W A&4, AAARRE, w348, A&
¥ Auus AY

- FRES AAFBFY P4 POAMSY dolH &
AHEE] ARBS wAHGFo] ZF g9 viXE F
e At JIT = (FREF uFs v)g/3
BE 3 IHEEHL)*100). JF=E HAY 3 5F
EF2(>4), F(2-4), ¥5(K2))ez FEIT

[ 2] 485 FAGA B 9% 24

e | I ny | n3

e heatray 2 | =8 | ws |wE 7
gy |oiEs| wg |9y

D D E F G| H
IR |ADxE) 53 35% | 65% | $81,161 | 0.8 | G
LC |3 17% | 83% [$117,789( 07 | G
AT |ZtAEX 58% | 42% | $94,326 | 044 | G
AP |Z2MA Bl 7% | 93% |$237,350(0.39] A
SA |NERS o4, B3, 1S | 50% | 50% [$133,898 037 A
PH |Z2|X HE2s 75% | 25% | $88,762 |0.28 | A
LA (=2 H28H 37% | 63% [$248,154 (0.26| A
Dl [ciloleie) 23S 20% | 80% |$328,506 | 0.24 | A
RS (HeEs EMZE 58% | 42% |$179,138 (023 A

- o] F gAelA 2RE £HE 3«3 FBHE 4
k(29 4 2x)
28A: A&

9 2ol

$8E93

._554_



- Az AT g3 Ak ZREEAYY - oo F GAAN AAE A E 3+3 FEF ¢F
Az"d dis] 9zdEd =g 3 F3H, M, 3o},
B(basic))2.2 +9& 33 (X 3 #=F)

3

m and Information Sensitivity

reQ OET

[ asd

(38 5) A&R FEAH THRE 6 24

[€ 3] N2 A7Ed GE 25

Fene A A EE 3gA: 1, 2 94 29 5394
-1, 2 @ACAMY ARE A ARRE uXHE
SAEYE TR

S [(A2" N ALY F, A2 S

BE [Ax" ] AW K A2 L AA" A - B3 JLHede $SHHHG) J= AEES
Az¢ P, 429 M, 29 H, 429 T, A2 C, TR0 g Aolx, B 7 Fdd ul F=
2& [A2" R, A=9 E, 29 0, A=9 G, A&¥ Q, - _
g b B S o e s oz Exee AgAY 4 ok

- olgjd Y HREE BE oS 9% 2rys

T AREE SARES FUEH: POAMS ACIHE g0 gy o 72 J2e san.

AHgEte] AURS FAGEO] 2+ Al2dd HXE
FFE AT ANTAL 19A% T3t

[ 4] IAFEF] A2z g g3 £4
s ny
negeg | UEE | wms | ows | "2EE e —
< niEs | mig
D AA A B c D
N 85% $ 3800 237 G \
S 16 $ 1,456 1099 G ¢ = $118K
AR
F 10% $1000[ 10 A @
J 8% $17431| 506 A s26
- $74XK
1 89% $ 26387] 337 A i
K 959% $ 45566 208 A
A 909 $ 75000 12 L E
(18 6) AREZ THEF $A4x9

-5b5-



4 8t-ofZie] YERS oM4EHMLME dHlw

uxe] FAREZT AHAAFL FISMAS OMBY

A AR W, 74 skl gFHer 7 HREA dE

IT 4847 58€ 2 OMBA BuatA =gl
on B35 ARRT T2 U3 FFIE A% o7 7]
Wi A7t 2EE AAA Fol wxHY FEHA A
HES FH odsgo] o]FojAx ot IT FA#E
g 98 ZZAX(IT CPIP)Y] HHRIE B3 &
to WS Hade B3 FHASE A{AIL Y=
A& AABke v 30 Q3 249 WEs e &
HE 200495 Zo Aoz Bhe o Fojrt[7]

FFAME 20039E 2o FEHE 71PdiH9) g
g3t FRHES AbE ARRA JAHAA EFAT
TE 20049 AR “violg, A Fol o
H g AR RS IS wrgsfof di e ETE AYA
At 221 “ARES JREES AF N8 /370
T ARE ATHE EHolXd TEAA T FFIE]
FnE + JEE A o] AL ARRS FA v §
3 P8R FEEI FA vLL Z4F FH3) A}
oM FHETE Y3 o8] &5 L &5 =9 2 )
o] Ag%+= HBoE FEIIFUL ARET £9/#E
H 2 ARHSA2He] 9 9 #Helo] 4295 E HE
oz FEIATH1LT.

asy o] AFHE g vEFFE FES R A
WA gom FEES oA EA Aahg 7|yl disiMe
TAA WES Eeta JUA gk £ FRET it
S 593207 AT Aol ofzt AAAQ IT «itd
AR T olol Pz Bt od digt Ao
U Wo] Alese] glA ¥t

oj9} o] ATt ARRIT A #HA FAHY
A 5 AR ARRE QAL 4 AU oA
E2 muld FHo|n doz B A7 sfjdo] ¥e
sttt st

N
o

T )

ol

1= m A% Funs duwy By
2 4 5 BNST FASCR IT $ABHE
g AN FYANINE Sl e A3

2
ol M
ol
b
}o[:
~m
)

S 2MEg PIFdA e HERS oJaudE IT
CPIPY| THA718E =82 20039 =RE AFHo| 1|
w3 FAZHRA Zgde] AT glom FAA Aoyt
7IgEel A&Hoz BT Yt

FUMY] FRES AHUAY = A ATtk
g itk F B W/ AR 2e4d dE o
Aol BEen, #d A Ao o AEA4e] 2
oAxe] gl HHolrh

AR BE THY T371RAAMY ARR3 F8A
o] Az FUiErta e BFoA FHRS uHAY
< AEES 35S Aoz oy A% I A
Azdelga & 4 gk 37|17 o4t #d Yoy
Aol 7 AHRS dqiEAY € Bu T 23
€ gAY Bd AL Mdse AL 0 AFe
GAoltt. o|FA FUE HAE HAs] AN GA
7 AT, &, A, ARRE, A F BH Rolo
AE7HEY §F =40l ook 87 HAFHA st
Yttt A

[z

&]

Mo
I

[1] Clinger-Cohen Act of 1996 Public Law No:104-208
[2] DOI, Office of the CIO, Guide to Implementing IT
Capital Planning and Investment Control, April,
1998,
[3]1 GAO, Office of the CIO, IT Capital Planning and
Investment Guide, Oct., 1997.
[4] NIST SP 800-26, Security Self-Assessment Guide
for Information Technology Systems, August 2001
[6] NIST SP 800-30, Risk Management Guide for
Information Technology Systems, February 04,
2002.
[6] NIST SP 800-34, Contingency Planning Guide for
Information Technology Systems, June 11, 2002.
[7] NIST, Integrating IT Security into Capital
Planning and Investment Process, Workshops,
June 4, 30, 2003.
(8] OMB Circular A-11, Preparing and Submitting
Budget Estimates, July, 2000.
[B1 OMB Circular A-11, Section 53 - Information

_556_



Technology and e-Government, 2003.

[10] OMB Circular A-11, Section 300 - Planning,
Budgeting, Acquisition, and Management of
Capital Assets, 2003.

[11] OMB Circular A-130, Appendix II, Security of
Federal Automated Information Resources, Feb.
199%.

{12 OMB, Evaluating Information Technology

Investments, Feb., 1995,

[13] OMB M-03-19, Reporting Instructions for the
Federal Information Security Management Act
and Updated Guidance on Quarterly IT Security
Reporting, Aug. 6, 2003.

(14] USA Congress, E-Government Act, Title III,
Federal linformation Security Management Act,
2002, '

[15) HA3, “vl5 ‘AARGEL A 20039 WE&F AALE",
FEENZH, A 154, 935, pp. 34-39 2003. 5.

[16] =104, “mlZe] AAAR YUSF 24 2002
AAARSHMNSR03)”, ARst AA=tg, 2002. 11.

(17] ¥54RRSAETY, “YRBSAF 7292 93
HAE ZAF gig - w0k 37, S223R4, 2003,

(18] F=AHEBSIEY, “F8 VTHE-E AYHRAY, 2001.

[19] F=HRESAZY, “AZ3AY 71d9) ABwE A
BIZRAY, 2002.

[20] FSDATNATY, “BHES SEAF $22AY,
2002.

[21] AEH, “HEES A} A7), 2003.

~557 -



