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ABSTRACT

IPsec is a standardization way for protection of IP packets in network layer and it is composed of three
protocols that is AH(Authentication Header), ESP(Encapsulation Security Protocol) and IKE(Internet Key
Exchange). Before doing encryption and decryption using AH or ESP protocols, both of communicating
entities have to share same key safely. IKE protocol works automatically. But it has less interoperability
because IKE protocol is not simple. A work which standardize IKEv2 has been done up to now. In this
article, we will examine the Cryptographic Algorithms of IKEv2, and describe the AES usage with IPsec,
based on the 1ETF Draft document.
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Case #Sample transport-mode ESP packet
(ping -p 77 -s 20 192.168.123.100)

Key: 80d382b4 10eeba7a d938c46c ecla82bf
SPI: 4321

Source address: 192.168.123.3

Destination address: 192.168.123.100
Sequence number: 8

IV: 69d08df7 d203329d b093fc49 24e5bd80

Original packet:

IP header (20 bytes): 45000030 08fe0000 4001fal6
c0a87b03 c0aB7b64

Data (28 bytes):

0800b5e8 a80a0500 a69c083d 0b660e00 77777777
77777777 77777777

Augment data with:
Padding: 0102

Pad length: 02

Next header: 01 (ICMP)

Pre-encryption Data with padding, pad length and next
header (32 bytes):

0800b5e8 aB0a0500 a69c083d Ob660e00 77777777
77777777 77777777 01020201

Post-encryption packet with SPI, Sequence number,
\'S

IP header: 4500004c 08fe0000 4032f9c9 c0a87b03
c0a87b64
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SPI/Seq #: 00004321 00000008

IV: 69d08d{7 d203329d b0231c49 24e5bd80
Encrypted Data (32 bytes):

5199588 1ec4elc4 488987ce 742e8109 689bb379
d2d750c0 d915dca3 46a89(75
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