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Abstract

This paper proposes a performance analysis model
of security servers. Performance analysis of security
server reflects both the session and data traffic load.
The proposed model is the bases of estimating the
maximum response time and minimum queue size of
a security server comprising a session association

processor whose throughput is 1000 connection/s.
L A&

A dEE ) ABEo] B NFE2m ¢rh
3 FQ Ade2 FEAHI AT A ‘°ﬂ/\1 gutst
| oA Qitke RAF ZEE B FHo| A
AN Qe S B 4 dd §@ oz vlojazg
AZE ALY 0S? Windows 2000 server o A-$-
SSLoly} IPSEC Z2EE &AM ALE 7153E%
dZe AL AT} 0SS B A B E
HAM +3 A CPU A5 F# HBRE 2ol
mehx gsst T2 AAZ FE A4 desjola F
A7 EAEHD U2 ols FXEol AL UV
AAE 4 Betxdnol FAPG H 99 HeEA
o] o]Fojxje}l Firi,

g greth mE3Ad B3 2oy Z2AN 94 &
e EdAddoz Yy dn ol 2 HIAY
© IPSec/SSL ZE2EE &73A AMEH7] Wi w
=A 271 =4013 AFE AAA d9 2 F 7]
&9 AuERER FAE 2EdY 2=(doe)E AY
A "ok mEbd BdMuEe AAddd e HE
B4 g Fbdor g

2 =8 74 £ BeAMH HF
T A4 Ay 2 g Agd HF

E

=)
T

EREEREEEE L

2 delAe 2gMe deEdg s zEsol
& Ages de B9 7|Emetric)} ERY 2=,
249 71 #std] @

21 RAY AEEY Ve

AutE Q] Muje} Zo] HeAMB HEFL L@A
Zresponse time)¥ A& (throughput)= a8 4
Atk FHATE FEolAdEJ HET AMudA FHY
€ 248 AR AIFHE AL 4R5rintA g

- 129 -~



Alzrez Rogg 5 Utk £ NI dYAn B
¢t Agdd EAH F2 A £ Utk B

$ AAAEE 9% 7] F(metric)2 connections/sec,
diole] Heel #I 71EL bytes/sec(file_transfers/
sec)2 A9 "}

22 EdY Z=(traffic load)

AW 57t Al nesiol & Atg F A4 FHol
of & R Eo} ul2 E#H Z X (traffic load)th EHY
2 vEYa v A9 E4 o g W
37} @Atk A% AR dde Aust ow
& ARG AEEAE & § doy olF HEgoeR
A BAF MY FAE EdE Z2S5E SAA A
itk dlE o] BetMW e 7§ VPN(virtual private
network)l 9] EZlg 2=& g siof gt

HRMMY A5 EA A F2 AMEHE EfY 25
F=4feolz HAH9 Edg Reolth o EYY 2=
£ o] g3td Ay e RSA ©ji} Diffie-Helman 59
Z2AN AL 548 & Addh FAT vl DES
1} MD5%t #e B33 REe doddold mAd
A AEHA ooz A SHAA Adsn vt
HoAH AT HHE 93 EdQY 2= d=4Ho)
3} dlolg] ¢-BH3A AHEHE B RESY A% E
2% Z2AY § QEE AgHo ok )

2.3 29 (modeling)

A YEAZ (A& &0, EdYg 27N E
Ay 28 HANA MY AL Hotde BAL
Hjgo] Bo] e 3ol v AEHo|AH Fe
2494 7lgo] ¥ ohd3t Hojze we}l Pu) 23
7 A5 ZdA7 fAlEE dEd olzxm I
(3] HEH =2dg sIHeg vh7]3hZol&(queuing
theory)& o} &8t wWiol UtM3]l di7|yPejEe
2N FFE &30 st AN Y JE
Axsta fqol gole EFFo|AEY FHAY )9
FolMel W7l AHE AArsHE My e A A g

I Edy 2= At 2 A5EY

¥ AL B ZRES BFAAY ANAE 2
doly EdE 2og Adsn MW RdYe T
B ue AEEY 9F A

Client hello

Server hello
Certificate

Server key Exchange
Certificate request
Server hello Done
Certificate I

Client key Exchange
Certificate verify

\l Finished
I Server

Finished

]

Session Established

Client I

a9 1. SSL d=4<17 #A

31 AM¥dE EfY 2=

SSLolv IPSECH & Het =2eF9 Z$ ¢+
B35 94 B dZ(security association)E ¥
e GAZt EA%h o] #ge F3 e v}
Zelo]dE Atolo] A3 UF(mutual certification) &
28 HMEE ¥z -E53 Ao EoF wat
BRE @ Yok 2¥ 1 oA SSL Z2EE Y
o404 A4S veuidg AL 94 EY
e 38 1 oA Client_Hello WAIR o] sigdc} A
¥ 2w Bid AulE Client_Hello WA Ao uw}2}
o2 Het WARNES FEo|dENA HUA fd
2e 3 vlAe o2 Finished A AE 2AANZ 4
A2 v 29} Finished WAIX & B #A| Ao ]3]
iR R AA Foil] g2ty A g B
¢t HAIKE QF5E Client_hello 7 AXAAL 9
¢ EYY 2= FE F Uk

Aol VPN 2& YENI Ao AXdZde 9
3 EYY 2 Folg ¥ E(Poisson distribution)&
2t} Paxon 3 Floyde Q7o wad HHEEE
A% EfY 2= ANBdhourly)dl ©]2W Zofg
X g Jveidda %3z o4l A HEYH=a &
=8 AFE wmad FF 10° Wt FAEAEL
e AZHdE F ZE(seconds)HE F4E & U

A o

[-Y'} A PR e b e b e —
L e R e . Rt ity e by bty
:
W=t e L=
B
Pl R e e i ikt . skt ettt ot P STy
L T T ), ——— ]
.
e 10 20 30 40 50 60 70 80 90 100

U ALY DREE HANY S

(a) Zotg B8 £X

- 130 -



. ]
65

60

¢ 55

"
& 50

35

30

ki 3 4 10
Al 2#{second}

(b) ol Azt A X

i N n
0 1 2 3

AlKsecond)
C ) 25 MY AR RE(EHR 2= 44)
a9 2 AddE EYY 2=

a9 2 & ASE AddE EdY 229 A4 #F
g vehdY, Zopy HFEYE FFE olgEt WA
o] dgd g ¥XE FEY F[a¥2-()] ol AN
2y 22 HAFE FEDHIY2-B)]. APz A
A siZle] JHEA Ha2= FFounR dPY €A
dg At {ad2-(c)]

32 Holg ¢-E 53 Edy 2=

ARAZe] B FHo|dEY My EFHo=
HolEE B E3 st FASA "Hoh AHEE E
Y A4 ol EFY Z2 F FAHAu H
olEle] A$E Holgd EIXE n=zx Fedidl o)
A Yy X E 249 vESz EAqgd {AEA
2dgdse 3y woge 33 A8 (worst case)d] &
Qs o] Wye HdA ALE BFAMY A Fol
23g 4Y5x & Aolgts A28 4& F Atk

2% 3 oA worst case A o2 EYY 22§ F
£ aUZs 9% F U 24 48 EdRS
243 247 dQAn7 d¥€He #AY Just
700 °IAGE olF dHole ¢EZ A Feo|AET}
AslA Qigete U 22 A9

33 HetAn 24
Gz ZzAAE A NG dolHA E

— — T
,l EEELETY
42y sdd 2e
E o | A i 1
b l R
& i 0
%mo ! } . ?l"!\ ‘\" 1
] i |
L 1 I
|
wp I 4
) I 1 1 i — 1 s L L
o 1 2 3 4 5 6 7 8 9 0
A2} (second)

1Y 3. dolg ¢-EB53 EFY Z=(worst case)

AAMo g vdrh Ig 4 oM AH5EY 2de
ostgrnh. RN E 433 Z2A4E WRside
o Ay AMg #7408 VPN¥ 28 Het dEHAD
3 7HR3eY. ZEledEE AMdd EdY zod
dlolBE A$(Ee 834)stdle EdY =g U4
Aok 4zt EdE 2z distd HAM¥E &
g Ed3 M(transaction)® Rt 2474y EJHRA
ol A Frb EAstn ZRAXNE HHSE(EE
A2ANE dEvgz e Fo A He doj
H e ZaAgM9 §32 ousiy Fo HA =He
A7+ &g A 7Hresponse time)3 doE T}

2dye 58 A st A 2A E9Y
22 & HAdE 34 £= JY9 APt H
EEAME AAEE 35S 2R A%9 AL
RS B3 AFEA dF AA G

@ 5 oM AUd" HMHAGE EdY 2ed 0
BetMu 9 A5 EA dxE el 218 5-(a)9
A A7t Ao W ANEE 3$+E JeEg
A Edolde] gM ARAZA "ag T NY HA
9] Hg &L 1000(connection/sec)E AASHAL. =,
ZZANE B9 A H10msec) F F 1089 MAA4
& AP £ dey 5-(a)dA U F AR 4

Handshaking (RSA, DH etc.)

Data{Fie) Data En/Decrypt
Transter (3DES,MAC]

Security Network (e.g.. VPN)

29 4 BAAY B £3E 9% 2493

— 131 -



56
Af2t (sec)
(@A Ao B AHd2 35 (Throughput)

H2 7O 8Y MY |

A2t (sec)
(b) A1zt el w& 79 ZHol(#3})
Oy 5 F-RdgS 23 AR

2 357 10304 6 o) F/EA &gkt a9
5-(b)e Y88 EAdY Rert iy XHHA R
FolA gi7)grn gl A9 d& vepdth o] Fg
9 ZAelet stn| o] Aolg} Auje] K e #
Aol gtk ®E Fo Aozt HRANE Yetle AF
AX e7HE H4 Fo % AT + o &
goldEZ aHg diZiste HASHATLE qu}
& o &, 2g 519 A 7o Holst 3702

3 AYA e ImsecolB2 HUYLHARE F ﬁtc}]
71 A2k AZAZRE §$ 38msec 7F "ot

V. 28

B =FdMe HoAdHe HeHs/E A% EgY
2ro My mdy) wHehg At B H
7te AAdAR doly ¢-E33 EfE =g
2 AAFA(ERVNEGEE)SE A% EfY 22k
Zolg 18 EXE Ay, doly ¢-Eist E
N2 worst case HE AUsAch aln BN
HeE AL Z2AM9 553 Z2AME 7§
o] 2dy agch B =R AT =2 A8
2 1000(connection/s)8] A -&< Zt& BABie] 7
T A" Edg T A2 #AF A A $9

ARt 3Bmsec, Y T H2 A7E 3THL S &
Fuch. A5EA A JdEd AP9E Edd 25
900 request/sec ©]P o] Z7)= A WEYAY &%
% Ed¥ &g AT 9 worst cased] AFH w
2A 99 ATEA dAE RaMw FaLAgos
238 + 9t

nki'

ey

[1] "Cryptoswift secure server performance testing,”
www.etestinglabs.com

[2]1 M. McLoone and ].V. McCanny, "A single-chip
IPSEC cryptographic processor,” JEEE Workshop
on Signal Processing Systems. pp. 133-138, Oct.
2002

[31]. Cao and M. Andersson, "Web server
performance modeling using an MG1KPS queue,”
10th Int'l. Conf on Telecommunications, vol. 2,
pp. 1501-1506, Feb. 2003

[4] V. Paxson and S. Floyd, "Wide area traffic: the

IEEE/ACM
Transactions on Networking, vol. 3, pp. 226-244,
June 2003

[5) "1 89l H£7]1%,“ mslab.hau.ackr

failure of Poisson modeling,”

—-132 -



